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RULE 1.1: 
COMPETENCE 

(a) A lawyer should provide competent representation to a client.  Competent 
representation requires the legal knowledge, skill, thoroughness and preparation 
reasonably necessary for the representation. 
  
 (b) A lawyer shall not handle a legal matter that the lawyer knows or should 
know that the lawyer is not competent to handle, without associating with a lawyer who is 
competent to handle it. 
 
 (c) A lawyer shall not intentionally: 
 

 (1) fail to seek the objectives of the client through reasonably available 
means permitted by law and these Rules; or 

 
 (2) prejudice or damage the client during the course of the representation 
except as permitted or required by these Rules. 
 

Comment 

Legal Knowledge and Skill 

[1]  In determining whether a lawyer employs the requisite knowledge and skill in a 
particular matter, relevant factors include the relative complexity and specialized nature of the 
matter, the lawyer’s general experience, the lawyer’s training and experience in the field in 
question, the preparation and study the lawyer is able to give the matter, and whether it is 
feasible to associate with a lawyer of established competence in the field in question.  In many 
instances, the required proficiency is that of a general practitioner.  Expertise in a particular field 
of law may be required in some circumstances.  One such circumstance would be where the 
lawyer, by representations made to the client, has led the client reasonably to expect a special 
level of expertise in the matter undertaken by the lawyer. 

[2]  A lawyer need not necessarily have special training or prior experience to handle 
legal problems of a type with which the lawyer is unfamiliar.  A newly admitted lawyer can be as 
competent as a practitioner with long experience.  Some important legal skills, such as the 
analysis of precedent, the evaluation of evidence and legal drafting, are required in all legal 
problems.  Perhaps the most fundamental legal skill consists of determining what kinds of legal 
problems a situation may involve, a skill that necessarily transcends any particular specialized 
knowledge.  A lawyer can provide adequate representation in a wholly novel field through 
necessary study.  Competent representation can also be provided through the association of a 
lawyer of established competence in the field in question. 

[3]  [Reserved.]  
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[4]  A lawyer may accept representation where the requisite level of competence can 
be achieved by adequate preparation before handling the legal matter.  This applies as well to a 
lawyer who is appointed as counsel for an unrepresented person.   

Thoroughness and Preparation 

[5] Competent handling of a particular matter includes inquiry into and analysis of 
the factual and legal elements of the problem, and use of methods and procedures meeting the 
standards of competent practitioners.  It also includes adequate preparation.  The required 
attention and preparation are determined in part by what is at stake; major litigation and complex 
transactions ordinarily require more extensive treatment than matters of lesser complexity and 
consequence.  An agreement between the lawyer and the client may limit the scope of the 
representation if the agreement complies with Rule 1.2(c). 

Retaining or Contracting with Lawyers Outside the Firm 

 [6] Before a lawyer retains or contracts with other lawyers outside the lawyer’s own 
firm to provide or assist in the provision of legal services to a client, the lawyer should ordinarily 
obtain informed consent from the client and should reasonably believe that the other lawyers’ 
services will contribute to the competent and ethical representation of the client.  See also Rules 
1.2 (allocation of authority), 1.4 (communication with client), 1.5(g) (fee sharing with lawyers 
outside the firm), 1.6 (confidentiality), and 5.5(a) (unauthorized practice of law).  The 
reasonableness of the decision to retain or contract with other lawyers outside the lawyer’s own 
firm will depend upon the circumstances, including the needs of the client; the education, 
experience and reputation of the outside lawyers; the nature of the services assigned to the 
outside lawyers; and the legal protections, professional conduct rules, and ethical environments 
of the jurisdictions in which the services will be performed, particularly relating to confidential 
information. 

 [6A] Client consent to contract with a lawyer outside the lawyer’s own firm may not be 
necessary for discrete and limited tasks supervised closely by a lawyer in the firm.  However, a 
lawyer should ordinarily obtain client consent before contracting with an outside lawyer to 
perform substantive or strategic legal work on which the lawyer will exercise independent 
judgment without close supervision or review by the referring lawyer.  For example, on one 
hand, a lawyer who hires an outside lawyer on a per diem basis to cover a single court call or a 
routing calendar call ordinarily would not need to obtain the client’s prior informed consent.  On 
the other hand, a lawyer who hires an outside lawyer to argue a summary judgment motion or 
negotiate key points in a transaction ordinarily should seek to obtain the client’s prior informed 
consent. 

 [7] When lawyer from more than one law firm are providing legal services to the 
client on a particular matter, the lawyers ordinarily should consult with each other about the 
scope of their respective roles and the allocation of responsibility among them.  See Rule 1.2(a).  
When allocating responsibility in a matter pending before a tribunal, lawyers and parties may 
have additional obligations (e.g., under local court rules, the CPLR, or the Federal Rules of Civil 
Procedure) that are a matter of law beyond the scope of these Rules. 
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 [7A] Whether a lawyer who contracts with a lawyer outside the firm needs to obtain 
informed consent from the client about the roles and responsibilities of the retaining and outside 
lawyers will depend on the circumstances.  On one hand, of a lawyer retains an outside lawyer or 
law firm to work under the lawyer’s close direction and supervision, and the retaining lawyer 
closely reviews the outside lawyer’s work, the retaining lawyer usually will not need to consult 
with the client about the outside lawyer’s role and level of responsibility.  On the other hand, if 
the outside lawyer will have a more material role and will exercise more autonomy and 
responsibility, then the retaining lawyer usually should consult with the client.  In any event, 
whenever a retaining lawyer discloses a client’s confidential information to lawyers outside the 
firm, the retaining lawyer should comply with Rule 1.6(a). 

 [8] To maintain the requisite knowledge and skill, a lawyer should (i) keep abreast of 
changes in substantive and procedural law relevant to the lawyer’s practice, (ii) keep abreast of 
the benefits and risks associated with technology the lawyer uses to provide services to clients or 
to store or transmit confidential information, and (iii) engage in continuing study and education 
and comply with all applicable continuing legal education requirements under 22 N.Y.C.R.R. 
Part 1500. 
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RULE 1.2: 
SCOPE OF REPRESENTATION AND 

ALLOCATION OF AUTHORITY BETWEEN CLIENT AND LAWYER 

(a) Subject to the provisions herein, a lawyer shall abide by a client’s decisions 
concerning the objectives of representation and, as required by Rule 1.4, shall consult with 
the client as to the means by which they are to be pursued.  A lawyer shall abide by a 
client’s decision whether to settle a matter. In a criminal case, the lawyer shall abide by the 
client’s decision, after consultation with the lawyer, as to a plea to be entered, whether to 
waive jury trial and whether the client will testify. 
 
 (b) A lawyer’s representation of a client, including representation by 
appointment, does not constitute an endorsement of the client’s political, economic, social 
or moral views or activities. 
 
 (c) A lawyer may limit the scope of the representation if the limitation is 
reasonable under the circumstances, the client gives informed consent and where necessary 
notice is provided to the tribunal and/or opposing counsel. 
 
 (d) A lawyer shall not counsel a client to engage, or assist a client, in conduct 
that the lawyer knows is illegal or fraudulent, except that the lawyer may discuss the legal 
consequences of any proposed course of conduct with a client. 
 
 (e) A lawyer may exercise professional judgment to waive or fail to assert a right 
or position of the client, or accede to reasonable requests of opposing counsel, when doing 
so does not prejudice the rights of the client. 
 
 (f) A lawyer may refuse to aid or participate in conduct that the lawyer believes 
to be unlawful, even though there is some support for an argument that the conduct is 
legal. 
 
 (g) A lawyer does not violate these Rules by being punctual in fulfilling all 
professional commitments, by avoiding offensive tactics, and by treating with courtesy and 
consideration all persons involved in the legal process. 
 
Comment 

Allocation of Authority Between Client and Lawyer 

[1] Paragraph (a) confers upon the client the ultimate authority to determine the 
purposes to be served by legal representation, within the limits imposed by law and the lawyer’s 
professional obligations.  The decisions specified in paragraph (a), such as whether to settle a 
civil matter, must also be made by the client.  See Rule 1.4(a)(1) for the lawyer’s duty to 
communicate with the client about such decisions.  The lawyer shall consult with the client with 
respect to the means by which the client’s objectives are to be pursued.  See Rule 1.4(a)(2). 
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Paragraph (d) does not preclude undertaking a criminal defense incident to a general retainer for 
legal services to a lawful enterprise, but does preclude such a retainer for an enterprise known to 
be engaged in illegal or fraudulent activity.   

[13] If a lawyer comes to know or reasonably should know that a client expects 
assistance not permitted by the Rules of Professional Conduct or other law, or if the lawyer 
intends to act contrary to the client’s instructions, the lawyer must consult with the client 
regarding the limitations on the lawyer’s conduct.  See Rule 1.4(a)(5). 

Exercise of Professional Judgment 

[14] Paragraph (e) permits a lawyer to exercise professional judgment to waive or fail 
to assert a right of a client, or accede to reasonable requests of opposing counsel in such matters 
as court proceedings, settings, continuances, and waiver of procedural formalities, as long as 
doing so does not prejudice the rights of the client.  Like paragraphs (f) and (g), paragraph (e) 
effectively creates a limited exception to the lawyer’s obligations under Rule 1.1(c) (a lawyer 
shall not intentionally “fail to seek the objectives of the client through reasonably available 
means permitted by law and these Rules” or “prejudice or damage the client during the course of 
the representation except as permitted or required by these Rules”).  If the lawyer is representing 
the client before a tribunal, the lawyer is required under Rule 3.3(f)(1) to comply with local 
customs of courtesy or practice of the bar or a particular tribunal unless the lawyer gives 
opposing counsel timely notice of the intent not to comply. 

Refusal to Participate in Conduct a Lawyer Believes to Be Unlawful 

 [15] In some situations such as those described in paragraph (d), a lawyer is prohibited 
from aiding or participating in a client’s improper or potentially improper conduct; but in other 
situations, a lawyer has discretion.  Paragraph (f) permits a lawyer to refuse to aid or participate 
in conduct the lawyer believes to be unlawful, even if the conduct is arguably legal.  In addition, 
under Rule 1.16(c)(2), the lawyer may withdraw from representing a client when the client 
persists in a course of action involving the lawyer’s services that the lawyer reasonably believes 
is criminal or fraudulent, even if the course of action is arguably legal.  In contrast, when the 
lawyer knows (or reasonably should know) that the representation will result in a violation of law 
or the Rules of Professional Conduct, the lawyer must withdraw from the representation under 
Rule 1.16(b)(1).  If the client “insists” that the lawyer pursue a course of conduct that is illegal or 
prohibited under the Rules, the lawyer must not carry out those instructions and, in addition, may 
withdraw from the representation under Rule 1.16(c)(13).  If the lawyer is representing the client 
before a tribunal, additional rules may come into play.  For example, the lawyer may be required 
to obtain the tribunal’s permission to withdraw under Rule 1.16(d), and the lawyer may be 
required to take reasonable remedial measures under Rule 3.3 with respect to false evidence or 
other criminal or fraudulent conduct relating to a proceeding. 

Fulfilling Professional Commitments and Treating Others with Courtesy 

 [16] Both Rule 1.1(c)(1) and Rule 1.2(a) require generally that a lawyer seek the 
client’s objectives and abide by the client’s decisions concerning the objectives of the 
representation; but those rules do not require a lawyer to be offensive, discourteous, 
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inconsiderate or dilatory.  Paragraph (g) specifically affirms that a lawyer does not violate the 
Rules by being punctual in fulfilling professional commitments, avoiding offensive tactics and 
treating with courtesy and consideration all persons involved in the legal process.  Lawyers 
should be aware of the New York State Standards of Civility adopted by the courts to guide the 
legal profession (22 NYCRR Part 1200 Appendix A).  Although the Standards of Civility are not 
intended to be enforced by sanctions or disciplinary action, conduct before a tribunal that fails to 
comply with known local customs of courtesy or practice, or that is undignified or discourteous, 
may violate Rule 3.3(f).  Conduct in a proceeding that serves merely to harass or maliciously 
injury another would be frivolous in violation of Rule 3.1.  Dilatory conduct may violate Rule 
1.3(a), which requires a lawyer to act with reasonable diligence and promptness in representing a 
client. 
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RULE 1.3: 
DILIGENCE 

(a) A lawyer shall act with reasonable diligence and promptness in representing 
a client. 
 
 (b) A lawyer shall not neglect a legal matter entrusted to the lawyer. 
 
 (c) A lawyer shall not intentionally fail to carry out a contract of employment 
entered into with a client for professional services, but the lawyer may withdraw as 
permitted under these Rules. 
 
Comment 

[1] A lawyer should pursue a matter on behalf of a client despite opposition, 
obstruction or personal inconvenience to the lawyer, and take whatever lawful and ethical 
measures are required to vindicate a client’s cause or endeavor.  A lawyer must also act with 
commitment and dedication to the interests of the client and in advocacy upon the client’s behalf.  
A lawyer is not bound, however, to press for every advantage that might be realized for a client.  
For example, a lawyer may have authority to exercise professional discretion in determining the 
means by which a matter should be pursued.  See Rule 1.2.  Notwithstanding the foregoing, the 
lawyer should not use offensive tactics or fail to treat all persons involved in the legal process 
with courtesy and respect. 

[2] A lawyer’s work load must be controlled so that each matter can be handled 
diligently and promptly.  Lawyers are encouraged to adopt and follow effective office procedures 
and systems; neglect may occur when such arrangements are not in place or are ineffective. 

[3] Perhaps no professional shortcoming is more widely resented than 
procrastination.  A client’s interests often can be adversely affected by the passage of time or the 
change of conditions; in extreme instances, as when a lawyer overlooks a statute of limitations, 
the client’s legal position may be destroyed.  Even when the client’s interests are not affected in 
substance, unreasonable delay can cause a client needless anxiety and undermine confidence in 
the lawyer’s trustworthiness.  A lawyer’s duty to act with reasonable promptness, however, does 
not preclude the lawyer from agreeing to a reasonable request for a postponement that will not 
prejudice the lawyer’s client. 

[4] Unless the relationship is terminated, as provided in Rule 1.16, a lawyer should 
carry through to conclusion all matters undertaken for a client.  If a lawyer’s employment is 
limited to a specific matter, the relationship terminates when the matter has been resolved.  If a 
lawyer has served a client over a substantial period in a variety of matters, the client sometimes 
may assume that the lawyer will continue to serve on a continuing basis unless the lawyer gives 
notice of withdrawal.  Doubt about whether a client-lawyer relationship still exists should be 
clarified by the lawyer, preferably in writing, so that the client will not mistakenly suppose the 
lawyer is looking after the client’s affairs when the lawyer has ceased to do so.  If a lawyer has 
handled a judicial or administrative proceeding that produced a result adverse to the client and 
the lawyer and the client have not agreed that the lawyer will handle the matter on appeal, Rule 
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RULE 1.4: 
COMMUNICATION 

(a) A lawyer shall: 
 

  (1) promptly inform the client of: 
 

 (i) any decision or circumstance with respect to which the client’s 
informed consent, as defined in Rule 1.0(j), is required by these Rules; 

 
 (ii) any information required by court rule or other law to be 
communicated to a client; and 

 
 (iii) material developments in the matter including settlement or 
plea offers. 

 
 (2) reasonably consult with the client about the means by which the 
client’s objectives are to be accomplished; 

 
 (3) keep the client reasonably informed about the status of the matter; 

 
 (4) promptly comply with a client’s reasonable requests for information; 
and 

 
 (5) consult with the client about any relevant limitation on the lawyer’s 
conduct when the lawyer knows that the client expects assistance not permitted by 
these Rules or other law. 

 
 (b) A lawyer shall explain a matter to the extent reasonably necessary to permit 
the client to make informed decisions regarding the representation. 
 
Comment 

[1] Reasonable communication between the lawyer and the client is necessary for the 
client to participate effectively in the representation. 

Communicating with Client 

[2] In instances where these Rules require that a particular decision about the 
representation be made by the client, paragraph (a)(1) requires that the lawyer promptly consult 
with the client and secure the client’s consent prior to taking action, unless prior discussions with 
the client have resolved what action the client wants the lawyer to take.  For example, paragraph 
(a)(1)(iii) requires that a lawyer who receives from opposing counsel an offer of settlement in a 
civil controversy or a proffered plea bargain in a criminal case must promptly inform the client 
of its substance unless the client has previously made clear that the proposal will be acceptable or 
unacceptable or has authorized the lawyer to accept or to reject the offer.  See Rule 1.2(a). 
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RULE 1.5: 
FEES AND DIVISION OF FEES 

(a) A lawyer shall not make an agreement for, charge, or collect an excessive or 
illegal fee or expense.  A fee is excessive when, after a review of the facts, a reasonable 
lawyer would be left with a definite and firm conviction that the fee is excessive.  The 
factors to be considered in determining whether a fee is excessive may include the 
following: 
 

 (1) the time and labor required, the novelty and difficulty of the questions 
involved, and the skill requisite to perform the legal service properly; 

 
 (2) the likelihood, if apparent or made known to the client, that the 
acceptance of the particular employment will preclude other employment by the 
lawyer; 

 
 (3) the fee customarily charged in the locality for similar legal services; 

 
 (4) the amount involved and the results obtained; 

 
 (5) the time limitations imposed by the client or by circumstances; 

 
 (6) the nature and length of the professional relationship with the client; 

 
 (7) the experience, reputation and ability of the lawyer or lawyers 
performing the services; and 

 
 (8) whether the fee is fixed or contingent. 

 
 (b) A lawyer shall communicate to a client the scope of the representation and 
the basis or rate of the fee and expenses for which the client will be responsible.  This 
information shall be communicated to the client before or within a reasonable time after 
commencement of the representation and shall be in writing where required by statute or 
court rule.  This provision shall not apply when the lawyer will charge a regularly 
represented client on the same basis or rate and perform services that are of the same 
general kind as previously rendered to and paid for by the client.  Any changes in the scope 
of the representation or the basis or rate of the fee or expenses shall also be communicated 
to the client. 
 
 (c) A fee may be contingent on the outcome of the matter for which the service is 
rendered, except in a matter in which a contingent fee is prohibited by paragraph (d) or 
other law.  Promptly after a lawyer has been employed in a contingent fee matter, the 
lawyer shall provide the client with a writing stating the method by which the fee is to be 
determined, including the percentage or percentages that shall accrue to the lawyer in the 
event of settlement, trial or appeal; litigation and other expenses to be deducted from the 
recovery; and whether such expenses are to be deducted before or, if not prohibited by 
statute or court rule, after the contingent fee is calculated.  The writing must clearly notify 
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the client of any expenses for which the client will be liable regardless of whether the client 
is the prevailing party.  Upon conclusion of a contingent fee matter, the lawyer shall 
provide the client with a writing stating the outcome of the matter and, if there is a 
recovery, showing the remittance to the client and the method of its determination. 
 
 (d) A lawyer shall not enter into an arrangement for, charge or collect: 
 

 (1) a contingent fee for representing a defendant in a criminal matter; 
 

 (2) a fee prohibited by law or rule of court; 
 

 (3) a fee based on fraudulent billing; 
 

 (4) a nonrefundable retainer fee; provided that a lawyer may enter into a 
retainer agreement with a client containing a reasonable minimum fee clause if it 
defines in plain language and sets forth the circumstances under which such fee may 
be incurred and how it will be calculated; or 

 
 (5) any fee in a domestic relations matter if: 

 
 (i) the payment or amount of the fee is contingent upon the 
securing of a divorce or of obtaining child custody or visitation or is in any 
way determined by reference to the amount of maintenance, support, 
equitable distribution, or property settlement; 

 
 (ii) a written retainer agreement has not been signed by the lawyer 
and client setting forth in plain language the nature of the relationship and 
the details of the fee arrangement; or 

 
 (iii) the written retainer agreement includes a security interest, 
confession of judgment or other lien without prior notice being provided to 
the client in a signed retainer agreement and approval from a tribunal after 
notice to the adversary.  A lawyer shall not foreclose on a mortgage placed on 
the marital residence while the spouse who consents to the mortgage remains 
the titleholder and the residence remains the spouse’s primary residence. 

 
 (e) In domestic relations matters, a lawyer shall provide a prospective client with 
a Statement of Client’s Rights and Responsibilities at the initial conference and prior to the 
signing of a written retainer agreement. 
 
 (f) Where applicable, a lawyer shall resolve fee disputes by arbitration at the 
election of the client pursuant to a fee arbitration program established by the Chief 
Administrator of the Courts and approved by the Administrative Board of the Courts. 
 
 (g) A lawyer shall not divide a fee for legal services with another lawyer who is 
not associated in the same law firm unless: 
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 (1) the division is in proportion to the services performed by each lawyer 
or, by a writing given to the client, each lawyer assumes joint responsibility for the 
representation; 

 
 (2) the client agrees to employment of the other lawyer after a full 
disclosure that a division of fees will be made, including the share each lawyer will 
receive, and the client’s agreement is confirmed in writing; and 

 
 (3) the total fee is not excessive. 

 
(h) Rule 1.5(g) does not prohibit payment to a lawyer formerly associated in a 

law firm pursuant to a separation or retirement agreement.  

Comment  

[1] Paragraph (a) requires that lawyers not charge fees that are excessive or illegal 
under the circumstances.  The factors specified in paragraphs (a)(1) through (a)(8) are not 
exclusive, nor will each factor be relevant in each instance.  The time and labor required for a 
matter may be affected by the actions of the lawyer’s own client or by those of the opposing 
party and counsel.  Paragraph (a) also requires that expenses for which the client will be charged 
must not be excessive or illegal.  A lawyer may seek payment for services performed in-house, 
such as copying, or for other expenses incurred in-house, such as telephone charges, either by 
charging an amount to which the client has agreed in advance or by charging an amount that 
reflects the cost incurred by the lawyer, provided in either case that the amount charged is not 
excessive. 

[1A] A billing is fraudulent if it is knowingly and intentionally based on false or 
inaccurate information.  Thus, under an hourly billing arrangement, it would be fraudulent to 
knowingly and intentionally charge a client for more than the actual number of hours spent by 
the lawyer on the client’s matter; similarly, where the client has agreed to pay the lawyer’s cost 
of in-house services, such as for photocopying or telephone calls, it would be fraudulent 
knowingly and intentionally to charge a client more than the actual costs incurred.  Fraudulent 
billing requires an element of scienter and does not include inaccurate billing due to an innocent 
mistake. 

[1B] A supervising lawyer who submits a fraudulent bill for fees or expenses to a client 
based on submissions by a subordinate lawyer has not automatically violated this Rule.  In this 
situation, whether the lawyer is responsible for a violation must be determined by reference to 
Rules 5.1, 5.2 and 5.3.  As noted in Comment [8] to Rule 5.1, nothing in that Rule alters the 
personal duty of each lawyer in a firm to abide by these Rules and in some situations, other 
Rules may impose upon a supervising lawyer a duty to ensure that the books and records of a 
firm are accurate.  See Rule 1.15(j). 
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RULE 1.6: 
CONFIDENTIALITY OF INFORMATION 

(a) A lawyer shall not knowingly reveal confidential information, as defined in 
this Rule, or use such information to the disadvantage of a client or for the advantage of the 
lawyer or a third person, unless: 
 

 (1) the client gives informed consent, as defined in Rule 1.0(j); 
 

 (2) the disclosure is impliedly authorized to advance the best interests of 
the client and is either reasonable under the circumstances or customary in the 
professional community; or 

 
 (3) the disclosure is permitted by paragraph (b). 

 
“Confidential information” consists of information gained during or relating to the 
representation of a client, whatever its source, that is (a) protected by the attorney-client 
privilege, (b) likely to be embarrassing or detrimental to the client if disclosed, or (c) 
information that the client has requested be kept confidential.  “Confidential information” 
does not ordinarily include (i) a lawyer’s legal knowledge or legal research or (ii) 
information that is generally known in the local community or in the trade, field or 
profession to which the information relates. 
 
 (b) A lawyer may reveal or use confidential information to the extent that the 
lawyer reasonably believes necessary: 
  

 (1) to prevent reasonably certain death or substantial bodily harm; 
 

 (2) to prevent the client from committing a crime; 
 

 (3) to withdraw a written or oral opinion or representation previously 
given by the lawyer and reasonably believed by the lawyer still to be relied upon by 
a third person, where the lawyer has discovered that the opinion or representation 
was based on materially inaccurate information or is being used to further a crime 
or fraud; 

 
 (4) to secure legal advice about compliance with these Rules or other law 
by the lawyer, another lawyer associated with the lawyer’s firm or the law firm; 

 
 (5) (i) to defend the lawyer or the lawyer’s employees and associates 
against an accusation of wrongful conduct; or 

 
 (ii) to establish or collect a fee; or 

 
 (6) when permitted or required under these Rules or to comply with 
other law or court order. 
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(c) A lawyer make reasonable efforts to prevent the inadvertent or unauthorized 
disclosure or use of, or unauthorized access to, information protected by Rules 1.6, 1.9(c), 
or 1.18(b).  

Comment  

Scope of the Professional Duty of Confidentiality 

[1] This Rule governs the disclosure of information protected by the professional 
duty of confidentiality.  Such information is described in these Rules as “confidential 
information” as defined in this Rule.  Other rules also deal with confidential information.  See 
Rules 1.8(b) and 1.9(c)(1) for the lawyer’s duties with respect to the use of such information to 
the disadvantage of clients and former clients; Rule 1.9(c)(2) for the lawyer’s duty not to reveal 
information relating to the lawyer’s prior representation of a former client; Rule 1.14(c) for 
information relating to representation of a client with diminished capacity; Rule 1.18(b) for the 
lawyer’s duties with respect to information provided to the lawyer by a prospective client; Rule 
3.3 for the lawyer’s duty of candor to a tribunal; and Rule 8.3(c) for information gained by a 
lawyer or judge while participating in an approved lawyer assistance program. 

[2] A fundamental principle in the client-lawyer relationship is that, in the absence of 
the client’s informed consent, or except as permitted or required by these Rules, the lawyer must 
not knowingly reveal information gained during and related to the representation, whatever its 
source.  See Rule 1.0(j) for the definition of informed consent.  The lawyer’s duty of 
confidentiality contributes to the trust that is the hallmark of the client-lawyer relationship.  The 
client is thereby encouraged to seek legal assistance and to communicate fully and frankly with 
the lawyer, even as to embarrassing or legally damaging subject matter.  The lawyer needs this 
information to represent the client effectively and, if necessary, to advise the client to refrain 
from wrongful conduct.  Typically, clients come to lawyers to determine their rights and what is, 
in the complex of laws and regulations, deemed to be legal and correct.  Based upon experience, 
lawyers know that almost all clients follow the advice given, and the law is thereby upheld. 

[3] The principle of client-lawyer confidentiality is given effect in three related 
bodies of law:  the attorney-client privilege of evidence law, the work-product doctrine of civil 
procedure and the professional duty of confidentiality established in legal ethics codes.  The 
attorney-client privilege and the work-product doctrine apply when compulsory process by a 
judicial or other governmental body seeks to compel a lawyer to testify or produce information 
or evidence concerning a client.  The professional duty of client-lawyer confidentiality, in 
contrast, applies to a lawyer in all settings and at all times, prohibiting the lawyer from disclosing 
confidential information unless permitted or required by these Rules or to comply with other law 
or court order.  The confidentiality duty applies not only to matters communicated in confidence 
by the client, which are protected by the attorney-client privilege, but also to all information 
gained during and relating to the representation, whatever its source.  The confidentiality duty, 
for example, prohibits a lawyer from volunteering confidential information to a friend or to any 
other person except in compliance with the provisions of this Rule, including the Rule’s 
reference to other law that may compel disclosure.  See Comments [12]-[13]; see also Scope. 
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made in a manner that limits access to the information to the tribunal or other persons having a 
need to know the information, and appropriate protective orders or other arrangements should be 
sought by the lawyer to the fullest extent practicable. 

[15] Paragraph (b) permits but does not require the disclosure of information relating 
to a client’s representation to accomplish the purposes specified in paragraphs (b)(1) through 
(b)(6).  A lawyer’s decision not to disclose as permitted by paragraph (b) does not violate this 
Rule.  Disclosure may, however, be required by other Rules or by other law.  See Comments 
[12]-[13].  Some Rules require disclosure only if such disclosure would be permitted by 
paragraph (b).  E.g., Rule 8.3(c)(1).  Rule 3.3(c), on the other hand, requires disclosure in some 
circumstances whether or not disclosure is permitted or prohibited by this Rule. 

Withdrawal 

[15A] If the lawyer’s services will be used by the client in materially furthering a course 
of criminal or fraudulent conduct, the lawyer must withdraw pursuant to Rule 1.16(b)(1).  
Withdrawal may also be required or permitted for other reasons under Rule 1.16.  After 
withdrawal, the lawyer is required to refrain from disclosing or using information protected by 
Rule 1.6, except as this Rule permits such disclosure.  Neither this Rule, nor Rule 1.9(c), nor 
Rule 1.16(e) prevents the lawyer from giving notice of the fact of withdrawal.  For withdrawal or 
disaffirmance of an opinion or representation, see paragraph (b)(3) and Comment [6E].  Where 
the client is an organization, the lawyer may be in doubt whether the organization will actually 
carry out the contemplated conduct.  Where necessary to guide conduct in connection with this 
Rule, the lawyer may, and sometimes must, make inquiry within the organization.  See Rules 
1.13(b) and (c). 

Duty to Preserve Confidentiality 

[16] Paragraph (c) imposes three related obligations.  It requires a lawyer to make 
reasonable efforts to safeguard confidential information against unauthorized access by third 
parties and against inadvertent or unauthorized disclosure by the lawyer or other persons who are 
participating in the representation of the client or who are otherwise subject to the lawyer’s 
supervision.  See Rules 1.1, 5.1 and 5.3. Confidential information includes not only information 
protected by Rule 1.6(a) with respect to current clients but also information protected by Rule 
1.9(c) with respect to former clients and information protected by Rule 1.18(b) with respect to 
prospective clients. Unauthorized access to, or the inadvertent or unauthorized disclosure of, 
information protected by Rules 1.6, 1.9, or 1.18, does not constitute a violation of paragraph (c) 
if the lawyer has made reasonable efforts to prevent the unauthorized access or disclosure. 
Factors to be considered in determining the reasonableness of the lawyer’s efforts include, but 
are not limited to: (i) the sensitivity of the information; (ii) the likelihood of disclosure if 
additional safeguards are not employed; (iii) the cost of employing additional safeguards; (iv) the 
difficulty of implementing the safeguards; and (v) the extent to which the safeguards adversely 
affect the lawyer’s ability to represent clients (e.g., by making a device or software excessively 
difficult to use).  A client may require the lawyer to implement special security measures not 
required by this Rule, or may give informed consent to forgo security measures that would 
otherwise be required by this Rule. For a lawyer’s duties when sharing information with 
nonlawyers inside or outside the lawyer’s own firm, see Rule 5.3, Comment [2].  
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[17] When transmitting a communication that includes information relating to the 

representation of a client, the lawyer must take reasonable precautions to prevent the information 
from coming into the hands of unintended recipients. Paragraph (c) does not ordinarily require 
that the lawyer use special security measures if the method of communication affords a 
reasonable expectation of confidentiality. However, a lawyer may be required to take specific 
steps to safeguard a client’s information to comply with a court order (such as a protective order) 
or to comply with other law (such as state and federal laws or court rules that govern data 
privacy or that impose notification requirements upon the loss of, or unauthorized access to, 
electronic information). For example, a protective order may extend a high level of protection to 
documents marked “Confidential” or “Confidential – Attorneys’ Eyes Only”; the Health 
Insurance Portability and Accountability Act of 1996 (“HIPAA”) may require a lawyer to take 
specific precautions with respect to a client’s or adversary’s medical records; and court rules may 
require a lawyer to block out a client’s Social Security number or a minor’s name when 
electronically filing papers with the court. The specific requirements of court orders, court rules, 
and other laws are beyond the scope of these Rules. 

Lateral Moves, Law Firm Mergers, and Confidentiality 

 [18A] When lawyers or law firms (including in-house legal departments) contemplate a 
new association with other lawyers or law firms though lateral hiring or merger, disclosure of 
limited information may be necessary to resolve conflicts of interest pursuant to Rule 1.10 and to 
address financial, staffing, operational, and other practical issues.  However, Rule 1.6(a) requires 
lawyers and law firms to protect their clients’ confidential information, so lawyers and law firms 
may not disclose such information for their own advantage or for the advantage of third parties 
absent a client’s informed consent or some other exception to Rule 1.6. 

 [18B] Disclosure without client consent in the context of a possible lateral move or law 
firm merger is ordinarily permitted regarding basic information such as: (i) the identities of 
clients or other parties involved in a matter; (ii) a brief summary of the status and nature of a 
particular matter, including the general issues involved; (iii) information that is publicly 
available; (iv) the lawyer’s total book of business; (v) the financial terms of each lawyer-client 
relationship; and (vi) information about aggregate current and historical payment of fees (such as 
realization rates, average receivables, and aggregate timeliness of payments).  Such information 
is generally not “confidential information” within the meaning of Rule 1.6. 

 [18C] Disclosure without client consent in the context of a possible lateral move or law 
firm merger is ordinarily not permitted, however, if information is protected by Rule 1.6(a), 
1.9(c), or Rule 1.18(b).  This includes information that a lawyer knows or reasonably believes is 
protected by the attorney-client privilege, or is likely to be detrimental or embarrassing to the 
client, or is information that the client has requested be kept confidential.  For example, many 
clients would not want their lawyers to disclose their tardiness in paying bills; the amounts they 
spend on legal fees in particular matters; forecasts about their financial prospects; ir information 
relating to sensitive client matters (e.g., an unannounced corporate takeover, an undisclosed 
possible divorce, or a criminal investigation into the client’s conduct). 
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RULE 1.7: 
CONFLICT OF INTEREST: CURRENT CLIENTS 

(a) Except as provided in paragraph (b), a lawyer shall not represent a client if a 
reasonable lawyer would conclude that either: 
 

 (1) the representation will involve the lawyer in representing differing 
interests; or 

 
 (2) there is a significant risk that the lawyer’s professional judgment on 
behalf of a client will be adversely affected by the lawyer’s own financial, business, 
property or other personal interests. 

 
 (b) Notwithstanding the existence of a concurrent conflict of interest under 
paragraph (a), a lawyer may represent a client if: 
 

 (1) the lawyer reasonably believes that the lawyer will be able to provide 
competent and diligent representation to each affected client; 

 
 (2) the representation is not prohibited by law; 

 
 (3) the representation does not involve the assertion of a claim by one 
client against another client represented by the lawyer in the same litigation or 
other proceeding before a tribunal; and 

 
 (4) each affected client gives informed consent, confirmed in writing. 
 

Comment 

General Principles 

[1] Loyalty and independent judgment are essential aspects of a lawyer’s relationship 
with a client.  The professional judgment of a lawyer should be exercised, within the bounds of 
the law, solely for the benefit of the client and free of compromising influences and loyalties.  
Concurrent conflicts of interest, which can impair a lawyer’s professional judgment, can arise 
from the lawyer’s responsibilities to another client, a former client or a third person, or from the 
lawyer’s own interests.  A lawyer should not permit these competing responsibilities or interests 
to impair the lawyer’s ability to exercise professional judgment on behalf of each client.  For 
specific Rules regarding certain concurrent conflicts of interest, see Rule 1.8.  For former client 
conflicts of interest, see Rule 1.9.  For conflicts of interest involving prospective clients, see Rule 
1.18.  For definitions of “differing interests,” “informed consent” and “confirmed in writing,” see 
Rules 1.0(f), (j) and (e), respectively. 

[2] Resolution of a conflict of interest problem under this Rule requires the lawyer, 
acting reasonably, to:  (i) identify clearly the client or clients, (ii) determine whether a conflict of 
interest exists, i.e., whether the lawyer’s judgment may be impaired or the lawyer’s loyalty may 
be divided if the lawyer accepts or continues the representation, (iii) decide whether the 
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RULE 1.14: 
CLIENT WITH DIMINISHED CAPACITY 

(a) When a client’s capacity to make adequately considered decisions in 
connection with a representation is diminished, whether because of minority, mental 
impairment or for some other reason, the lawyer shall, as far as reasonably possible, 
maintain a conventional relationship with the client. 

(b) When the lawyer reasonably believes that the client has diminished capacity, 
is at risk of substantial physical, financial or other harm unless action is taken and cannot 
adequately act in the client’s own interest, the lawyer may take reasonably necessary 
protective action, including consulting with individuals or entities that have the ability to 
take action to protect the client and, in appropriate cases, seeking the appointment of a 
guardian ad litem, conservator or guardian. 

(c) Information relating to the representation of a client with diminished 
capacity is protected by Rule 1.6.  When taking protective action pursuant to paragraph 
(b), the lawyer is impliedly authorized under Rule 1.6(a) to reveal information about the 
client, but only to the extent reasonably necessary to protect the client’s interests. 

Comment 

[1] The responsibilities of a lawyer may vary according to the intelligence, 
experience, mental condition or age of a client, the obligation of a public officer, or the nature of 
a particular proceeding.  The conventional client-lawyer relationship is based on the assumption 
that the client, when properly advised and assisted, is capable of making decisions about 
important matters.  Any condition that renders a client incapable of communicating or making a 
considered judgment on the client’s own behalf casts additional responsibilities upon the lawyer.  
When the client is a minor or suffers from a diminished mental capacity, maintaining the 
conventional client-lawyer relationship may not be possible in all respects.  In particular, a 
severely incapacitated person may have no power to make legally binding decisions.  
Nevertheless, a client with diminished capacity often has the ability to understand, deliberate 
upon and reach conclusions about matters affecting the client’s own well-being. 

[2] The fact that a client suffers a disability does not diminish the lawyer’s obligation 
to treat the client attentively and with respect. 

[3] The client may wish to have family members or other persons participate in 
discussions with the lawyer.  The lawyer should consider whether the presence of such persons 
will affect the attorney-client privilege.  Nevertheless, the lawyer must keep the client’s interests 
foremost and, except for protective action authorized under paragraph (b), must look to the 
client, and not family members, to make decisions on the client’s behalf. 

[4] If a legal representative has already been appointed for the client, the lawyer 
should ordinarily look to the representative for decisions on behalf of the client.  In matters 
involving a minor, with or without a disability, the question whether the lawyer should look to 
the parents as natural guardians may depend on the type of proceeding or matter in which the 
lawyer is representing the minor.  If the lawyer represents the guardian as distinct from the ward, 
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and reasonably believes that the guardian is acting adversely to the ward’s interest, the lawyer 
may have an obligation to prevent or rectify the guardian’s misconduct.  See Rule 1.2(d). 

Taking Protective Action 

[5] If a lawyer reasonably believes that a client is at risk of substantial physical, 
financial or other harm unless action is taken, and that a conventional client-lawyer relationship 
cannot be maintained as provided in paragraph (a) because the client lacks sufficient capacity to 
communicate or to make adequately considered decisions in connection with the representation, 
then paragraph (b) permits the lawyer to take reasonably necessary protective measures.  Such 
measures could include: consulting with family members, using a reconsideration period to 
permit clarification or improvement of circumstances, using voluntary surrogate decision-making 
tools such as durable powers of attorney, or consulting with support groups, professional 
services, adult-protective agencies or other individuals or entities that have the ability to protect 
the client.  In taking any protective action, the lawyer should be guided by such factors as the 
wishes and values of the client to the extent known, the client’s best interest, and the goals of 
minimizing intrusion into the client’s decision-making autonomy and maximizing respect for the 
client’s family and social connections. 

[6] In determining the extent of the client’s diminished capacity, the lawyer should 
consider and balance such factors as:  (i) the client’s ability to articulate reasoning leading to a 
decision, (ii) variability of state of mind and ability to appreciate consequences of a decision; the 
substantive fairness of a decision, and (iii) the consistency of a decision with the known long-
term commitments and values of the client.  In appropriate circumstances, the lawyer may seek 
guidance from an appropriate diagnostician. 

[7] If a legal representative has not been appointed, the lawyer should consider 
whether appointment of a guardian ad litem, conservator or guardian is necessary to protect the 
client’s interests.  Thus, if a client with diminished capacity has substantial property that should 
be sold for the client’s benefit, effective completion of the transaction may require appointment 
of a legal representative.  In addition, rules of procedure in litigation sometimes provide that a 
minor or a person with diminished capacity must be represented by a guardian or next friend if 
they do not have a general guardian.  In many circumstances, however, appointment of a legal 
representative may be unnecessarily expensive or traumatic for the client.  Seeking a guardian or 
conservator without the client’s consent (including doing so over the client’s objection) is 
appropriate only in the limited circumstances where a client’s diminished capacity is such that 
the lawyer reasonably believes that no other practical method of protecting the client’s interests 
is readily available.  The lawyer should always consider less restrictive protective actions before 
seeking the appointment of a guardian or conservator.  The lawyer should act as petitioner in 
such a proceeding only when no other person is available to do so. 

[7A] Prior to withdrawing from the representation of a client whose capacity is in 
question, the lawyer should consider taking reasonable protective action.  See Rule 1.16(e). 
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Disclosure of the Client’s Condition 

[8] Disclosure of the client’s diminished capacity could adversely affect the client’s 
interests.  For example, raising the question of diminished capacity could, in some 
circumstances, lead to proceedings for involuntary commitment.  Information relating to the 
representation is protected by Rule 1.6.  Therefore, unless authorized to do so, the lawyer may 
not disclose such information.  When taking protective action pursuant to paragraph (b), the 
lawyer is impliedly authorized to make the necessary disclosures, even when the client directs 
the lawyer to the contrary.  Nevertheless, given the risks of disclosure, paragraph (c) limits what 
the lawyer may disclose in consulting with other individuals or entities or in seeking the 
appointment of a legal representative.  At the very least, the lawyer should determine whether it 
is likely that the person or entity consulted will act adversely to the client’s interests before 
discussing matters related to the client. 
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RULE 1.15: 
PRESERVING IDENTITY OF FUNDS AND PROPERTY OF OTHERS; FIDUCIARY 

RESPONSIBILITY; COMMINGLING AND MISAPPROPRIATION OF CLIENT FUNDS 
OR PROPERTY; MAINTENANCE OF BANK ACCOUNTS; RECORD KEEPING; 

EXAMINATION OF RECORDS 

(a) Prohibition Against Commingling and Misappropriation of Client Funds or 
Property. 

A lawyer in possession of any funds or other property belonging to another person, 
where such possession is incident to his or her practice of law, is a fiduciary, and must not 
misappropriate such funds or property or commingle such funds or property with his or 
her own. 

(b) Separate Accounts. 

(1) A lawyer who is in possession of funds belonging to another person 
incident to the lawyer’s practice of law shall maintain such funds in a banking 
institution within New York State that agrees to provide dishonored check reports 
in accordance with the provisions of 22 N.Y.C.R.R. Part 1300.  “Banking 
institution” means a state or national bank, trust company, savings bank, savings 
and loan association or credit union.  Such funds shall be maintained, in the 
lawyer’s own name, or in the name of a firm of lawyers of which the lawyer is a 
member, or in the name of the lawyer or firm of lawyers by whom the lawyer is 
employed, in a special account or accounts, separate from any business or personal 
accounts of the lawyer or lawyer’s firm, and separate from any accounts that the 
lawyer may maintain as executor, guardian, trustee or receiver, or in any other 
fiduciary capacity; into such special account or accounts all funds held in escrow or 
otherwise entrusted to the lawyer or firm shall be deposited; provided, however, 
that such funds may be maintained in a banking institution located outside New 
York State if such banking institution complies with 22 N.Y.C.R.R. Part 1300 and 
the lawyer has obtained the prior written approval of the person to whom such 
funds belong specifying the name and address of the office or branch of the banking 
institution where such funds are to be maintained. 

(2) A lawyer or the lawyer’s firm shall identify the special bank account 
or accounts required by Rule 1.15(b)(1) as an “Attorney Special Account,” 
“Attorney Trust Account,” or “Attorney Escrow Account,” and shall obtain checks 
and deposit slips that bear such title.  Such title may be accompanied by such other 
descriptive language as the lawyer may deem appropriate, provided that such 
additional language distinguishes such special account or accounts from other bank 
accounts that are maintained by the lawyer or the lawyer’s firm. 

(3) Funds reasonably sufficient to maintain the account or to pay account 
charges may be deposited therein. 
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(4) Funds belonging in part to a client or third person and in part 
currently or potentially to the lawyer or law firm shall be kept in such special 
account or accounts, but the portion belonging to the lawyer or law firm may be 
withdrawn when due unless the right of the lawyer or law firm to receive it is 
disputed by the client or third person, in which event the disputed portion shall not 
be withdrawn until the dispute is finally resolved. 

(c) Notification of Receipt of Property; Safekeeping; Rendering Accounts; 
Payment or Delivery of Property. 

A lawyer shall: 

(1) promptly notify a client or third person of the receipt of funds, 
securities, or other properties in which the client or third person has an interest; 

(2) identify and label securities and properties of a client or third person 
promptly upon receipt and place them in a safe deposit box or other place of 
safekeeping as soon as practicable; 

(3) maintain complete records of all funds, securities, and other 
properties of a client or third person coming into the possession of the lawyer and 
render appropriate accounts to the client or third person regarding them; and 

(4) promptly pay or deliver to the client or third person as requested by 
the client or third person the funds, securities, or other properties in the possession 
of the lawyer that the client or third person is entitled to receive. 

(d) Required Bookkeeping Records. 

(1) A lawyer shall maintain for seven years after the events that they 
record: 

(i) the records of all deposits in and withdrawals from the 
accounts specified in Rule 1.15(b) and of any other bank account that 
concerns or affects the lawyer’s practice of law; these records shall 
specifically identify the date, source and description of each item deposited, 
as well as the date, payee and purpose of each withdrawal or disbursement; 

(ii) a record for special accounts, showing the source of all funds 
deposited in such accounts, the names of all persons for whom the funds are 
or were held, the amount of such funds, the description and amounts, and the 
names of all persons to whom such funds were disbursed; 

(iii) copies of all retainer and compensation agreements with 
clients; 

(iv) copies of all statements to clients or other persons showing the 
disbursement of funds to them or on their behalf; 
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(v) copies of all bills rendered to clients; 

(vi) copies of all records showing payments to lawyers, 
investigators or other persons, not in the lawyer’s regular employ, for 
services rendered or performed; 

(vii) copies of all retainer and closing statements filed with the 
Office of Court Administration; and 

(viii) all checkbooks and check stubs, bank statements, 
prenumbered canceled checks and duplicate deposit slips. 

(2) Lawyers shall make accurate entries of all financial transactions in 
their records of receipts and disbursements, in their special accounts, in their ledger 
books or similar records, and in any other books of account kept by them in the 
regular course of their practice, which entries shall be made at or near the time of 
the act, condition or event recorded. 

(3) For purposes of Rule 1.15(d), a lawyer may satisfy the requirements 
of maintaining “copies” by maintaining any of the following items: original records, 
photocopies, microfilm, optical imaging, and any other medium that preserves an 
image of the document that cannot be altered without detection. 

(e) Authorized Signatories. 

All special account withdrawals shall be made only to a named payee and not to 
cash.  Such withdrawals shall be made by check or, with the prior written approval of the 
party entitled to the proceeds, by bank transfer.  Only a lawyer admitted to practice law in 
New York State shall be an authorized signatory of a special account. 

(f) Missing Clients. 

Whenever any sum of money is payable to a client and the lawyer is unable to locate 
the client, the lawyer shall apply to the court in which the action was brought if in the 
unified court system, or, if no action was commenced in the unified court system, to the 
Supreme Court in the county in which the lawyer maintains an office for the practice of 
law, for an order directing payment to the lawyer of any fees and disbursements that are 
owed by the client and the balance, if any, to the Lawyers’ Fund for Client Protection for 
safeguarding and disbursement to persons who are entitled thereto. 

(g) Designation of Successor Signatories. 

(1) Upon the death of a lawyer who was the sole signatory on an attorney 
trust, escrow or special account, an application may be made to the Supreme Court 
for an order designating a successor signatory for such trust, escrow or special 
account, who shall be a member of the bar in good standing and admitted to the 
practice of law in New York State. 
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(2) An application to designate a successor signatory shall be made to the 
Supreme Court in the judicial district in which the deceased lawyer maintained an 
office for the practice of law.  The application may be made by the legal 
representative of the deceased lawyer’s estate; a lawyer who was affiliated with the 
deceased lawyer in the practice of law; any person who has a beneficial interest in 
such trust, escrow or special account; an officer of a city or county bar association; 
or counsel for an attorney disciplinary committee.  No lawyer may charge a legal fee 
for assisting with an application to designate a successor signatory pursuant to this 
Rule. 

(3) The Supreme Court may designate a successor signatory and may 
direct the safeguarding of funds from such trust, escrow or special account, and the 
disbursement of such funds to persons who are entitled thereto, and may order that 
funds in such account be deposited with the Lawyers’ Fund for Client Protection for 
safeguarding and disbursement to persons who are entitled thereto. 

(h) Dissolution of a Firm. 

Upon the dissolution of any firm of lawyers, the former partners or members shall 
make appropriate arrangements for the maintenance, by one of them or by a successor 
firm, of the records specified in Rule 1.15(d). 

(i) Availability of Bookkeeping Records: Records Subject to Production in 
Disciplinary Investigations and Proceedings. 

The financial records required by this Rule shall be located, or made available, at 
the principal New York State office of the lawyers subject hereto, and any such records 
shall be produced in response to a notice or subpoena duces tecum issued in connection 
with a complaint before or any investigation by the appropriate grievance or departmental 
disciplinary committee, or shall be produced at the direction of the appropriate Appellate 
Division before any person designated by it.  All books and records produced pursuant to 
this Rule shall be kept confidential, except for the purpose of the particular proceeding, 
and their contents shall not be disclosed by anyone in violation of the attorney-client 
privilege. 

(j) Disciplinary Action. 

A lawyer who does not maintain and keep the accounts and records as specified and 
required by this Rule, or who does not produce any such records pursuant to this Rule, 
shall be deemed in violation of these Rules and shall be subject to disciplinary proceedings. 

Comment 

[1] A lawyer should hold the funds and property of others using the care required of a 
professional fiduciary.  Securities and other property should be kept in a safe deposit box, except 
when some other form of safekeeping is warranted by special circumstances.  All property that is 
the property of clients or third persons, including prospective clients, must be kept separate from 
the lawyer’s business and personal property and, if monies, in one or more trust accounts, 
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RULE 1.16: 
DECLINING OR TERMINATING REPRESENTATION 

(a) A lawyer shall not accept employment on behalf of a person if the lawyer 
knows or reasonably should know that such person wishes to: 
  

 (1) bring a legal action, conduct a defense, or assert a position in a 
matter, or otherwise have steps taken for such person, merely for the purpose of 
harassing or maliciously injuring any person; or 

 
 (2) present a claim or defense in a matter that is not warranted under 
existing law, unless it can be supported by a good faith argument for an extension, 
modification, or reversal of existing law. 

 
 (b) Except as stated in paragraph (d), a lawyer shall withdraw from the 
representation of a client when: 
 

 (1) the lawyer knows or reasonably should know that the representation 
will result in a violation of these Rules or of law; 

 
 (2) the lawyer’s physical or mental condition materially impairs the 
lawyer’s ability to represent the client; 

 
  (3) the lawyer is discharged; or 
 

 (4) the lawyer knows or reasonably should know that the client is 
bringing the legal action, conducting the defense, or asserting a position in the 
matter, or is otherwise having steps taken, merely for the purpose of harassing or 
maliciously injuring any person. 

 
 (c) Except as stated in paragraph (d), a lawyer may withdraw from representing 
a client when: 
 

 (1) withdrawal can be accomplished without material adverse effect on 
the interests of the client; 

 
 (2) the client persists in a course of action involving the lawyer’s services 
that the lawyer reasonably believes is criminal or fraudulent; 

 
 (3) the client has used the lawyer’s services to perpetrate a crime or 
fraud; 

 
 (4) the client insists upon taking action with which the lawyer has a 
fundamental disagreement; 

 
 (5) the client deliberately disregards an agreement or obligation to the 
lawyer as to expenses or fees; 
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 (6) the client insists upon presenting a claim or defense that is not 
warranted under existing law and cannot be supported by good faith argument for 
an extension, modification, or reversal of existing law; 

 
 (7) the client fails to cooperate in the representation or otherwise renders 
the representation unreasonably difficult for the lawyer to carry out employment 
effectively; 

 
 (8) the lawyer’s inability to work with co-counsel indicates that the best 
interest of the client likely will be served by withdrawal; 

 
 (9) the lawyer’s mental or physical condition renders it difficult for the 
lawyer to carry out the representation effectively; 

 
 (10) the client knowingly and freely assents to termination of the 
employment; 

 
 (11) withdrawal is permitted under Rule 1.13(c) or other law; 

 
 (12) the lawyer believes in good faith, in a matter pending before a 
tribunal, that the tribunal will find the existence of other good cause for withdrawal; 
or 

 
 (13) the client insists that the lawyer pursue a course of conduct which is 
illegal or prohibited under these Rules. 

 
 (d) If permission for withdrawal from employment is required by the rules of a 
tribunal, a lawyer shall not withdraw from employment in a matter before that tribunal 
without its permission.  When ordered to do so by a tribunal, a lawyer shall continue 
representation notwithstanding good cause for terminating the representation. 
 
 (e) Even when withdrawal is otherwise permitted or required, upon termination 
of representation, a lawyer shall take steps, to the extent reasonably practicable, to avoid 
foreseeable prejudice to the rights of the client, including giving reasonable notice to the 
client, allowing time for employment of other counsel, delivering to the client all papers and 
property to which the client is entitled, promptly refunding any part of a fee paid in 
advance that has not been earned and complying with applicable laws and rules. 
 
Comment 

[1] A lawyer should not accept representation in a matter unless it can be performed 
competently, promptly, without improper conflict of interest and to completion.  Ordinarily, a 
representation in a matter is completed when the agreed-upon assistance has been concluded.  
See Rules 1.2(c), 6.5; see also Rule 1.3, Comment [4]. 
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RULE 1.18: 
DUTIES TO PROSPECTIVE CLIENTS 

(a) Except as provided in Rule 1.18(e), a person who consults with a lawyer 
about the possibility of forming a client-lawyer relationship with respect to a matter is a 
prospective client. 
 
 (b) Even when no client-lawyer relationship ensues, a lawyer who has learned 
information from a prospective client shall not use or reveal that information, except as 
Rule 1.9 would permit with respect to information of a former client. 
 
 (c) A lawyer subject to paragraph (b) shall not represent a client with interests 
materially adverse to those of a prospective client in the same or a substantially related 
matter if the lawyer received information from the prospective client that could be 
significantly harmful to that person in the matter, except as provided in paragraph (d).  If a 
lawyer is disqualified from representation under this paragraph, no lawyer in a firm with 
which that lawyer is associated may knowingly undertake or continue representation in 
such a matter, except as provided in paragraph (d). 
  
 (d) When the lawyer has received disqualifying information as defined in 
paragraph (c), representation is permissible if: 
 

 (1) both the affected client and the prospective client have given informed 
consent, confirmed in writing; or 

 
 (2) the lawyer who received the information took reasonable measures to 
avoid exposure to more disqualifying information than was reasonably necessary to 
determine whether to represent the prospective client; and 

 
 (i) the firm acts promptly and reasonably to notify, as 
appropriate, lawyers and nonlawyer personnel within the firm that the 
personally disqualified lawyer is prohibited from participating in the 
representation of the current client; 

 
 (ii) the firm implements effective screening procedures to prevent 
the flow of information about the matter between the disqualified lawyer and 
the others in the firm; 

 
 (iii) the disqualified lawyer is apportioned no part of the fee 
therefrom; and 

 
 (iv) written notice is promptly given to the prospective client; and 

 
 (3) a reasonable lawyer would conclude that the law firm will be able to 
provide competent and diligent representation in the matter. 

 
 (e) A person is not a prospective client within the meaning of paragraph (a) if 
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the person: 
 

 (1) communicates information unilaterally to a lawyer, without any 
reasonable expectation that the lawyer is willing to discuss the possibility of forming 
a client-lawyer relationship; or 

 
 (2) communicates with a lawyer for the purpose of disqualifying the 
lawyer from handling a materially adverse representation on the same or a 
substantially related matter. 
 

Comment 

[1] Prospective clients, like current clients, may disclose information to a lawyer, 
place documents or other property in the lawyer’s custody, or rely on the lawyer’s advice.  A 
lawyer’s consultations with a prospective client usually are limited in time and depth and leave 
both the prospective client and the lawyer free (and sometimes required) to proceed no further.  
Prospective clients should therefore receive some, but not all, of the protection afforded clients. 

[2] A person becomes a prospective client by consulting with a lawyer about the 
possibility of forming client-lawyer relationship with respect to a matter.  Whether 
communications, including written, oral, or electronic communications, constitute a consultation 
depends on the circumstances.  For example, a consultation is likely to have occurred of a 
lawyer, either in person or through the lawyer’s advertising in any medium, specifically requests 
or invites the submission of information about a potential representation without clear and 
reasonably understandable warnings and cautionary statements that limit the lawyer’s 
obligations, and a person provides information in response.  In contrast, a consultation does not 
occur of a person provides information to a lawyer in response to advertising that merely 
describes the lawyer’s education, experience, areas of practice, and contact information, or 
provides legal information of general interest.  Such a person communicates information 
unilaterally ro  lawyer without any reasonable expectation that the lawyer is willing to discuss 
the possibility of forming a client-lawyer relationship, and is thus not a “prospective client.”  
Moreover, a person who communicates with a lawyer for the purpose of disqualifying the lawyer 
is not a “prospective client” – see Rule 1.18(e). 

[3] It is often necessary for a prospective client to reveal information to the lawyer 
during an initial consultation prior to the decision about formation of a client-lawyer relationship.  
The lawyer often must learn such information to determine whether there is a conflict of interest 
with an existing client and whether the matter is one that the lawyer is willing to undertake.  
Paragraph (b) prohibits the lawyer from using or revealing that information, except as permitted 
by Rule 1.9, even if the client or lawyer decides not to proceed with the representation.  The duty 
exists regardless of how brief the initial conference may be. 

[4] In order to avoid acquiring disqualifying information from a prospective client, a 
lawyer considering whether to undertake a new matter should limit the initial consultation to 
only such information as reasonably appears necessary for that purpose.  Where the information 
indicates that a conflict of interest or other reason for non-representation exists, the lawyer 
should so inform the prospective client or decline the representation.  If the prospective client 
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RULE 5.1: 
RESPONSIBILITIES OF LAW FIRMS, PARTNERS, MANAGERS AND SUPERVISORY 

LAWYERS 

(a) A law firm shall make reasonable efforts to ensure that all lawyers in the 
firm conform to these Rules. 

(b) (1) A lawyer with management responsibility in a law firm shall make 
reasonable efforts to ensure that other lawyers in the law firm conform to these 
Rules. 

(2) A lawyer with direct supervisory authority over another lawyer shall 
make reasonable efforts to ensure that the supervised lawyer conforms to these 
Rules. 

(c) A law firm shall ensure that the work of partners and associates is 
adequately supervised, as appropriate.  A lawyer with direct supervisory authority over 
another lawyer shall adequately supervise the work of the other lawyer, as appropriate.  In 
either case, the degree of supervision required is that which is reasonable under the 
circumstances, taking into account factors such as the experience of the person whose work 
is being supervised, the amount of work involved in a particular matter, and the likelihood 
that ethical problems might arise in the course of working on the matter. 

(d) A lawyer shall be responsible for a violation of these Rules by another lawyer 
if: 

(1) the lawyer orders or directs the specific conduct or, with knowledge of 
the specific conduct, ratifies it; or 

(2) the lawyer is a partner in a law firm or is a lawyer who individually or 
together with other lawyers possesses comparable managerial responsibility in a law 
firm in which the other lawyer practices or is a lawyer who has supervisory 
authority over the other lawyer; and 

(i) knows of such conduct at a time when it could be prevented or 
its consequences avoided or mitigated but fails to take reasonable remedial 
action; or 

(ii) in the exercise of reasonable management or supervisory 
authority should have known of the conduct so that reasonable remedial 
action could have been taken at a time when the consequences of the conduct 
could have been avoided or mitigated. 

Comment 

[1] Paragraph (a) applies to law firms; paragraph (b) applies to lawyers with 
management responsibility in a law firm or a lawyer with direct supervisory authority over 
another lawyer. 
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RULE 5.2: 
RESPONSIBILITIES OF A SUBORDINATE LAWYER 

(a) A lawyer is bound by these Rules notwithstanding that the lawyer acted at 
the direction of another person. 

(b) A subordinate lawyer does not violate these Rules if that lawyer acts in 
accordance with a supervisory lawyer’s reasonable resolution of an arguable question of 
professional duty. 

Comment 

[1] Although a lawyer is not relieved of responsibility for a violation by the fact that 
the lawyer acted at the direction of a supervisor, that fact may be relevant in determining whether 
a lawyer had the knowledge required to render conduct a violation of these Rules.  For example, 
if a subordinate filed a frivolous pleading at the direction of a supervisor, the subordinate would 
not be guilty of a professional violation unless the subordinate knew of the document’s frivolous 
character. 

[2] When lawyers in a supervisor-subordinate relationship encounter a matter 
involving professional judgment as to ethical duty, the supervisor may assume responsibility for 
making the judgment.  Otherwise, a consistent course of action or position could not be taken.  If 
the question can reasonably be answered only one way, the duty of both lawyers is clear, and 
they are equally responsible for fulfilling it.  However, if the question is reasonably arguable, 
someone has to decide upon the course of action.  That authority ordinarily reposes in the 
supervisor, and a subordinate may be guided accordingly.  To evaluate the supervisor’s 
conclusion that the question is arguable and the supervisor’s resolution of it is reasonable in light 
of applicable law, it is advisable that the subordinate lawyer undertake research, consult with a 
designated senior partner or special committee, if any (see Rule 5.1, Comment [3]), or use other 
appropriate means.  For example, if a question arises whether the interests of two clients conflict 
under Rule 1.7, the supervisor’s reasonable resolution of the question should protect the 
subordinate professionally if the resolution is subsequently challenged. 
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RULE 5.3: 
LAWYER’S RESPONSIBILITY FOR CONDUCT OF NONLAWYERS 

(a) A law firm shall ensure that the work of nonlawyers who work for the firm is 
adequately supervised, as appropriate.  A lawyer with direct supervisory authority over a 
nonlawyer shall adequately supervise the work of the nonlawyer, as appropriate.  In either 
case, the degree of supervision required is that which is reasonable under the 
circumstances, taking into account factors such as the experience of the person whose work 
is being supervised, the amount of work involved in a particular matter and the likelihood 
that ethical problems might arise in the course of working on the matter. 

(b) A lawyer shall be responsible for conduct of a nonlawyer employed or 
retained by or associated with the lawyer that would be a violation of these Rules if 
engaged in by a lawyer, if: 

(1) the lawyer orders or directs the specific conduct or, with knowledge of 
the specific conduct, ratifies it; or 

(2) the lawyer is a partner in a law firm or is a lawyer who individually or 
together with other lawyers possesses comparable managerial responsibility in a law 
firm in which the nonlawyer is employed or is a lawyer who has supervisory 
authority over the nonlawyer; and 

(i) knows of such conduct at a time when it could be prevented or 
its consequences avoided or mitigated but fails to take reasonable remedial 
action; or 

(ii) in the exercise of reasonable management or supervisory 
authority should have known of the conduct so that reasonable remedial 
action could have been taken at a time when the consequences of the conduct 
could have been avoided or mitigated. 

Comment 

[1] This Rule requires a law firm to ensure that work of nonlawyers is appropriately 
supervised.  In addition, a lawyer with direct supervisory authority over the work of nonlawyers 
must adequately supervise those nonlawyers.  Comments [2] and [3] to Rule 5.1, which concern 
supervision of lawyers, provide guidance by analogy for the methods and extent of supervising 
nonlawyers. 

[2] With regard to nonlawyers, who are not themselves subject to these Rules, the 
purpose of the supervision is to give reasonable assurance that the conduct of all nonlawyers 
employed by or retained by or associated with the law firm, including nonlawyers outside the 
firm working on firm matters, is compatible with the professional obligations of the lawyers and 
firm.  Lawyers typically employ nonlawyer assistants in their practice, including secretaries, 
investigators, law student interns and paraprofessionals.  Such nonlawyer assistants, whether 
they are employees or independent contractors, act for the lawyer in rendition of the lawyer’s 
professional services.  Likewise, lawyers may employ nonlawyers outside the firm to assist in 
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Lawyers’ Obligations After an Electronic Data Breach or Cyberattack 

Model Rule 1.4 requires lawyers to keep clients “reasonably informed” about the status of a 

matter and to explain matters “to the extent reasonably necessary to permit a client to make an 

informed decision regarding the representation.”  Model Rules 1.1, 1.6, 5.1 and 5.3, as amended 

in 2012, address the risks that accompany the benefits of the use of technology by lawyers.  When 

a data breach occurs involving, or having a substantial likelihood of involving, material client 

information, lawyers have a duty to notify clients of the breach and to take other reasonable steps 

consistent with their obligations under these Model Rules.  

Introduction1 

Data breaches and cyber threats involving or targeting lawyers and law firms are a major 

professional responsibility and liability threat facing the legal profession.  As custodians of highly 

sensitive information, law firms are inviting targets for hackers.2  In one highly publicized incident, 

hackers infiltrated the computer networks at some of the country’s most well-known law firms, 

likely looking for confidential information to exploit through insider trading schemes.3  Indeed, 

the data security threat is so high that law enforcement officials regularly divide business entities 

into two categories: those that have been hacked and those that will be.4 

In Formal Opinion 477R, this Committee explained a lawyer’s ethical responsibility to use 

reasonable efforts when communicating client confidential information using the Internet.5 This 

                                                 
1 This opinion is based on the ABA Model Rules of Professional Conduct as amended by the ABA House of 

Delegates through August 2018. The laws, court rules, regulations, rules of professional conduct and opinions 

promulgated in individual jurisdictions are controlling. 
2 See, e.g., Dan Steiner, Hackers Are Aggressively Targeting Law Firms’ Data (Aug. 3, 2017), https://www.cio.com 

(explaining that “[f]rom patent disputes to employment contracts, law firms have a lot of exposure to sensitive 

information.  Because of their involvement, confidential information is stored on the enterprise systems that law 

firms use. . . . This makes them a juicy target for hackers that want to steal consumer information and corporate 

intelligence.”);  See also Criminal-Seeking-Hacker’ Requests Network Breach for Insider Trading, Private Industry 

Notification 160304-01, FBI, CYBER DIVISION (Mar. 4, 2016). 
3 Nicole Hong & Robin Sidel, Hackers Breach Law Firms, Including Cravath and Weil Gotshal, WALL ST. J. (Mar. 

29, 2016), https://www.wsj.com/articles/hackers-breach-cravath-swaine-other-big-law-firms-1459293504.  
4 Robert S. Mueller, III, Combatting Threats in the Cyber World Outsmarting Terrorists, Hackers and Spies, FBI 

(Mar. 1, 2012), https://archives.fbi.gov/archives/news/speeches/combating-threats-in-the-cyber-world-outsmarting-

terrorists-hackers-and-spies. 
5 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 477R (2017) (“Securing Communication of Protected 

Client Information”).  

https://www.cio.com/
https://www.wsj.com/articles/hackers-breach-cravath-swaine-other-big-law-firms-1459293504
https://archives.fbi.gov/archives/news/speeches/combating-threats-in-the-cyber-world-outsmarting-terrorists-hackers-and-spies
https://archives.fbi.gov/archives/news/speeches/combating-threats-in-the-cyber-world-outsmarting-terrorists-hackers-and-spies
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opinion picks up where Opinion 477R left off, and discusses an attorney’s ethical obligations when 

a data breach exposes client confidential information.  This opinion focuses on an attorney’s ethical 

obligations after a data breach,6 and it addresses only data breaches that involve information 

relating to the representation of a client.  It does not address other laws that may impose post-

breach obligations, such as privacy laws or other statutory schemes that law firm data breaches 

might also implicate.  Each statutory scheme may have different post-breach obligations, including 

different notice triggers and different response obligations.  Both the triggers and obligations in 

those statutory schemes may overlap with the ethical obligations discussed in this opinion.  And, 

as a matter of best practices, attorneys who have experienced a data breach should review all 

potentially applicable legal response obligations. However, compliance with statutes such as state 

breach notification laws, HIPAA, or the Gramm-Leach-Bliley Act does not necessarily achieve 

compliance with ethics obligations.  Nor does compliance with lawyer regulatory rules per se 

represent compliance with breach response laws.  As a matter of best practices, lawyers who have 

suffered a data breach should analyze compliance separately under every applicable law or rule. 

Compliance with the obligations imposed by the Model Rules of Professional Conduct, as 

set forth in this opinion, depends on the nature of the cyber incident, the ability of the attorney to 

know about the facts and circumstances surrounding the cyber incident, and the attorney’s roles, 

level of authority, and responsibility in the law firm’s operations.7   

 

 

                                                 
6  The Committee recognizes that lawyers provide legal services to clients under a myriad of organizational 

structures and circumstances.  The Model Rules of Professional Conduct refer to the various structures as a “firm.”  

A “firm” is defined in Rule 1.0(c) as “a lawyer or lawyers in a law partnership, professional corporation, sole 

proprietorship or other association authorized to practice law; or lawyers employed in a legal services organization 

or the legal department of a corporation or other organization.”  How a lawyer complies with the obligations 

discussed in this opinion will vary depending on the size and structure of the firm in which a lawyer is providing 

client representation and the lawyer’s position in the firm.  See MODEL RULES OF PROF’L CONDUCT R. 5.1 (2018) 

(Responsibilities of Partners, Managers, and Supervisory Lawyers); MODEL RULES OF PROF’L CONDUCT R. 5.2 

(2018) (Responsibility of a Subordinate Lawyers); and MODEL RULES OF PROF’L CONDUCT R. 5.3 (2018) 

(Responsibility Regarding Nonlawyer Assistance). 
7 In analyzing how to implement the professional responsibility obligations set forth in this opinion, lawyers may 

wish to consider obtaining technical advice from cyber experts. ABA Comm. on Ethics & Prof’l Responsibility, 

Formal Op. 477R (2017) (“Any lack of individual competence by a lawyer to evaluate and employ safeguards to 

protect client confidences may be addressed through association with another lawyer or expert, or by education.”) 

See also, e.g., Cybersecurity Resources, ABA Task Force on Cybersecurity, 

https://www.americanbar.org/groups/cybersecurity/resources.html (last visited Oct. 5, 2018).       

https://www.americanbar.org/groups/cybersecurity/resources.html
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I. Analysis 

A.  Duty of Competence  

Model Rule 1.1 requires that “A lawyer shall provide competent representation to a client. 

Competent representation requires the legal knowledge, skill, thoroughness and preparation 

reasonably necessary for the representation.”8  The scope of this requirement was clarified in 2012, 

when the ABA recognized the increasing impact of technology on the practice of law and the 

obligation of lawyers to develop an understanding of that technology. Comment [8] to Rule 1.1 

was modified in 2012 to read:   

To maintain the requisite knowledge and skill, a lawyer should keep abreast of 

changes in the law and its practice, including the benefits and risks associated with 

relevant technology, engage in continuing study and education and comply with all 

continuing legal education requirements to which the lawyer is subject. (Emphasis 

added.)9  

 

In recommending the change to Rule 1.1’s Comment, the ABA Commission on Ethics 

20/20 explained: 

Model Rule 1.1 requires a lawyer to provide competent representation, and 

Comment [6] [renumbered as Comment [8]] specifies that, to remain competent, 

lawyers need to ‘keep abreast of changes in the law and its practice.’  The 

Commission concluded that, in order to keep abreast of changes in law practice in 

a digital age, lawyers necessarily need to understand basic features of relevant 

technology and that this aspect of competence should be expressed in the Comment.  

For example, a lawyer would have difficulty providing competent legal services in 

today’s environment without knowing how to use email or create an electronic 

document. 10 
 

                                                 
8 MODEL RULES OF PROF’L CONDUCT R. 1.1 (2018).   
9 A LEGISLATIVE HISTORY: THE DEVELOPMENT OF THE ABA MODEL RULES OF PROFESSIONAL CONDUCT, 1982-

2013, at 43 (Art Garwin ed., 2013).  
10 ABA COMMISSION ON ETHICS 20/20 REPORT 105A (Aug. 2012),  

http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120808_revised_resolution_105a_as_a

mended.authcheckdam.pdf. The 20/20 Commission also noted that modification of Comment [6] did not change the 

lawyer’s substantive duty of competence: “Comment [6] already encompasses an obligation to remain aware of 

changes in technology that affect law practice, but the Commission concluded that making this explicit, by addition 

of the phrase ‘including the benefits and risks associated with relevant technology,’ would offer greater clarity in 

this area and emphasize the importance of technology to modern law practice. The proposed amendment, which 

appears in a Comment, does not impose any new obligations on lawyers. Rather, the amendment is intended to serve 

as a reminder to lawyers that they should remain aware of technology, including the benefits and risks associated 

with it, as part of a lawyer’s general ethical duty to remain competent.” 

http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120808_revised_resolution_105a_as_amended.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120808_revised_resolution_105a_as_amended.authcheckdam.pdf
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In the context of a lawyer’s post-breach responsibilities, both Comment [8] to Rule 1.1 and the 

20/20 Commission’s thinking behind it require lawyers to understand technologies that are being 

used to deliver legal services to their clients.  Once those technologies are understood, a competent 

lawyer must use and maintain those technologies in a manner that will reasonably safeguard 

property and information that has been entrusted to the lawyer.  A lawyer’s competency in this 

regard may be satisfied either through the lawyer’s own study and investigation or by employing 

or retaining qualified lawyer and nonlawyer assistants.11   

 

1.  Obligation to Monitor for a Data Breach 

 

Not every cyber episode experienced by a lawyer is a data breach that triggers the 

obligations described in this opinion.  A data breach for the purposes of this opinion means a data 

event where material client confidential information is misappropriated, destroyed or otherwise 

compromised, or where a lawyer’s ability to perform the legal services for which the lawyer is 

hired is significantly impaired by the episode.  

Many cyber events occur daily in lawyers’ offices, but they are not a data breach because 

they do not result in actual compromise of material client confidential information.  Other episodes 

rise to the level of a data breach, either through exfiltration/theft of client confidential information 

or through ransomware, where no client information is actually accessed or lost, but where the 

information is blocked and rendered inaccessible until a ransom is paid.  Still other compromises 

involve an attack on a lawyer’s systems, destroying the lawyer’s infrastructure on which 

confidential information resides and incapacitating the attorney’s ability to use that infrastructure 

to perform legal services. 

Model Rules 5.1 and 5.3 impose upon lawyers the obligation to ensure that the firm has in 

effect measures giving reasonable assurance that all lawyers and staff in the firm conform to the 

Rules of Professional Conduct. Model Rule 5.1 Comment [2], and Model Rule 5.3 Comment [1] 

state that lawyers with managerial authority within a firm must make reasonable efforts to establish 

                                                 
11 MODEL RULES OF PROF’L CONDUCT R. 5.3 (2018); ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 

477R (2017); ABA Comm. on Ethics & Prof’l Responsibility, Formal Op.  08-451 (2018); See also JILL D. RHODES 

& ROBERT S. LITT, THE ABA CYBERSECURITY HANDBOOK: A RESOURCE FOR ATTORNEYS, LAW FIRMS, AND 

BUSINESS PROFESSIONALS 124 (2d ed. 2018) [hereinafter ABA CYBERSECURITY HANDBOOK]. 
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internal policies and procedures designed to provide reasonable assurance that all lawyers and staff 

in the firm will conform to the Rules of Professional Conduct. Model Rule 5.1 Comment [2] further 

states that “such policies and procedures include those designed to detect and resolve conflicts of 

interest, identify dates by which actions must be taken in pending matters, account for client funds 

and property and ensure that inexperienced lawyers are properly supervised.” 

Applying this reasoning, and based on lawyers’ obligations (i) to use technology 

competently to safeguard confidential information against unauthorized access or loss, and (ii) to 

supervise lawyers and staff, the Committee concludes that lawyers must employ reasonable efforts 

to monitor the technology and office resources connected to the internet, external data sources, 

and external vendors providing services relating to data12 and the use of data.    Without such a 

requirement, a lawyer’s recognition of any data breach could be relegated to happenstance --- and 

the lawyer might not identify whether a breach has occurred,13  whether further action is 

warranted,14 whether employees are adhering to the law firm’s cybersecurity policies and 

procedures so that the lawyers and the firm are in compliance with their ethical duties,15 and how 

and when the lawyer must take further action under other regulatory and legal provisions.16    Thus, 

just as lawyers must safeguard and monitor the security of paper files and actual client property, 

lawyers utilizing technology have the same obligation to safeguard and monitor the security of 

electronically stored client property and information.17  

While lawyers must make reasonable efforts to monitor their technology resources to detect 

a breach, an ethical violation does not necessarily occur if a cyber-intrusion or loss of electronic 

information is not immediately detected, because cyber criminals might successfully hide their 

                                                 
12 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 08-451 (2008). 
13 Fredric Greene, Cybersecurity Detective Controls—Monitoring to Identify and Respond to Threats, ISACA J., 

Vol. 5, 1025 (2015), available at https://www.isaca.org/Journal/archives/2015/Volume-5/Pages/cybersecurity-

detective-controls.aspx (noting that “[d]etective controls are a key component of a cybersecurity program in 

providing visibility into malicious activity, breaches and attacks on an organization’s IT environment.”). 
14 MODEL RULES OF PROF’L CONDUCT R. 1.6(c) (2018); MODEL RULES OF PROF’L CONDUCT R. 1.15 (2018). 
15 See also MODEL RULES OF PROF’L CONDUCT R. 5.1 & 5.3 (2018). 
16 The importance of monitoring to successful cybersecurity efforts is so critical that in 2015, Congress passed the 

Cybersecurity Information Sharing Act of 2015 (CISA) to authorize companies to monitor and implement defensive 

measures on their information systems, and to foreclose liability for such monitoring under CISA. AUTOMATED 

INDICATOR SHARING, https://www.us-cert.gov/ais (last visited Oct. 5, 2018); See also National Cyber Security 

Centre “Ten Steps to Cyber Security” [Step 8: Monitoring] (Aug. 9, 2016), https://www.ncsc.gov.uk/guidance/10-

steps-cyber-security. 
17 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 477R (2017). 

https://www.isaca.org/Journal/archives/2015/Volume-5/Pages/cybersecurity-detective-controls.aspx
https://www.isaca.org/Journal/archives/2015/Volume-5/Pages/cybersecurity-detective-controls.aspx
https://www.us-cert.gov/ais
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
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intrusion despite reasonable or even extraordinary efforts by the lawyer.  Thus, as is more fully 

explained below, the potential for an ethical violation occurs when a lawyer does not undertake 

reasonable efforts to avoid data loss or to detect cyber-intrusion, and that lack of reasonable effort 

is the cause of the breach. 

 

2. Stopping the Breach and Restoring Systems 

 

When a breach of protected client information is either suspected or detected, Rule 1.1 

requires that the lawyer act reasonably and promptly to stop the breach and mitigate damage 

resulting from the breach. How a lawyer does so in any particular circumstance is beyond the scope 

of this opinion. As a matter of preparation and best practices, however, lawyers should consider 

proactively developing an incident response plan with specific plans and procedures for 

responding to a data breach.18  The decision whether to adopt a plan, the content of any plan, and 

actions taken to train and prepare for implementation of the plan, should be made before a lawyer 

is swept up in an actual breach.  “One of the benefits of having an incident response capability is 

that it supports responding to incidents systematically (i.e., following a consistent incident 

handling methodology) so that the appropriate actions are taken. Incident response plans help 

personnel to minimize loss or theft of information and disruption of services caused by 

incidents.”19   While every lawyer’s response plan should be tailored to the lawyer’s or the law 

firm’s specific practice, as a general matter incident response plans share common features:  

The primary goal of any incident response plan is to have a process in place that 

will allow the firm to promptly respond in a coordinated manner to any type of 

security incident or cyber intrusion. The incident response process should 

promptly: identify and evaluate any potential network anomaly or intrusion; assess 

its nature and scope; determine if any data or information may have been accessed 

or compromised; quarantine the threat or malware; prevent the exfiltration of 

information from the firm; eradicate the malware, and restore the integrity of the 

firm’s network. 

Incident response plans should identify the team members and their backups; 

provide the means to reach team members at any time an intrusion is reported, and 

                                                 
18 See ABA CYBERSECURITY HANDBOOK, supra note 11, at 202 (explaining the utility of large law firms adopting 

“an incident response plan that details who has ownership of key decisions and the process to follow in the event of 

an incident.”). 
19 NIST Computer Security Incident Handling Guide, at 6 (2012), 

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf.  

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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define the roles of each team member. The plan should outline the steps to be taken 

at each stage of the process, designate the team member(s) responsible for each of 

those steps, as well as the team member charged with overall responsibility for the 

response.20 

Whether or not the lawyer impacted by a data breach has an incident response plan in place, 

after taking prompt action to stop the breach, a competent lawyer must make all reasonable efforts 

to restore computer operations to be able again to service the needs of the lawyer’s clients.  The 

lawyer may do so either on her own, if qualified, or through association with experts.  This 

restoration process provides the lawyer with an opportunity to evaluate what occurred and how to 

prevent a reoccurrence consistent with the obligation under Model Rule 1.6(c) that lawyers “make 

reasonable efforts to prevent the inadvertent or  unauthorized disclosure of, or unauthorized access 

to, information relating to the representation of the client.”21  These reasonable efforts could 

include (i) restoring the technology systems as practical, (ii)  the implementation of new 

technology or new systems, or (iii) the use of no technology at all if the task does not require it, 

depending on the circumstances.   

3. Determining What Occurred 

The Model Rules do not impose greater or different obligations on a lawyer as a result of 

a breach involving client information, regardless of whether the breach occurs through electronic 

or physical means. Just as a lawyer would need to assess which paper files were stolen from the 

lawyer’s office, so too lawyers must make reasonable attempts to determine whether electronic 

files were accessed, and if so, which ones.  A competent attorney must make reasonable efforts to 

determine what occurred during the data breach.  A post-breach investigation requires that the 

lawyer gather sufficient information to ensure the intrusion has been stopped and then, to the extent 

reasonably possible, evaluate the data lost or accessed.  The information gathered in a post-breach 

investigation is necessary to understand the scope of the intrusion and to allow for accurate 

disclosure to the client consistent with the lawyer’s duty of communication and honesty under 

                                                 
20 Steven M. Puiszis, Prevention and Response: A Two-Pronged Approach to Cyber Security and Incident Response 

Planning, THE PROF’L LAWYER, Vol. 24, No. 3 (Nov. 2017). 
21 We discuss Model Rule 1.6(c) further below.  But in restoring computer operations, lawyers should consider 

whether the lawyer’s computer systems need to be upgraded or otherwise modified to address vulnerabilities, and 

further, whether some information is too sensitive to continue to be stored electronically. 
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Model Rules 1.4 and 8.4(c).22  Again, how a lawyer actually makes this determination is beyond 

the scope of this opinion.  Such protocols may be a part of an incident response plan. 

B.  Duty of Confidentiality  

In 2012, amendments to Rule 1.6 modified both the Rule and the commentary about a 

lawyer’s efforts that are required to preserve the confidentiality of information relating to the 

representation of a client.  Model Rule 1.6(a) requires that “A lawyer shall not reveal information 

relating to the representation of a client” unless certain circumstances arise.23  The 2012 

modification added a duty in paragraph (c) that: “A lawyer shall make reasonable efforts to prevent 

the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to 

the representation of a client.”24   

Amended Comment [18] explains: 

Paragraph (c) requires a lawyer to act competently to safeguard information relating 

to the representation of a client against unauthorized access by third parties and 

against inadvertent or unauthorized disclosure by the lawyer or other persons who 

are participating in the representation of the client or who are subject to the lawyer’s 

supervision.  See Rules 1.1, 5.1 and 5.3.  The unauthorized access to, or the 

inadvertent or unauthorized disclosure of, information relating to the representation 

of a client does not constitute a violation of paragraph (c) if the lawyer has made 

reasonable efforts to prevent the access or disclosure. 

Recognizing the necessity of employing a fact-based analysis, Comment [18] to Model 

Rule 1.6(c) includes nonexclusive factors to guide lawyers in making a “reasonable efforts” 

determination. Those factors include: 

• the sensitivity of the information,  

• the likelihood of disclosure if additional safeguards are not employed,  

• the cost of employing additional safeguards,  

• the difficulty of implementing the safeguards, and  

                                                 
22 The rules against dishonesty and deceit may apply, for example, where the lawyer’s failure to make an adequate 

disclosure --- or any disclosure at all --- amounts to deceit by silence.  See, e.g., MODEL RULES OF PROF’L CONDUCT 

R. 4.1 cmt. [1] (2018) (“Misrepresentations can also occur by partially true but misleading statements or omissions 

that are the equivalent of affirmative false statements.”).   
23 MODEL RULES OF PROF’L CONDUCT R. 1.6(a) (2018). 
24 Id. at (c).  
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• the extent to which the safeguards adversely affect the lawyer’s ability to represent 

clients (e.g., by making a device or important piece of software excessively difficult 

to use).25  

 

As this Committee recognized in ABA Formal Opinion 477R: 

At the intersection of a lawyer’s competence obligation to keep “abreast of 

knowledge of the benefits and risks associated with relevant technology,” and 

confidentiality obligation to make “reasonable efforts to prevent the inadvertent or 

unauthorized disclosure of, or unauthorized access to, information relating to the 

representation of a client,” lawyers must exercise reasonable efforts when using 

technology in communicating about client matters. What constitutes reasonable 

efforts is not susceptible to a hard and fast rule, but rather is contingent upon a set 

of factors. 

As discussed above and in Formal Opinion 477R, an attorney’s competence in preserving 

a client’s confidentiality is not a strict liability standard and does not require the lawyer to be 

invulnerable or impenetrable.26  Rather, the obligation is one of reasonable efforts. Rule 1.6 is not 

violated even if data is lost or accessed if the lawyer has made reasonable efforts to prevent the 

loss or access.27 As noted above, this obligation includes efforts to monitor for breaches of client 

confidentiality.  The nature and scope of this standard is addressed in the ABA Cybersecurity 

Handbook: 

Although security is relative, a legal standard for “reasonable” security is emerging.  That 

standard rejects requirements for specific security measures (such as firewalls, passwords, 

or the like) and instead adopts a fact-specific approach to business security obligations that 

requires a “process” to assess risks, identify and implement appropriate security measures 

responsive to those risks, verify that the measures are effectively implemented, and ensure 

that they are continually updated in response to new developments.28 

 

                                                 
25 MODEL RULES OF PROF’L CONDUCT R. 1.6 cmt. [18] (2018).  “The [Ethics 20/20] Commission examined the 

possibility of offering more detailed guidance about the measures that lawyers should employ. The Commission 

concluded, however, that technology is changing too rapidly to offer such guidance and that the particular measures 

lawyers should use will necessarily change as technology evolves and as new risks emerge and new security 

procedures become available.”  ABA COMMISSION REPORT 105A, supra note 9, at 5. 
26 ABA CYBERSECURITY HANDBOOK, supra note 11, at 122. 
27 MODEL RULES OF PROF’L CONDUCT R. 1.6, cmt. [18] (2018) (“The unauthorized access to, or the inadvertent or 

unauthorized disclosure of, information relating to the representation of a client does not constitute a violation of 

paragraph (c) if the lawyer has made reasonable efforts to prevent the access or disclosure.”)  
28 ABA CYBERSECURITY HANDBOOK, supra note 11, at 73. 
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Finally, Model Rule 1.6 permits a lawyer to reveal information relating to the 

representation of a client if the disclosure is impliedly authorized in order to carry out the 

representation.  Such disclosures are permitted if the lawyer reasonably believes that disclosure: 

(1) is impliedly authorized and will advance the interests of the client in the representation, and 

(2) will not affect a material interest of the client adversely.29   In exercising this discretion to 

disclose information to law enforcement about the data breach, the lawyer must consider: (i) 

whether the client would  object to the disclosure; (ii) whether  the client would be harmed by the 

disclosure; and (iii) whether reporting the theft would benefit the client by assisting in ending the 

breach or recovering stolen information.  Even then, without consent, the lawyer may disclose only 

such information as is reasonably necessary to assist in stopping the breach or recovering the stolen 

information.  

C. Lawyer’s Obligations to Provide Notice of Data Breach 

When a lawyer knows or reasonably should know a data breach has occurred, the lawyer 

must evaluate notice obligations.  Due to record retention requirements of Model Rule 1.15, 

information compromised by the data breach may belong or relate to the representation of a current 

client or former client.30  We address each below.  

1. Current Client   

Communications between a lawyer and current client are addressed generally in Model 

Rule 1.4.  Rule 1.4(a)(3) provides that a lawyer must “keep the client reasonably informed about 

the status of the matter.”  Rule 1.4(b) provides: “A lawyer shall explain a matter to the extent 

reasonably necessary to permit the client to make informed decisions regarding the 

representation.” Under these provisions, an obligation exists for a lawyer to communicate with 

current clients about a data breach.31 

                                                 
29 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 01-421(2001) (disclosures to insurer in bills when 

lawyer representing insured). 
30 This opinion addresses only obligations to clients and former clients.  Data breach, as used in this opinion, is 

limited to client confidential information.  We do not address ethical duties, if any, to third parties. 
31 Relying on Rule 1.4 generally, the New York State Bar Committee on Professional Ethics concluded that a lawyer 

must notify affected clients of information lost through an online data storage provider.  N.Y. State Bar Ass’n Op. 

842 (2010) (Question 10: “If the lawyer learns of any breach of confidentiality by the online storage provider, then 

the lawyer must investigate whether there has been any breach of his or her own clients' confidential information, 
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Our conclusion here is consistent with ABA Formal Ethics Opinion 95-398 where this 

Committee said that notice must be given to clients if a breach of confidentiality was committed 

by or through a third-party computer vendor or other service provider.  There, the Committee 

concluded notice to the client of the breach may be required under 1.4(b) for a “serious breach.”32 

The Committee advised: 

Where the unauthorized release of confidential information could reasonably be 

viewed as a significant factor in the representation, for example where it is likely 

to affect the position of the client or the outcome of the client's legal matter, 

disclosure of the breach would be required under Rule 1.4(b).33 

A data breach under this opinion involves the misappropriation, destruction or compromise 

of client confidential information, or a situation where a lawyer’s ability to perform the legal 

services for which the lawyer was hired is significantly impaired by the event.  Each of these 

scenarios is one where a client’s interests have a reasonable possibility of being negatively 

impacted.  When a data breach occurs involving, or having a substantial likelihood of involving, 

material client confidential information a lawyer has a duty to notify the client of the breach.  As 

noted in ABA Formal Opinion 95-398, a data breach requires notice to the client because such 

notice is an integral part of keeping a “client reasonably informed about the status of the matter” 

and the lawyer should provide information as would be “reasonably necessary to permit the client 

to make informed decisions regarding the representation” within the meaning of Model Rule 1.4.34  

The strong client protections mandated by Model Rule 1.1, 1.6, 5.1 and 5.3, particularly as 

they were amended in 2012 to account for risks associated with the use of technology, would be 

compromised if a lawyer who experiences a data breach that impacts client confidential 

information is permitted to hide those events from their clients.   And in view of the duties imposed 

by these other Model Rules, Model Rule 1.4’s requirement to keep clients “reasonably informed 

about the status” of a matter would ring hollow if a data breach was somehow excepted from this 

responsibility to communicate. 

                                                 
notify any affected clients, and discontinue use of the service unless the lawyer receives assurances that any security 

issues have been sufficiently remediated.”) (citations omitted).   
32 ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 95-398 (1995). 
33 Id. 
34 MODEL RULES OF PROF’L CONDUCT R. 1.4(b) (2018). 
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Model Rule 1.15(a) provides that a lawyer shall hold “property” of clients “in connection 

with a representation separate from the lawyer’s own property.”  Funds must be kept in a separate 

account, and “[o]ther property shall be identified as such and appropriately safeguarded.”  Model 

Rule 1.15(a) also provides that, “Complete records of such account funds and other property shall 

be kept by the lawyer . . . .”  Comment [1] to Model Rule 1.15 states: 

A lawyer should hold property of others with the care required of a professional 

fiduciary. Securities should be kept in a safe deposit box, except when some other 

form of safekeeping is warranted by special circumstances. All property that is the 

property of clients or third persons, including prospective clients, must be kept 

separate from the lawyer's business and personal property. 

An open question exists whether Model Rule 1.15’s reference to “property” includes 

information stored in electronic form.  Comment [1] uses as examples “securities” and “property” 

that should be kept separate from the lawyer’s “business and personal property.”  That language 

suggests Rule 1.15 is limited to tangible property which can be physically segregated.  On the 

other hand, many courts have moved to electronic filing and law firms routinely use email and 

electronic document formats to image or transfer information.  Reading Rule 1.15’s safeguarding 

obligation to apply to hard copy client files but not electronic client files is not a reasonable reading 

of the Rule. 

Jurisdictions that have addressed the issue are in agreement.  For example, Arizona Ethics 

Opinion 07-02 concluded that client files may be maintained in electronic form, with client 

consent, but that lawyers must take reasonable precautions to safeguard the data under the duty 

imposed in Rule 1.15.  The District of Columbia Formal Ethics Opinion 357 concluded that, 

“Lawyers who maintain client records solely in electronic form should take reasonable steps (1) 

to ensure the continued availability of the electronic records in an accessible form during the period 

for which they must be retained and (2) to guard against the risk of unauthorized disclosure of 

client information.”   

The Committee has engaged in considerable discussion over whether Model Rule 1.15 and, 

taken together, the technology amendments to Rules 1.1, 1.6, and 5.3 impliedly impose an 

obligation on a lawyer to notify a current client of a data breach.  We do not have to decide that 

question in the absence of concrete facts.  We reiterate, however, the obligation to inform the client 

does exist under Model Rule 1.4. 
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2. Former Client   

Model Rule 1.9(c) requires that “A lawyer who has formerly represented a client in a matter 

or whose present or former firm has formerly represented a client in a matter shall not thereafter . 

. . reveal information relating to the representation except as these Rules would permit or require 

with respect to a client.”35  When electronic “information relating to the representation” of a former 

client is subject to unauthorized access, disclosure, or destruction, the Model Rules provide no 

direct guidance on a lawyer’s obligation to notify the former client.  Rule 1.9(c) provides that a 

lawyer “shall not . . . reveal” the former client’s information.  It does not describe what steps, if 

any, a lawyer should take if such information is revealed.  The Committee is unwilling to require 

notice to a former client as a matter of legal ethics in the absence of a black letter provision 

requiring such notice.36 

Nevertheless, we note that clients can make an informed waiver of the protections in Rule 

1.9.37  We also note that Rule 1.16(d) directs that lawyers should return “papers and property” to 

clients at the conclusion of the representation, which has commonly been understood to include 

the client’s file, in whatever form it is held. Rule 1.16(d) also has been interpreted as permitting 

lawyers to establish appropriate data destruction policies to avoid retaining client files and property 

indefinitely.38  Therefore, as a matter of best practices, lawyers are encouraged to reach agreement 

with clients before conclusion, or at the termination, of the relationship about how to handle the 

client’s electronic information that is in the lawyer’s possession.   

Absent an agreement with the former client lawyers are encouraged to adopt and follow a 

paper and electronic document retention schedule, which meets all applicable laws and rules, to 

reduce the amount of information relating to the representation of former clients that the lawyers 

retain.    In addition, lawyers should recognize that in the event of a data breach involving former 

client information, data privacy laws, common law duties of care, or contractual arrangements with 

                                                 
35 MODEL RULES OF PROF’L CONDUCT R. 1.9(c)(2) (2018).  
36 See Discipline of Feland, 2012 ND 174, ¶ 19, 820 N.W.2d 672 (Rejecting respondent’s argument that the court 

should engraft an additional element of proof in a disciplinary charge because “such a result would go beyond the 

clear language of the rule and constitute amendatory rulemaking within an ongoing disciplinary proceeding.”). 
37 See MODEL RULES OF PROF’L CONDUCT R. 1.9, cmt. [9] (2018).  
38 See ABA Ethics Search Materials on Client File Retention, 

https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/piles_of_files_2008.pdf 

(last visited Oct.15, 2018). 

https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/piles_of_files_2008.pdf
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the former client relating to records retention, may mandate notice to former clients of a data 

breach.  A prudent lawyer will consider such issues in evaluating the response to the data breach 

in relation to former clients.39 

3. Breach Notification Requirements  

The nature and extent of the lawyer’s communication will depend on the type of breach 

that occurs and the nature of the data compromised by the breach. Unlike the “safe harbor” 

provisions of Comment [18] to Model Rule 1.6, if a post-breach obligation to notify is triggered, 

a lawyer must make the disclosure irrespective of what type of security efforts were implemented 

prior to the breach.  For example, no notification is required if the lawyer’s office file server was 

subject to a ransomware attack but no information relating to the representation of a client was 

inaccessible for any material amount of time, or was not accessed by or disclosed to unauthorized 

persons. Conversely, disclosure will be required if material client information was actually or 

reasonably suspected to have been accessed, disclosed or lost in a breach.  

The disclosure must be sufficient to provide enough information for the client to make an 

informed decision as to what to do next, if anything.  In a data breach scenario, the minimum 

disclosure required to all affected clients under Rule 1.4 is that there has been unauthorized access 

to or disclosure of their information, or that unauthorized access or disclosure is reasonably 

suspected of having occurred.  Lawyers must advise clients of the known or reasonably 

ascertainable extent to which client information was accessed or disclosed.  If the lawyer has made 

reasonable efforts to ascertain the extent of information affected by the breach but cannot do so, 

the client must be advised of that fact.   

In addition, and as a matter of best practices, a lawyer also should inform the client of the 

lawyer’s plan to respond to the data breach, from efforts to recover information (if feasible) to 

steps being taken to increase data security.   

 The Committee concludes that lawyers have a continuing duty to keep clients reasonably 

apprised of material developments in post-breach investigations affecting the clients’ 

                                                 
39 Cf. ABA Comm. on Ethics & Prof’l Responsibility, Formal Op. 482 (2018), at 8-10 (discussing obligations 

regarding client files lost or destroyed during disasters like hurricanes, floods, tornadoes, and fires). 
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information.40  Again, specific advice on the nature and extent of follow up communications 

cannot be provided in this opinion due to the infinite number of variable scenarios.   

If personally identifiable information of clients or others is compromised as a result of a 

data beach, the lawyer should evaluate the lawyer’s obligations under state and federal law. All 

fifty states, the District of Columbia, Guam, Puerto Rico, and the Virgin Islands have statutory 

breach notification laws.41  Those statutes require that private or governmental entities notify 

individuals of breaches involving loss or disclosure of personally identifiable information.42  Most 

breach notification laws specify who must comply with the law, define “personal information,” 

define what constitutes a breach, and provide requirements for notice.43  Many federal and state 

agencies also have confidentiality and breach notification requirements.44   These regulatory 

schemes have the potential to cover individuals who meet particular statutory notice triggers, 

irrespective of the individual’s relationship with the lawyer.  Thus, beyond a Rule 1.4 obligation, 

lawyers should evaluate whether they must provide a statutory or regulatory data breach 

notification to clients or others based upon the nature of the information in the lawyer’s possession 

that was accessed by an unauthorized user.45 

 

III. Conclusion 

Even lawyers who, (i) under Model Rule 1.6(c), make “reasonable efforts to prevent the . 

. . unauthorized disclosure of, or unauthorized access to, information relating to the representation 

of a client,” (ii) under Model Rule 1.1, stay abreast of changes in technology, and (iii) under Model 

Rules 5.1 and 5.3, properly supervise other lawyers and third-party electronic-information storage 

vendors, may suffer a data breach.  When they do, they have a duty to notify clients of the data 

                                                 
40 State Bar of Mich. Op. RI-09 (1991).  
41 National Conference of State Legislatures, Security Breach Notification Laws (Sept. 29, 2018), 

http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-

laws.aspx.  
42 Id.   
43 Id.   
44 ABA CYBERSECURITY HANDBOOK, supra note 11, at 65. 
45 Given the broad scope of statutory duties to notify, lawyers would be well served to actively manage the amount 

of confidential and or personally identifiable information they store beyond any ethical, statutory, or other legal 

obligation to do so.  Lawyers should implement, and follow, a document retention policy that comports with Model 

Rule 1.15 and evaluate ways to limit receipt, possession and/or retention of confidential or personally identifiable 

information during or after an engagement. 

http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
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breach under Model Rule 1.4 in sufficient detail to keep clients “reasonably informed” and with 

an explanation “to the extent necessary to permit the client to make informed decisions regarding 

the representation.” 
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UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF ILLINOIS 

EASTERN DIVISION 

 

ART ASK AGENCY,    ) 

      ) 

  Plaintiff,   ) Case No.  20-cv-1666 

      )    

 v.     ) Hon. Steven C. Seeger 

)    

THE INDIVIDUALS, CORPORATIONS, ) 

LIMITED LIABILITY COMPANIES, ) 

PARTNERSHIPS AND   ) 

UNINCORPORATED ASSOCIATIONS ) 

IDENTIFIED ON SCHEDULE A  ) 

HERETO,     ) 

      ) 

  Defendants.   ) 

____________________________________) 

 

ORDER 

 

 This case involves counterfeit unicorn drawings.  The complaint includes a few examples 

of products that allegedly infringe Plaintiff’s trademarks, which offer “striking designs and life-

like portrayals of fantasy subjects.”  See Cplt. at ¶ 7 (Dckt. No. 1).  One example is a puzzle of 

an elf-like creature embracing the head of a unicorn on a beach.  Id. at p.4.  Another is a hand 

purse with a large purple heart, filled with the interlocking heads of two amorous-looking 

unicorns.  Id.  There are phone cases featuring elves and unicorns, and a unicorn running beneath 

a castle lit by a full moon.  Id. 

 

 Meanwhile, the world is in the midst of a global pandemic.  The President has declared a 

national emergency.  The Governor has issued a state-wide health emergency.  As things stand, 

the government has forced all restaurants and bars in Chicago to shut their doors, and the schools 

are closed, too.  The government has encouraged everyone to stay home, to keep infections to a 

minimum and help contain the fast-developing public health emergency.   

 

 The United States District Court for the Northern District of Illinois took action last week 

to protect the public, issuing General Order No. 20-0012 entitled IN RE: CORONAVIRUS 

COVID-19 PUBLIC EMERGENCY.  See www.ilnd.uscourts.gov (last visited March 16, 2020) 

(bold and all caps in original).  On March 16, the Executive Committee issued an amended Order 

that, among other things, holds all civil litigation in abeyance.  Id. 

 

 Last week, Plaintiff filed a motion for a temporary restraining order (Dckt. No. 11) 

against the Defendants (who are located abroad) and requested a hearing.  See Dckt. No. 1, at     

¶ 12.  This Court thought that it was a bad time to hold a hearing on the motion.  So, this Court 
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moved the hearing by a few weeks to protect the health and safety of our community, including 

counsel and this Court’s staff.  See Dckt. No. 19.  Waiting a few weeks seemed prudent.  

 

 Plaintiff has not demonstrated that it will suffer an irreparable injury from waiting a few 

weeks.  At worst, Defendants might sell a few more counterfeit products in the meantime.  But 

Plaintiff makes no showing about the anticipated loss of sales.  One wonders if the fake fantasy 

products are experiencing brisk sales at the moment.  

 

 On the flipside, a hearing – even a telephonic one – would take time and consume 

valuable court resources, especially given the girth of Plaintiff’s filings.  See Dckt. Nos. 1, 6-7, 

11-18.  And the proposed temporary restraining order would require the attention of innocent 

third parties, and create a cascade of obligations.  Plaintiff wants to force financial institutions to 

lock down accounts, and require domain name registries to shut down websites, for example.  

See Dckt. No. 12.  Plaintiff requests an order forcing innocent third parties – such as Amazon, 

eBay, PayPal, Alibaba, Western Union, plus social media platforms such as “Facebook, 

YouTube, LinkedIn, [and] Twitter,” plus internet search engines such as “Google, Bing and 

Yahoo,” among others – to spring into action within two or three days.  Either the order would be 

a nullity, or it would distract people who may have bigger problems on their hands right now.  

 

 In response, Plaintiff Art Ask Agency and its counsel filed a motion for reconsideration.  

See Dckt. No. 20.  They ask this Court to re-think its scheduling order.  They want a hearing this 

week (telephonically if need be).   

 

 Plaintiff recognizes that the community is in the midst of a “coronavirus pandemic.”  Id. 

at ¶ 3.  But Plaintiff argues that it will suffer an “irreparable injury” if this Court does not hold a 

hearing this week and immediately put a stop to the infringing unicorns and the knock-off elves.  

Id. at ¶ 4.  To top it off, Plaintiff noticed the motion for a hearing on March 19, 2020, a day that 

has been blocked off on the Court’s calendar – as revealed on its webpage – for several weeks.  

See www.ilnd.uscourts.gov (last visited March 16, 2020) (“The Honorable Steven C. Seeger will 

not be holding court on Thursday, March 19, 2020 . . . .”).   

 

 Meanwhile, the Clerk’s Office is operating with “limited staff.”  See Amended General 

Order No. 20-0012, at ¶ 5.  “[P]hone conferencing” is available “in emergency situations and 

where resources permit.”  Id. at ¶ 1.  The Court can still hear emergency motions, but resources 

are stretched and time is at a premium.  Id. at ¶ 4.  If there’s ever a time when emergency 

motions should be limited to genuine emergencies, now’s the time.  

 

 Thirty minutes ago, this Court learned that Plaintiff filed yet another emergency motion.  

They teed it up in front of the designated emergency judge, and thus consumed the attention of 

the Chief Judge.  See Dckt. No. 23.  The filing calls to mind the sage words of Elihu Root:  

“About half of the practice of a decent lawyer is telling would-be clients that they are damned 

fools and should stop.”  See Hill v. Norfolk and Western Railway Co., 814 F.2d 1192, 1202 (7th 

Cir. 1987) (quoting 1 Jessup, Elihu Root 133 (1938)). 

 

 The world is facing a real emergency.  Plaintiff is not.  The motion to reconsider the 

scheduling order is denied.  
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Date:  March 18, 2020          

                                         

       Steven C. Seeger 

       United States District Judge 
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Crisis Planning Checklist 

Planning and Preparation 

 Appoint a crisis team to oversee operations and stay on top of the latest 
developments.  The team should include representatives from:  

o Firm Management;  

o Finance; 

o General Counsel’s Office;  

o Information Technology;  

o Human Resources; 

o Office Operations. 

 Create and implement a crisis plan and delegate authority (consistent with any 
partnership or shareholders agreement) to the crisis team to make real-time 
decisions to respond to the crisis. 

 Collect emergency contact information, including home and cell phone numbers, 
personal email addresses, and out-of-town contacts for all firm personnel and 

update this data regularly.  

 Know where your lawyers and staff are and how to contact them. 

 Develop protocol for emergency communication such as text alerts or phone calls. 

 Consider adding a page on the firm intranet where employees can find emergency 
notices and instructions for remote work procedures and designate a person 
responsible for keeping the site up-to-date. 

 Develop a policy regarding travel to and from high-risk areas. 

 Develop a policy for all personnel to immediately notify the firm if they are 
exposed to or test positive for COVID-19 and also if they are unable to continue 
working due to any illness or disability. 

Operations 

 Assess the firm’s remote work capabilities and IT infrastructure . 

o Can the firm’s IT infrastructure handle a majority-telework model? 

o Are there security vulnerabilities? 

o Do attorneys and other personnel have the necessary equipment and 

technology to work remotely? 

o Does the firm need to invest in new technology to support large scale remote 

working? 

 Provide clear instructions to lawyers and staff about proper telework practices and 
possible security threats.  Examples include (but are not limited to): 

o Maintaining privacy and confidentiality in the remote work space, especially 
where the remote workspace may be shared with others outside the firm; 



 
 

o How to identify and avoid phishing and escrow scams as well as other cyber 
scams related to the ongoing crisis; 

o Making sure personal devices are password protected; 

o Instructing personnel how to enable two-factor authentication; 

o Being vigilant about not leaving electronic devices unattended; and 

o Avoiding recording from smart speakers and other AI devices. 

 Have a clear plan for how personnel should contact IT to troubleshoot technology 

issues, so that your IT department does not get overwhelmed. 

 Ensure that attorneys and staff can securely access all documents remotely  

 Develop a procedure for mail and other deliveries to be received and distributed. 

 Make sure attorneys and staff can access their phone lines either remotely or by 
re-routing the calls. 

 Ensure that physical office space is secure and that it does not experience physical 
damage while unattended. 

 Make a plan for the firm to continue to meet its business obligations to third 
parties (e.g. bill payments, vendor contracts, malpractice policy renewals, 
financial obligations, etc.). 

 Monitor attorneys’ CLE requirements and license registration renewal obligations 
to ensure there are no lapses. 

 Make sure conflicts can appropriately and efficiently cleared. 

 Consider having backup of critical information saved in off-site location in the 
event the physical office is inaccessible and the remote systems fail. 

Finance 

 Ensure that the appropriate personnel have secure remote access to the firm’s 

accounts and bookkeeping system. 

 Arrange for a responsible person to hold the firm’s checkbook in a secure manner, 

while the office is inaccessible. 

 Ensure that firm’s accounts are appropriately monitored and protected from fraud 

and unauthorized access. 

 Make an arrangement for how checks from clients will be handled, if mail and 

shipping services are interrupted.  Possibilities include designating an alternate 
secure location where checks can be sent and making sure clients are aware of 
other payment options, such as wire transfers and credit card payments. 

 Pay particular attention to attorney escrow accounts and checkbooks, to ensure 
they are secure. 



 
 

 Make sure you have access to important financial documents including bank 
records, insurance policies and other financial agreements. 

Internal Communication 

 Management should communicate regularly with personnel regarding the firm’s 
plans, as the crisis situation develops. 

 Management should make all lawyers and staff aware of available mental health 
resources including counseling, lawyer assistance programs, and available health 
insurance coverage. 

 Encourage practice groups to have regular telephone and video conferences to 
check in on how everyone is doing and to keep lines of communication open. 

 Supervising lawyers should check in regularly (even daily) with associates and 
staff who are working on their matters. 

Client Matters and Communication  

 Make sure you have a way to communicate electronically with your clients. 
Ensure that you have up-to-date email addresses and phone numbers. 

 Encourage lawyers to contact clients within 24 to 48 hours to assure them that the 
firm can meet their needs and to discuss any aspects of the firm’s remote work 
plan that may affect the representation. 

 Assess the state of your client matters and ensure you are on top of any upcoming 
deadlines and deliverables. 

 Stay abreast of any changes in the law, such as emergency orders from courts or 
agencies, which may affect deadlines and deliverables. 

 Make sure all junior lawyers and support staff are appropriately supervised.   

Billing 

 Ensure that time-keepers are entering their time regularly (daily if possible). 

 Send regular reminders to staff about best timekeeping practices. 

 Spot-check timekeeping system for productivity and any irregularities. 

 Maintain regular billing practices. 

Client Intake and Conflicts  

 Make sure all lawyers and staff are aware of the firm’s conflicts-checking policy 
and that all conflicts are handled according to the policy. 

 Make sure all lawyers and staff have access to form engagement letters and 
conflict waiver templates 

 Lawyers and staff should continue to run conflict checks for any new matters and 
for developments in existing matters 

 Wait for new matters to be opened and approved before starting work 



 
 

 In the event of a conflict, lawyers should seek conflict waivers in writing 
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THE ASSOCIATION OF THE BAR OF THE CITY OF NEW YORK 

COMMITTEE ON PROFESSIONAL ETHICS 

 

Formal Opinion 2015-3: LAWYERS WHO FALL VICTIM TO INTERNET SCAMS 

 

TOPIC: Internet-based scams targeting law firms 

 

DIGEST: An attorney who discovers that he is the target of an Internet-based trust account scam 

does not have a duty of confidentiality towards the individual attempting to defraud him, and is 

free to report the individual to law enforcement authorities, because that person does not qualify 

as a prospective or actual client of the attorney.  However, before concluding that an individual is 

attempting to defraud the attorney and is not owed the duties normally owed to a prospective or 

actual client, the attorney must exercise reasonable diligence to investigate whether the person is 

engaged in fraud.  In addition, because Internet-based trust account scams may harm other firm 

clients, a lawyer who receives a request for representation via the Internet has a duty to conduct a 

reasonable investigation to ascertain whether the person is a legitimate prospective client before 

accepting the representation.  A lawyer who discovers he has been defrauded in a manner that 

results in harm to other clients of the law firm, such as the loss of client funds due to an escrow 

account scam, must promptly notify the harmed clients. 

 

RULES: 1.1, 1.4, 1.6, 1.15, and 1.18 

 

QUESTION: What are the ethical duties of a lawyer upon suspecting or discovering that he is 

the target of an Internet-based trust account scam? 

 

OPINION: 

 

I. INTRODUCTION 

Internet-based scams targeting lawyers are not new and appear to be on the rise.
1
  Since 

2009, email scams have swindled lawyers out of an estimated $70 million.
2
  These scams are 

often highly sophisticated, involving parties that appear to be representing legitimate 

international corporations and using high-quality counterfeit checks that can take a bank weeks 

                                                 
1
 See, e.g., Jennifer Smith, In Email, Scammers Take Aim At Lawyers, Wall St. J., Aug. 5. 2012, 

http://www.wsj.com/articles/SB1000087239639044351710457757145393 3076304; James 

McCauley, Increasingly Sophisticated Internet Scams Continue to Target Lawyers, Va. State 

Bar, Dec. 2, 2013, http://www.vsb.org/site/news/item/increasingly-sophisticated-internet-scams-

continue-to-target-lawyers; Todd C. Scott, Scammed! Sophisticated Check Fraud Scheme 

Targets Lawyers, Am. Bar Ass’n Law Trends & News, Fall 2010, Vol. 7, No.1., available at 

http://www.americanbar.org/content/newsletter/publications/law_trends_ 

news_practice_area_e_newsletter_home/10_fall_pm_feat1.html.   
2
 Smith, supra note 1. 

http://www.vsb.org/site/news/item/increasingly-sophisticated-internet-scams-continue-to-target-lawyers
http://www.vsb.org/site/news/item/increasingly-sophisticated-internet-scams-continue-to-target-lawyers
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to discover.  One experienced ring obtained $29 million over a two-year period from seventy 

lawyers in the United States and Canada.
3
  Once an attorney falls victim to a scam, his problems 

have just begun.  Banks have sued attorneys for lost funds caused by counterfeit checks, and 

some malpractice insurers have refused to indemnify affected lawyers.  See e.g., Lombardi, 

Walsh, Wakeman, Harrison, Amodeo & Davenport, P.C. v. American Guarantee and Liab. Ins. 

Co., 924 N.Y.S.2d 201 (3d Dep’t 2011) (coverage litigation between insurer and attorney, arising 

from settlement of bank’s lawsuit against attorney as a result of an overdraft caused by a 

counterfeit check); O’Brien & Wolf, L.L.P. v. Liberty Ins. Underwriters Inc., No. 11-cv-3748, 

2012 WL 3156802 (D. Minn. Aug. 3, 2012) (holding that insurance company was required to 

cover losses from attorney trust account due to counterfeit check scheme); Attorneys Liab. 

Protection Soc., Inc. v. Whittington Law Assocs., PLLC, 961 F.Supp.2d 367 (D. N.H. 2013) 

(denying insurance coverage for losses due to “Nigerian check scam”).
4
  On top of that, a law 

firm that suspects or knows that it is a victim of an Internet scam faces serious questions about its 

ethical obligations.  This opinion addresses some of those ethical issues and offers guidance to 

attorneys who believe they are (or have been) the target of an Internet scam. 

 

II. A TYPICAL SCAM
5
 

 

A common example of the internet-based scam begins with an email from an individual 

requesting assistance with an urgent transactional or litigation matter (the “email sender”).  This 

email sender is generally located abroad, whereas the counterparty or adversary is usually 

located in the attorney’s jurisdiction.  The email sender often proposes a contingency fee 

arrangement whereby the attorney would receive a percentage of the transaction total or 

litigation settlement.  If the attorney sends a draft engagement letter, the email sender swiftly 

executes it.  Soon thereafter, the email sender notifies the attorney that transaction has been 

consummated or the litigation has settled.  As a result, the attorney performs little or no work 

before the engagement ends.   

 

                                                 
3
 McCauley, supra note 1. 

 
4
 A determining factor in lawyer-insurer litigation surrounding scams is often whether or not the 

activity was related to the firm’s “professional” services. See, e.g., Bradford & Bradford, P.A. v. 

Attorneys Liab. Prot. Soc’y, Inc., No. 0:09-CV-02981-CMC 2010 WL 4225907 (D.S.C. Oct. 20, 

2010) (no duty to defend law firm against lawsuit by bank to recover funds lost due to trust 

account fraud).  In New York, however, at least one appellate court has held that handling a 

client’s funds is part of the legal services provided, even when the client is an imposter.  

Lombardi, 924 N.Y.S.2d 201 (insurance company required to defend law firm against lawsuit by 

bank for lost funds).  We highlight these cases merely to alert attorneys to the insurance coverage 

issues; whether or not losses caused by Internet-based scams are covered by legal malpractice 

insurance is outside the Committee’s jurisdiction, which is limited to interpreting the New York 

Rules of Professional Conduct. 

 
5
 This description of the typical scam and the “red flags” identified in Sections II and III are 

derived from case law, articles, and ethics opinions cited throughout this opinion. 
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The attorney receives the closing or settlement check quickly.  The attorney then deposits 

the check in the law firm’s trust account and, once the check has “cleared,” the attorney transfers 

his contingent fee into his operating account and wires the remainder of the funds to a foreign 

bank account designated by the email sender.  Unfortunately, the attorney might not realize that a 

bank can “clear” a check and make the funds available before the bank actually collects the 

funds.  The bank may take weeks or even months to discover that the check is fraudulent.  When 

that happens, the bank will notify the attorney that the check was fraudulent.  

 

If the trust account contains the funds of other clients, then those clients may be harmed 

because the bank may use those funds to cover all or part of the wire transfer.  If the trust 

account contains no other client funds (or if the client funds are insufficient to cover the full 

amount of the wire transfer), then the bank will notify the attorney that his trust account is 

overdrawn, and will look to the attorney or the law firm to make up the deficiency.   

 

 

 

Before we discuss an attorney’s ethical options and obligations upon receiving a scam 

communication, we will identify some of the elements that may alert an attorney to the scam.  

A lawyer’s suspicion should be aroused by any one or more of these common “red flags” 

indicating a scam: 

 

 The email sender is based abroad. 

 The email sender does not provide a referral source.  (If the email sender is asked how he 

found the firm, he may respond that it was through an online search.  If prospective 

clients rarely approach the recipient attorney based on an Internet search, this should be 

an immediate red flag.)   

 The initial email does not identify the law firm or recipient attorney by name, instead 

using a salutation such as “Dear barrister/solicitor/counselor.”   

 The email uses awkward phrasing or poor grammar, suggesting that is was written by 

someone with poor English or was converted into English via a translation tool.   

 The email is sent to “undisclosed recipients,” suggesting that it is directed to multiple 

recipients.  (Alternatively, the attorney recipient may be blind copied on the email.)   

 The email requests assistance on a legal matter in an area of law the recipient attorney 

does not practice.   

 The email is vague in other respects, such as stating that the sender has a matter in the 

attorney’s “jurisdiction,” rather than specifying the jurisdiction itself. 

 The email sender suggests that for this particular matter the attorney accept a contingency 

fee arrangement, even though that might not be customary for the attorney’s practice. 

 The email sender is quick to sign a retainer agreement, without negotiating over the 

attorney’s fee (since the fee is illusory anyway).   

 The email sender assures the attorney that the matter will resolve quickly. 

 The counterparty, if there is one, will also likely respond quickly, settling the dispute or 

closing the deal with little or no negotiation. 



 

4 

 

 The email sender insists that his funds must be wired to a foreign bank account as soon as 

the check has cleared. (The sender often claims that there is an emergency requiring the 

immediate release of the funds.) 

 The email sender or counterparty sends a supposed closing payment or settlement check 

within a few days. The check is typically a certified check or a cashier’s check, often 

from a bank located outside of the attorney’s jurisdiction.   

 

 

 

When an attorney receives an email from what appears to be a prospective client, it may 

not be immediately obvious whether it is a legitimate inquiry or an Internet scam. The email 

sender may provide contracts or other legal documents that look completely genuine; the 

companies involved in the transaction or litigation may have realistic websites; and the closing or 

settlement check that the attorney receives may be so authentic looking that even a bank has 

difficulty detecting that it is fraudulent. 

   

Consequently, if an email or the course of dealing with the client contains one or more of 

the red flags described above, the safest course may be to delete it.  As the California State Bar 

Association Committee on Professional Responsibility and Conduct (“COPRAC”) has noted: 

“The best approach is to ignore such solicitations altogether.”  COPRAC Ethics Alert: Internet 

Scams Targeting Lawyers (Jan. 2011).  An attorney has no ethical obligation to respond to an 

unsolicited email inquiry from a prospective client.  See NYSBA Ethics Op. 833 (2009) (“An 

attorney is not ethically required to respond to unsolicited letters from incarcerated individuals 

requesting legal representation.”).  If the attorney responds to the email, however, he should be 

mindful of certain ethical obligations that arise once he engages in those communications.   

 

A. Ethical Duties Owed to the Email Sender 

 

Even before an attorney-client relationship has formed, an attorney owes certain duties to 

prospective clients, including the duty to preserve confidential information.  See Rule 1.18(b).  

Those duties do not apply, however, to someone who is merely posing as a “prospective client” 

but whose purpose is to defraud the attorney.  The Committee on Professional Ethics of the New 

York State Bar Association (“NYSBA”) has noted: 

 

[A] person who communicates with a lawyer seemingly for the purpose of 

forming a relationship to obtain legal services is presumptively a ‘‘prospective 

client’’ entitled to protections of confidentiality under the Rules.  However, if the 

purported prospective client is actually seeking to defraud the lawyer rather 

than to obtain legal services, then the person is neither an actual nor a 

prospective client and is not entitled to those confidentiality protections.  

 

NYSBA Ethics Op. 923 (May 18, 2012) (emphasis added).  In light of these principles, an 

attorney must exercise diligence in investigating prospective clients before concluding that they 



 

5 

 

are not genuine and thus not owed any ethical obligations.  “The presumption of confidentiality 

gives way only if and when the lawyer reasonably concludes that the purported client was not 

actually seeking legal services.”  Id. 

 

While an attorney is investigating the validity of a potential new matter, he is still bound 

by his duties to a legitimate prospective client.  In particular, Rule 1.18(b) prohibits the 

disclosure of any information learned in the consultation with the prospective client.  If the 

attorney has not yet determined that the prospective client is trying to defraud the attorney, then 

the attorney is prohibited from disclosing confidential information about the client, including to 

banking and law enforcement authorities.  If the attorney concludes after investigating the matter 

that the email sender is attempting to defraud him, then the attorney “may report the scheme to 

affected banks or law enforcement authorities, and may supply information and documents to 

those investigating the scheme, without violating any duty of confidentiality that would be owed 

to persons genuinely seeking legal services.”  Id. 

 

B. Ethical Duties Owed to Other Clients of the Firm 

 

When an attorney falls victim to the type of Internet scam described above, it could place 

other clients of the firm at risk.  For example, if an attorney’s trust account holds funds from 

multiple clients, then any funds that are transferred from the trust account to the email sender 

most likely belong to other clients of the firm.  This would place the firm in violation of Rule 

1.15(a), which imposes a fiduciary duty upon the attorney to preserve client funds.  The loss of 

those client funds triggers other ethical obligations, including a duty to immediately notify all 

affected clients.  See Rule 1.4(a)(1)(iii) (lawyer must “promptly inform the client of . . . material 

developments in the matter”).  

 

In addition to suffering the reputational damage and financial losses that may come with 

falling victim to a scam, a lawyer may have violated the duty of competence.  Rule 1.1 requires a 

lawyer to provide competent legal representation to a client and not to “intentionally . . . 

prejudice or damage the client during the course of the representation except as permitted or 

required by these Rules.”  Rule 1.1(a), 1.1(c)(2).  In our view, the duty of competence includes a 

duty to exercise reasonable diligence in identifying and avoiding common Internet-based scams, 

particularly where those scams can harm other existing clients.  Since depositing a counterfeit 

check into a firm’s trust account can negatively impact an attorney’s other current clients whose 

funds are in the same account, an attorney who fails to exercise reasonable diligence to identify 

and avoid an Internet scam may violate Rule 1.1.  See Iowa Sup. Ct. Att’y Disciplinary Bd. v. 

Wright, 840 N.W.2d 295 (Iowa 2013) (attorney violated duty of competence by failing to 

conduct a cursory Internet search, which would have revealed the existence of a commonplace 

internet scam that resulted in financial loss to attorney’s other clients).  

 

Thus, an attorney who receives an email solicitation from an unknown individual should 

conduct a reasonable investigation to ascertain that the email sender is a legitimate prospective 

client.  The due diligence may include verifying the accuracy of the information provided by the 

email sender, such as names, addresses, telephone numbers, website addresses, and referral 

sources.  The attorney should resist the temptation to depart from his customary intake 

procedures, such as performing conflict checks, verifying the prospective client’s business and 
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financial status, executing a retainer agreement, and obtaining an advance retainer.  The attorney 

should also take reasonable steps to ensure that all funds deposited into the trust account are held 

until the bank confirms that the funds have been honored or collected, not merely that a check 

has “cleared.”  As noted above, pressure from the email sender to wire the funds immediately on 

the basis of an emergency or urgent need is a red flag that should be scrutinized more closely. 

 

 

 

An attorney who discovers that he is the target of an Internet-based trust account scam 

does not have a duty of confidentiality towards the individual attempting to defraud him, and is 

free to report the individual to law enforcement authorities, because that person does not qualify 

as a prospective or actual client of the attorney.  However, before concluding that an individual is 

attempting to defraud the attorney and is not owed the duties normally owed to a prospective or 

actual client, the attorney must exercise reasonable diligence to investigate whether the person is 

engaged in fraud.  In addition, because Internet-based trust account scams may harm other firm 

clients, a lawyer who receives a request for representation via the Internet has a duty to conduct a 

reasonable investigation to ascertain whether the person is a legitimate prospective client before 

accepting the representation.  A lawyer who discovers he has been defrauded in a manner that 

results in harm to other clients of the law firm, such as the loss of client funds due to an escrow 

account scam, must promptly notify the harmed clients. 
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NEW YORK CITY BAR ASSOCIATION 

COMMITTEE ON PROFESSIONAL ETHICS 

 

Formal Opinion 2015-6: DUTY TO NOTIFY CLIENTS WHEN THEIR FILES ARE 

ACCIDENTALLY DESTROYED 

 

 

TOPIC: Ethical Duties when Client Files Are Accidentally Destroyed  

 

DIGEST: When client files are destroyed in an accident or disaster, an attorney may have an 

ethical obligation to notify current and former clients.  Where the destruction of a client file 

compromises the lawyer’s ability to provide competent and diligent representation to the client, 

the lawyer must take reasonable steps to reconstruct the file sufficiently to allow the lawyer to 

provide such competent and diligent representation or must notify the client if he is unable to do 

so.  The lawyer must also notify the current or former client if an accident or disaster 

compromises the security of confidential information. 

 

RULES:  1.1, 1.3, 1.4, 1.15, 1.16 

 

QUESTION:  What ethical obligations govern a lawyer’s duty to notify clients that their files 

have been destroyed?  

 

Opinion 

 

I. Introduction 
 

Natural or man-made disasters may cause the inadvertent destruction of client files.  In 

February 2015, for example, a fire raged through a Brooklyn warehouse, destroying sensitive 

legal and medical data and scattering documents around the area.  Several law firms, government 

agencies and businesses stored documents at the affected warehouse.
1
  In autumn of 2013, 

Hurricane Sandy surged through New York City and destroyed thousands of barrels of evidence 

housed in a warehouse in Red Hook, Brooklyn.
2
  And on September 11, 2001, numerous New 

York firms saw documents destroyed in the wake of the terrorist attacks on the World Trade 

Center. 

This opinion will address a lawyer’s ethical duties to his clients when files are destroyed 

by an unforeseen disaster or accident.
3
  We assume, for the purposes of this opinion, that the 

                                                           
1
 See Vivian Yee, Fire at a Brooklyn Warehouse Puts Private Lives on Display, The New York Times, Feb. 1, 2015, 

available at www.nytimes.com/2015/02/02/nyregion/large-warehouse-fire-continues-to-burn-in-brooklyn.html. 
2
 See David Goodman, Flooding of 2 Police Warehouses Destroys Evidence Needed for Criminal Trials, Jan 1, 

2013, available at www.nytimes.com/2013/01/02/nyregion/hurricane-destroyed-evidence-held-by-new-york-

police.html. 
3
 This opinion addresses only those obligations that arise in the wake of a disaster or accident that results in the 

destruction of client files.  Naturally, there are steps a lawyer can and should take before such a disaster occurs to 

minimize the risk of damage.  See, e.g., NYSBA Op. 940 (2012) (discussing the use of off-site backup tapes to store 

client information); NYCBA Report on “The Cloud and the Small Law Firm: Business, Ethics and Privilege 

Considerations” (Nov. 2013) (discussing use of cloud storage).  That topic is beyond the scope of this opinion. The 
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lawyer has no agreement with the client as to the disposition of client files after the 

representation ends.  Specifically, the opinion will address the following questions: 

1. When must a lawyer notify a client that files relating to its legal matter have been 

destroyed?   

 

2. What must the lawyer do to continue providing competent representation to the client 

after files have been destroyed?   

 

3. What is a lawyer’s duty when he knows a client’s confidential information may be 

compromised as the result of a disaster? 

 

II. A Lawyer’s Duty to Notify Current and Former Clients About Files Destroyed 

in a Disaster or Accident 
  

A. The Duty to Preserve Client Files 

Under the New York Rules of Professional Conduct (the “Rules”), a lawyer has certain 

obligations with respect to property and files belonging to clients and third persons both during 

and after the representation.  For example, Rule 1.15(a) states that a lawyer who is “in possession 

of any funds or other property belonging to another person, where such possession is incident to 

his or her practice of law” acts as a “fiduciary” to the property owner.  Rule 1.15(c)(4) requires 

the lawyer to “promptly . . . deliver to the client or third person as requested by the client or third 

person the . . . properties in the possession of the lawyer that the client or third person is entitled 

to receive.”  Rule 1.16(e) states that a lawyer must deliver “to the client all papers and property 

to which the client is entitled” at the end of the representation.  The question of whether files 

related to a client’s matter are the client’s “property” is a question of law on which we cannot 

opine, as our jurisdiction is limited to interpreting the Rules.  See NYCBA Formal Op. 1986-4 

(1986) (whether files belong to client or attorney is a legal question beyond the Committee’s 

jurisdiction).  New York case law suggests, however, that a client has a property interest in – or, 

at a minimum, free access to – most documents or other materials relating to the client’s matters.  

See Sage Realty Corp. v. Proskauer Rose Goetz & Mendelsohn L.L.P., 91 N.Y.2d 30 (1997) 

(client is “entitled to inspect and copy work product materials, for the creation of which they 

paid during the course of the firm’s representation”).   

Putting aside technical arguments about whether client files constitute client “property,” 

prior ethics opinions have established that lawyers have a duty to preserve documents relating to 

their client matters.  See, e.g., NYCBA Formal Op. 2010-1 (2010) (lawyers have a duty to 

preserve and safeguard documents relating to representation); NYSBA Op. 766 (2003) (“former 

client is entitled to any document related to the representation unless substantial grounds exist to 

refuse access”); NYCLA Op. 725 (1998) (lawyer should take reasonable steps to retain closed 

client files); NYCBA Formal Op. 1986-4 (guidelines for preserving and delivering client files); 

ABA Formal. Op. 471 (2015) (detailing lawyer’s obligations under the ABA Model Rules of 

Professional Conduct when responding to former client’s request for papers and property in the 

lawyer’s possession).  The duty to preserve client files, however, does not extend indefinitely.  

See NYCBA Formal Op. 2010-1 (“lawyer need not permanently retain all files after an 
                                                                                                                                                                                           
destruction of client files may also trigger other duties that are beyond the scope of this opinion, such as notifying 

the lawyer’s malpractice insurance carrier. 
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engagement is concluded”) (citing NYSBA Op. 623 (1991)); NYCLA Op. 725 (Under certain 

circumstances, attorney may discard a former client’s file).  For certain records, the Rules 

specify a seven-year retention period.  See R. 1.15(d) (requiring a lawyer to maintain certain 

“bookkeeping records” for “seven years after the events that they record”).  Yet, for most client 

files, the Rules are silent as to the length of time they must be preserved.  Because of this 

uncertainty, lawyers may have a tendency to keep old client files in storage either from an 

abundance of caution, or simply from inertia.  Consequently, when client files are destroyed in a 

disaster or accident, lawyers may be uncertain as to their ethical obligations concerning those 

files. 

B. The Duty to Notify Clients or Former Clients When Files Are Inadvertently 

Destroyed 

Given that lawyers have a duty to preserve client files (at least for some period of time), it 

follows that an attorney may have a duty to notify the client or former client when such files 

have been inadvertently destroyed.  This inference is supported by Rule 1.4, which requires an 

attorney to “promptly inform the client of material developments in the matter,” keep clients 

“reasonably informed about the status of a matter,” and “promptly comply with a client’s 

reasonable requests for information.” R. 1.4(a)(1)(iii), (a)(3), (a)(4).  This duty also arises from 

the fiduciary duty that lawyers assume when they take possession of property belonging to 

clients or third parties.  See R. 1.15(a) (lawyer who holds property of client or third party acts as 

a “fiduciary”). 

There is no bright line rule to determine whether the inadvertent destruction of a 

document triggers a duty to notify the client or former client.  Lawyers should make such 

determinations on a case-by-case basis, taking into account factors such as the relevance of the 

document to the matter, the type and age of the document, the status of the legal matter, and the 

ease of replicating the document.  Although NYCBA Formal Op. 2010-1 addressed a different 

issue – when a lawyer may destroy client files after the representation ends – the Committee’s 

analysis is helpful in assessing when the duty to notify is triggered.  The opinion suggested 

grouping files into three categories of importance:  

 Category 1: Documents with “intrinsic value or those that directly affect property 

rights.”  This includes documents such as wills, deeds and negotiable instruments.   

 Category 2: Documents that a lawyer “knows or should know may still be necessary or 

useful to the client, perhaps in the assertion of a defense in a matter for which the 

applicable limitations period has not expired.”  This is probably the broadest category 

of documents, and may include documents relating both to active and inactive client 

matters.   

 Category 3: Documents with relatively little importance that would “‘furnish no useful 

purpose in serving the client’s present needs for legal advice.’” (quoting Sage Realty, 

91 N.Y.2d at 36).   

Applying this framework, NYCBA Op. 2010-1 concluded that “Category 1 documents 

must be preserved or returned to the client, unless the client specifically directs a different 

disposition.”  Similarly, if Category 1 files are inadvertently destroyed, we conclude the lawyer 

has an affirmative obligation to take reasonable steps to notify the client or former client, unless 

there is an agreement to the contrary.  By contrast, NYCBA Op. 2010-1 concluded that “there is 
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no obligation to preserve or return Category 3 documents,” nor is express client consent 

necessarily required to destroy such documents.  Accordingly, if – after conducting a reasonable 

inquiry – the attorney concludes that the documents fall into Category 3, he has no affirmative 

duty to notify the client of their inadvertent destruction, unless he and the client have agreed 

otherwise.  The attorney is required, however, to comply with a client’s “reasonable request[]” 

for information about those files, pursuant to Rule 1.4(a)(4).  Thus, if the client or former client 

inquires about the status of Category 3 files, the attorney must promptly inform the client that the 

documents were inadvertently destroyed. 

As NYCBA Op. 2010-1 notes, Category 2 documents must be analyzed on a case-by-

case basis.  The Committee suggested that, before destroying a Category 2 document at the end 

of the representation, the lawyer should determine whether “the document in question is one a 

client foreseeably may need for pursuit of a claim following completion of the engagement, or 

whether no such need exists because the document relates solely to a claim fully and finally 

resolved through litigation.”  We must emphasize, however, that NYBCA Op. 2010-1 dealt only 

with the disposition of client files after the representation ends.  By contrast, our analysis must 

distinguish between Category 2 documents that relate to active matters, such as ongoing 

litigations or negotiations, and inactive matters, particularly those that have been closed for a 

significant period of time.   

With regard to active matters, we conclude that the lawyer must take reasonable steps to 

notify the client if Category 2 documents are inadvertently destroyed.  With respect to closed 

matters, however, the lawyer must determine – after a reasonable inquiry – whether the “client 

foreseeably may need” the documents.  NYCBA Formal Op. 2010-1.  For example, if the lawyer 

reasonably concludes that the “document relates solely to a claim fully and finally resolved 

through litigation,” he is not required to notify the client of the document’s destruction.  By 

contrast, if there are open issues relating to the matter, such as related lawsuits, indemnification 

claims, subsequent negotiations, subsequent performance issues or contract breaches, or 

malpractice issues, the lawyer should take reasonable steps to notify the client that the file was 

destroyed.  See id. (lawyer should consider whether “document in question is one a client 

foreseeably may need for pursuit of a claim following completion of the engagement”).  Other 

factors that may be relevant to the decision to notify the client include: 

 The amount of time that has passed since the matter was closed; 

 Whether the firm previously gave the client reasonable notice that the files were 

available to be collected or delivered and whether the client responded to such 

notice; 

 Whether the firm delivered copies of the files to the client at the conclusion of the 

matter or the client received copies of the files while the matter was ongoing; 

 Whether the firm has previously made unsuccessful attempts to contact the client; 

 Whether the contents of the file can be reconstructed from other sources. 

Naturally, the most prudent option is to notify the client when any Category 2 documents are 

inadvertently destroyed.  In our view, however, if the lawyer has evidence that the client retained 

copies of the documents at the end of the representation, he has no duty to notify the client that 

the lawyer’s copies of the documents were destroyed.  In addition, if the lawyer has advised the 

client in writing at the end of the matter that her files will be destroyed without further notice if 
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not retrieved by a certain date, and those files are inadvertently destroyed in an accident after that 

date, the lawyer is not obligated to notify the client.   

III. Fulfilling the Duties of Competence and Diligence After Client Files Are 

Inadvertently Destroyed 

 

Lawyers are required to “provide competent representation to a client,” defined as 

possessing the “legal knowledge, skill, thoroughness and preparation reasonably necessary for 

the representation.” R. 1.1(a).  A lawyer must also “act with reasonable diligence and promptness 

in representing a client,” and “not neglect a legal matter entrusted to [him].” R. 1.3(a), (b).  The 

destruction of client files may significantly impact the lawyer’s ability to competently or 

diligently represent his client.  Upon learning that client files have been destroyed, the lawyer 

must first assess whether any of those files are needed to continue providing competent and 

diligent representation on open matters.  If so, the lawyer must make reasonable efforts to 

reconstruct the destroyed file.  This may include seeking copies of records from other sources, 

such as the court, government agencies, opposing counsel, co-counsel or the client herself.
4
  If 

the lawyer is unable to reconstruct the file to the extent necessary to provide competent and 

diligent representation, he must promptly disclose this fact to the client.   

IV. Duties with Respect to Confidential Information in the Wake of a Disaster or 

Accident 

 

Under Rule 1.6, “a lawyer shall not knowingly reveal confidential information” 

belonging to a client, and must “exercise reasonable care to prevent the lawyer’s employees, 

associates, and others whose services are utilized by the lawyer from disclosing or using 

confidential information of a client.”  R. 1.6(a), (c).  The comments to Rule 1.6 explain that a 

lawyer must take precautions to prevent confidential information relating to the representation of 

the client “from coming into the hands of unintended recipients.”  R. 1.6, Cmt. [17].  

Furthermore, special circumstances may warrant special precautions to protect confidential 

information, depending on the sensitivity of the information and the extent to which the privacy 

of the communication is protected by law or by a confidentiality agreement.  Id.  The duty of 

confidentiality continues after the attorney-client relationship has ended.  See R. 1.9(c)(2) 

(lawyers may not “reveal confidential information of [a] former client protected by Rule 1.6 

except as these Rules would permit or require with respect to a current client”).   

In the wake of a disaster or accident, confidential information may be compromised.  For 

example, in the Brooklyn warehouse fire, papers were strewn about the immediate area.  

Although the lawyer may not be able to prevent the dissemination of confidential information in 

such a situation, the fact that confidential information is no longer secure would be a material 

development in the representation.  Consequently, the lawyer has a duty to notify his clients – 

not only that client files may have been destroyed – but also that confidential information may 

have been compromised.  R. 1.4(a)(1)(iii).  As indicated above, the extent of a lawyer’s duty to 

take affirmative steps to protect confidential information in anticipation of a disaster is beyond 

the scope of this opinion.    

                                                           
4
 We recognize that reconstructing a client’s file may, in certain instances, come at a substantial cost.  We do not 

opine on whether it is permissible for the lawyer to charge his client for reconstructing the file.  Such a 

determination is at least in part a question of law on which we cannot opine and is also beyond the scope of this 

opinion. 



 

6 
 

V. Conclusion 
 

When client files are destroyed in an accident or disaster, an attorney may have an ethical 

obligation to notify the client or former client.  Where the destruction of a client file 

compromises the lawyer’s ability to provide competent and diligent representation to the client, 

the lawyer must take reasonable steps to reconstruct the file and must notify the client if he is 

unable to do so.  The lawyer must also notify a client or former client if an accident or disaster 

compromises the security of the client’s confidential information. 
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INTRODUCTION FROM THE CO-CHAIRS 

As a result of the COVID-19 outbreak, numerous attorneys find themselves in uncharted 
professional territory, with their work lives and daily routines unexpectedly disrupted.  Many 
attorneys who have worked in offices throughout their careers, with the benefit of administrative 
support, now find themselves forced to work from home, and not as comfortable as they would 
like to be with the technology they need to use in order to carry on their practices and comply 
with their ethical obligations remotely.  Further complicating matters, in addition to the ever 
present cybersecurity risks attorneys face daily, we have seen an increase in malware and 
phishing schemes related to COVID-19. 
 
Given our focus on providing practical, understandable, and timely cybersecurity resources to 
NYSBA members, the Committee on Technology and the Legal Profession has put together this 
Alert.  It is designed to provide attorneys with a checklist of tips to help them work securely 
while working remotely.  Like the Key Takeaways report we issued in February, the Alert is 
concise and easy to read.  The Committee thanks Patrick J. Burke, Todd D. Daubert, Ronald J. 
Hedges, Debbie Reynolds, and Aishwarya Minochia, all members of its Cybersecurity 
Subcommittee, for their help in preparing this Alert.    



  
 

 
CHECKLIST 

 
With the spread of Coronavirus/COVID-19, it’s important for law firms to quickly address their 
planning for having attorneys and staff serve their clients’ needs from home.  Here is a practical 
checklist of what firms need to consider to make that work, and to avoid cybersecurity risks 
inherent in remote lawyering: 
 

• If your firm doesn’t already have a remotely-accessed digital workspace, get one.  
(These are sometimes called VPNs, for Virtual Private Networks.) 

o Get one licensed, installed and tested by your IT personnel 
o It should enable access to email, documents and billing applications 
o It should have multi-factor authentication, meaning that even if the wrong person 

gains control over an attorney or staff member’s personal device, they cannot 
access the firm’s digital workspace unless they also possess that second device 

o Make sure your attorneys and staff know how to use it 
o Provide written instructions and hold tutoring sessions 

 
• If you already have a remotely-accessed digital workspace/VPN, make sure every 

attorney and staff member knows how to use it to access needed information. 
 

• Consider providing attorneys with the ability to conduct telephone and video 
conferences from home. 

o You may need to obtain or expand licenses for secure and reliable conference call 
and video conferencing services 

§ Some attorneys may be tempted to use free services, which may not be 
secure, or services keep recordings of conversations and meetings by 
default, leaving those recordings out of the firm’s control and protection.  
You should not do so. 
 

• Prepare attorneys and staff for work-from-home. 
o Make sure attorneys and staff know how to access their work voicemail (and 

know their passcode) 
o Share personal telephone numbers among colleagues as a communications back-

up 
o Verify that attorneys and staff members have access to a laptop, iPad or other 

devices so that they can use to work effectively from out of the office 
§ Encourage them to check that their devices have all recommended system 

updates and patches installed 
§ Advise them that these devices should require passwords (or facial 

recognition) for use  
§ Warn about the risks of sharing the device with family members 



  
 

o Attorneys and staff members need to know how to use the firm’s remotely-access 
digital workspace.  Double check with any who have not been accessing it 
regularly 

§ Verify they all have the digital workspace properly installed on their out-
of-office device 

§ Verify that everyone has the accompanying multi-factor authentication 
app linked to the digital workspace properly installed on a smartphone or a 
second device 

o Educate attorneys and staff on the dangers of linking to the firm’s systems using 
insecure publicly-available WiFi, or using a home WiFi connection that lacks 
strong password protection  

o Start moving copies of important paper copies of work materials from the office 
to home 

§ Having client confidential information printed on paper in unsecure 
locations (including home) can be a security risk if stolen, lost or 
misplaced, so advise attorneys and staff not to do so unless it is 
unavoidable, where the benefits outweigh the risk 

§ This paper should be securely shredded after use (not simply disposed of 
at home or in a public place), or brought back to the office 
 

• Prepare for the cybersecurity risks of remote working. 
o Understand that all of the firm’s efforts to prevent malware from entering the IT 

system have not been applied to attorney and staff personal devices 
§ Personal devices may already be infected with malware, particularly if 

used by children or other family members who click unsafe links sent by 
hackers 

§ Personal devices likely do not have the perimeter controls and virus 
detectors installed on firm systems, and often lack required patches to 
security flaws in their operating system and applications 

o Employees should not store confidential client digital documents, 
communications and other digital information outside of the firm’s secured 
environment 

§ Digital workspaces/VPNs generally only enable storage within the digital 
workspace/VPN 

§ Beware of attorneys and staff who send copies of emails and documents 
through their personal email accounts 

• Set a policy forbidding saving of client confidential emails and 
documents directly on personal devices (they should be stored only 
on the firm’s system, using the remotely-accessed digital 
workspace/VPN) 



  
 

§ Warn against using personal devices that are not secure 
• Personal devices should be protected with strong passwords and, if 

possible, segregated with separate passwords for separate access 
for significant others or other family members 

• If possible, these devices should be encrypted when not in use (and 
consider advising that these devices should not be taken out of the 
home to prevent loss, particularly if not encrypted) 

• If client confidential data is saved to the devices’ hard drives, it 
should be deleted as soon as practicable 

• Instruct attorneys and staff not to store or transfer confidential data 
using unapproved personal cloud service accounts 

§ Consider requiring all attorneys and staff to change their passwords 
frequently during the course of the remote-working period 

• This reduces the scope of the threat if their personal device gets 
hacked (or already is) 

§ Provide attorneys and staff with refresher training on avoiding 
cybersecurity risks, including phishing attacks (often effectuated by 
tricking email recipients to click links that release malware) 

• Consider sending attorneys and staff fake phishing emails, to test 
which of them clicks the links and require follow-up training 
 

• IT security should go on high alert.  Whether you have internal IT or outsource, they 
should be: 

o Watching closely for anomalies in activity on your system, evidence of hacking 
during this time of vulnerability 

o Keeping better logs of network activities, to enable better information about 
threats 

o Keeping a particular eye on remote access 
o Considering “stress-testing” your security protocols, perhaps randomly, to 

determine where vulnerabilities lie and plug them before bad guys can get into 
your firm’s network 

 
Lastly, consider the challenges of practicing law amid the Coronavirus/COVID-19 outbreak as a 
good time to review (or create) your firm’s written Business Continuity Plan, and consider 
whether your firm has appropriate cybersecurity insurance, including for social engineering (and 
an appropriate amount of coverage).   
 
 
 
 
 
 



  
 

As someone once wisely said: 
 

 

“You never want a serious crisis to go to waste. And what I mean by that is an 
opportunity to do things that you thought you could not do before.”  

 
For a comprehensive, yet readable, summary of practical cybersecurity considerations for law 
firms, take a look at Key Takeaways from the Cybersecurity Thought Leadership Conference 
of the Technology and the Legal Profession Committee of the New York State Bar Association 
(February 3, 2020) by clicking this link:  https://nysba.org/app/uploads/2020/02/FINAL-NYSBA-
Cyber-Key-Takeaways-13120.pdf 
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Nicole Hyland is a partner in the Litigation Group and Professional Responsibility Group at 
Frankfurt Kurnit. Her practice focuses primarily on legal ethics, professional responsibility, and 
legal malpractice. 

Ms. Hyland counsels attorneys and law firms on conflicts of interest, legal fee disputes, escrow 
issues, disqualification motions, multijurisdictional law practice, business transactions with 
clients, lateral transitions, law firm formation and break-ups, advertising and social media use, 
and other professional responsibility issues. Ms. Hyland also represents defendants and plaintiffs 
in legal malpractice and breach of fiduciary duty disputes. She was named a New York area “Super 
Lawyer” in the field of Professional Liability by Super Lawyers magazine, and was awarded the 
2015 Global Award in Professional Negligence – New York, USA by Corporate LiveWire.

In addition to her legal ethics and professional responsibility practice, Ms. Hyland has an 
active litigation practice, focusing on art, literature, and entertainment industry disputes. She 
handles copyright, trademark, right of publicity, and defamation claims, as well as disputes 
over financing, production, distribution, and talent agreements. She counsels art, literature, 
and entertainment industry clients on content issues, including copyright, trademark, right of 
publicity, television formatting rights, privacy, defamation, and fair use.

Ms. Hyland serves on the New York State Bar Association’s Committee on Standards for Attorney 
Conduct (COSAC), which is responsible for drafting and proposing amendments to the New 
York Rules of Professional Conduct.  Since 2008, she has been a member of the Association of 
Professional Responsibility lawyers (APRL), a national organization of ethics and professional 
responsibility lawyers and she is co-chair of the Professional Ethics Committee of the New York 
Women’s Bar Association. 

Ms. Hyland is the immediate past Chair of the Committee on Professional Ethics of the New 
York City Bar Association, which provides guidance to New York state lawyers on a wide range 
of ethical issues, issues formal and informal written opinions, and operates the Ethics Hotline, a 
free resource for all New York state attorneys.

Ms. Hyland writes and lectures frequently on legal ethics and professional responsibility issues. 
She recently joined Professor Roy Simon as a co-author on his seminal treatise:  Simon’s New York 
Rules of Professional Conduct Annotated (2015, 2016, 2017 ed.). Ms. Hyland graduated with honors 
from Fordham University School of Law in 2002 (Cum Laude, Order of the Coif) where she was 
Notes and Articles Editor on the Fordham Law Review.  She earned her Bachelor’s Degree from 
Columbia University in 1990. Ms. Hyland is admitted to practice in New York. 

Follow Nicole on Twitter @NiHyland, connect with her on LinkedIn, “Like” her Facebook page, 
or view her documents on JD Supra.  
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Tyler Maulsby is counsel to the Litigation, Legal Ethics & Professional Responsibility, and White 
Collar Defense & Investigations practice groups. He is listed as a 2019 “Rising Star” by Super 
Lawyers magazine.

Mr. Maulsby represents individuals and entities in a wide range of industries including law, 
media, entertainment, technology, fashion, and education, non-profit, and government.  

In his legal ethics and professional responsibility practice, Mr. Maulsby represents lawyers and 
law firms in litigation and counseling matters. Representative matters include: 

• Defending a national law firm in a multi-million dollar legal malpractice lawsuit

• Successfully defending a law firm in a motion to disqualify based on a conflict of interest 
in a complex federal litigation

• Representing lawyers and law firms in numerous fee disputes

• Securing a dismissal of sanctions against a lawyer in a federal class-action litigation

• Representing lawyers and law students in disciplinary and admissions proceedings

• Advising lawyers seeking to change firms or form a new firm

• Providing ongoing legal ethics and risk management advice to lawyers and law firms

Mr. Maulsby also represents clients in commercial and criminal litigation matters in state and 
federal courts. His recent experience includes:

• Representing a large media company in an investigation by the United States 
Department of Justice

• Assisting several companies in their investigation and response to allegations of sexual 
assault and harassment

• Representing individuals in partnership disputes, dissolution proceedings and related 
business disputes

• Representing lawyers and law students in disciplinary and admissions proceedings

• Securing favorable outcomes for several high-profile individuals facing criminal charges 
and related civil allegations

Mr. Maulsby currently serves as chair of the New York City Bar Association’s Committee 
on Professional Ethics. He currently serves on the board of directors of the Association of 
Professional Responsibility Lawyers and is a member of the ABA Center for Professional 
Responsibility and the National Association of Criminal Defense Lawyers. He frequently writes 
and speaks on a wide variety of legal ethics and professional responsibility issues.

He is a graduate of NYU’s Gallatin School of Individualized Study (BA) and Tulane Law School 
(JD). Mr. Maulsby is admitted to practice in New York and New Jersey as well as the United States 
District Courts for the Southern and Eastern Districts of New York.
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James Mariani is an associate in the Privacy & Data Security Group.

Mr. Mariani handles regulatory, operational, and transactional matters related to data privacy, 
security, and incident response. He advises on a wide variety of technology-based and digital 
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strategy when creating processes for handling data subject access requests (DSARs). 
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background as a former cybercrimes prosecutor to help clients navigate forensic investigation 
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on the preventative side of data breach by drafting information security policies and incident 
response plans. 
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