
 

 

 
 
What are the essential items to have on your radar 
if advising an organisation that accesses or uses 
NHS data? 

This Q&A was published on Lexis®PSL on 26 February 2021 and can be found here (subscription 
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NHSX recently launched a brand new information governance portal providing a ‘one-stop 
shop’ for NHS policies and guidance. NHSX is the NHS body established to drive the digital 
transformation of care, and its new portal covers everything from data protection in research 
to record management. But even with the new portal, navigating NHS guidance on data is 
not easy. 

This response picks out six essential items to have on your radar if your organisation 
accesses or uses NHS datasets. 

The Caldicott Principles 
 

•  the Caldicott Principles apply to the use of confidential information within health 
and social care organisations and when shared with third parties, such as 
service providers to the NHS 

•  there are eight broad principles for the protection of people’s medical 
confidentiality, including justifying the purpose for using confidential information 
and using the minimum necessary confidential information 

•  the National Data Guardian recently added an eighth Caldicott Principle, which 
makes clear that patients’ and service users’ expectations must be considered 
and informed when confidential information is used 

 
 

Data Security and Protection (DSP) Toolkit 
 

•  the DSP Toolkit is an online self-assessment tool that allows organisations to 
measure their performance against the National Data Guardian’s ten data 
security standards 

•  all organisations that have access to NHS data must use this to determine 
whether they are practicing good data security and that personal information is 
being handled correctly 

•  the DSP Toolkit focuses on data security, and organisations are required to 
confirm a range of assertions and support these using evidence. Organisations 
can choose to publish these results, which acts as an accountability mechanism 

•  organisations can also use the NHS DSP Toolkit to report security breaches and 
data protection incidents 

 
 

UK Data Protection Act 2018 and UK GDPR 

 

https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/410962/6239-4HN3-GXFD-80K9-00000-00/What%20are%20the%20essential%20items%20to%20have%20on%20your%20radar%20if%20advising%20an%20organisation%20that%20accesses%20or%20uses%20NHS%20data?
https://www.lexisnexis.co.uk/legal/experts/4445
http://www.nhsx.nhs.uk/information-governance/guidance/
http://www.gov.uk/government/publications/the-caldicott-principles
http://bit.ly/3uFW4bl


 

 

•  organisations must comply with the UK Data Protection Act 2018 (DPA 2018) 
and the General Data Protection Regulation (EU) 2016/679 as incorporated into 
UK law (UK GDPR) 

•  DPA 2018 and the UK GDPR cover processing personal data and requirements 
for handling special category data, which includes health data. This should be 
one of the first considerations for organisations planning on contracting with the 
NHS 

 
 

NHS guidance on off-shoring and use of public cloud services 
 

•  NHS guidance on cloud security good practice (2018) encourages cloud storage 
of NHS data in the EEA or a country deemed adequate by the European 
Commission. The guidance has not yet been updated to reflect Brexit 

•  the guidance presents a framework for assessing and managing the risk around 
the use of public cloud technologies in the health and social care sectors in 
England 

 
 

National data opt-out 
 

•  the national data opt-out is a service allowing patients to opt out of their 
confidential patient information being used for research and planning. The 
information includes that collected in the course of publicly funded, 
commissioned or co-ordinated health and adult social care, as well as private 
care given in NHS settings 

•  the national data opt-out does not apply where data is shared for a patient’s 
care 

•  all health and care organisations that process health and social care information 
as a controller must be compliant with the national opt-out policy by 31 March 
2021. They must ensure there are systems in place to facilitate a patient ’s opt 
out and processes to ensure that patients’ data is not used for research and 
planning purposes 

 
 

The records management code of practice 
 

•  the records management code of practice (2016) sets out what people working 
with or in NHS organisations in England must do to correctly manage records. 
These are based on the legal requirements and professional best practice 
published by the Information Governance Alliance in 2016 

•  this guidance covers data retention guidelines, setting out how long records 
should be retained by an organisation in possession of NHS data 

•  a consultation for a new records management code of practice 2020 recently 
concluded, so a new version is in the works. The revised version of the code will 
be published once NHSX have analysed the responses and updated the code. 
The 2016 version is still valid until the new code has been finalised 

First published by Backer McKenzie on 12 February 2021. Reproduced with permission. The 
original publication is available here. 
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