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Gibraltar is a self-governing and self-financing British Overseas Territory. The UK is responsible for defence and external affairs,
however, Gibraltar retains a full internal self-government under its 2006 constitution.

As a result of the EU referendum, Gibraltar, along with the UK, formally left the EU on January 31, 2020. Gibraltar (and the UK) then
entered into the "Transition Period" under the EU-UK Withdrawal Agreement, which came to an end on December 31, 2020. 

Since January 1, 2021, the current position in Gibraltar with respect to EU Law is as follows:

• EU-derived Gibraltar legislation, as it had effect in Gibraltar law immediately before midnight on December 31, 2020, continues to
have effect in domestic law on and after December 31, 2020;

• Direct EU legislation, so far as operative immediately before December 31, 2020, forms part of Gibraltar law on or after December
31, 2020;

• Any rights, powers, liabilities, obligations, restrictions, remedies and procedures created or arising by or under Treaties which,
immediately before December 31, 2020 are recognised and available in Gibraltar law; and are enforced, allowed and followed
accordingly, continue on and after December 31, 2020 to be recognised and available in Gibraltar law (and to be enforced, allowed
and followed accordingly); and

• A court or tribunal in Gibraltar is not bound by any principles laid down, or any decision made, on or after December 31, 2020 and
cannot refer any matter to the European Court on or after December 31, 2020. However, a Gibraltar court is bound by retained EU
case law so far as there is a post-transition case law which modifies or applies that retained EU case law and which is binding on the
court.

An in-principal agreement was reached between Gibraltar, the UK and Spain for a proposed framework for a UK EU Agreement or
Treaty on Gibraltar's future relationship with the EU, however, the proposed framework is yet to be finalised.

Background and overview of risk rating

Gibraltar is not on the Financial Action Task Force (FATF) list of countries that have been identified as having strategic anti-money
laundering (AML) deficiencies, and neither are there any international sanctions currently in force against Gibraltar.

The Fifth Round Mutual Evaluation Report relating to the implementation of AML and counter-terrorist financing (CTF) standards in
Gibraltar was undertaken in 2019. This analysed Gibraltar's level of compliance with the FATF 40 Recommendations and the level of
effectiveness of Gibraltar's AML/CFT system and provided recommendations on how the system could be strengthened. According to
the evaluation, Gibraltar was deemed compliant and largely compliant for the FATF 40 Recommendations.

Key directives and legislative framework

• The 5th anti-money laundering Directive ( Directive 2018/843/EU) (5AMLD);
• The Proceeds of Crime Act 2015 (POCA) as amended;
• The Proceeds of Crime Act 2015 (Relevant Financial Business) (Registration) (Regulations) 2021 (RFB Registration Regulations);
• The Gibraltar Counter Terrorism Act 2010
• The Gibraltar Terrorism Act 2018;
• The Gibraltar Crimes Act 2011.

https://regintel.thomsonreuters.com/#accelus/ri/%7B%22location%22%3A%22%23ri%2Fdocument%2Feudirectives-N91148495BAC711E99416A579A2E1B973%2Fview%22%7D
https://regintel.thomsonreuters.com/#accelus/ri/%7B%22location%22%3A%22%23ri%2Fdocument%2Fproceedsofcrimeact2002-N16170E90E13B11E88D63E1375C9137A5%2Fview%22%7D
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On March 13, 2020, Gibraltar transposed the 5AMLD which amended the 4th anti-money laundering Directive. In order to transpose
the 5AMLD, Gibraltar made amendments to legislation through the Proceeds of Crime Act 2015 (Amendment) Regulations 2020
(5MLDRegs).

The 5MLDRegs amended the following pieces of legislation:

• POCA;
• Register of Ultimate Beneficial Owners Regulations 2017;
• National Coordinator for Anti-Money Laundering and Combatting Terrorist Financing Regulations 2016;
• Supervisory Bodies (Powers etc.) Regulations 2017; and
• Terrorism Act 2018.

The 6th anti-money laundering Directive (Directive 2018/1673/EU) (6AMLD)

The 6AMLD, which amended the 5AMLD, came into effect for member states on December 3, 2020 and it must have been
implemented by financial institutions by June 3, 2021. The 6AMLD establishes the definition of criminal offences and sanctions in the
area of money laundering.

The UK Government has taken the decision to opt out of complying directly with 6AMLD as it is of the view that existing UK legislation
is already largely compliant with the requirements of the 6AMLD and has stated that in many cases, the UK has already gone further
than the 6AMLD.

Although it is uncertain whether Gibraltar will follow the UK on opting out of complying directly with 6AMLD, we find that the current
POCA legislation in Gibraltar is also largely compliant with the 6AMLD. We set out a non-exhaustive overview below.  

• Prosecution in Gibraltar is not hindered by the fact that criminal conduct occurred outside of Gibraltar (section 182).
• Gibraltar has the power to prosecute and investigate external offences (section 184A POCA).
• Gibraltar's legislation on what constitutes money laundering offences is virtually the same as that of the 6AMLD (i.e. Article 2

6AMLD).
• The legal punishment for money laundering offences in Gibraltar goes beyond that required by the 6AMLD.
• The following offences are expressly referred to: terrorism; illicit trafficking in stolen and other goods; tax crimes relating to direct;

indirect taxes; and insider trading and market manipulation.
• Relevant financial business must take appropriate steps to identify and assess risks of money laundering taking into account

developing technology. (POCA 25A)

In addition, the Proceeds of Crime (Miscellaneous Amendment) Act 2021 came into force on the February 9, 2021 and amended a
number of pieces of Gibraltar legislation, most prominently the Proceeds of Crime Act 2015 (POCA). The key changes are:

1. the clarification of the definition of "beneficial owner";
2. a new definition for "Listed Entity";
3. the list of "relevant financial businesses" (RFB) has been expanded to include a redefinition of the Art Market Participant and Art

Freeport Operators;
4. the customer due diligence (CDD) measures that RFBs must apply clarify what the legal and regulatory requirements are;
5. RFBs continue to be required to review their existing CDD documentation on a risk-based approach but an amendment also requires

"materiality" to be taken into consideration;
6. RFBs are now permitted to stop conducting CDD if doing so would risk tipping-off the customer;
7. the requirements for "ongoing monitoring" of a customer's transactions have been expanded;
8. when RFBs conduct their own risk assessment they must take into account the risks identified in the National Risk Assessment;
9. the automatic treatment as low risk that was afforded previously to EEA states or institutions based in the EU has been removed;
10.RFBs must make a determination as to whether a customer or its beneficial owner is a PEP;
11.RFBs should establish the source of funds/wealth involved in a business relationship even for new customer and for those who have

already been on-boarded;
12.where a RFB relies on a third party for CDD information, the RFB must now positively confirm that the person is regulated;
13.the policies and procedures RFBs are required to establish and maintain must be proportionate to the nature and size of the RFB.

The Terrorism Act 2018 has also been amended to include the offence of Proliferation Financing, which is defined as "the act of
providing funds or financial services which are used, in whole or in part, for the manufacture, acquisition, possession, development,
export, trans-shipment, brokering, transport, transfer, stockpiling or use of nuclear, chemical or biological weapons and their means of
delivery and related materials (including both technologies and dual-use goods used for non-legitimate purposes), in contravention of
national laws or, where applicable, international obligations."

Furthermore, the Proceeds of Crime Act 2015 now includes in its definition of "Relevant Financing Business":

• undertakings that receive, whether on their own account or on behalf of another person, proceeds in any form from the sale of
tokenised digital assets involving the use of DLT or a similar means of recording a digital representation of an asset;

• persons that by way of business, exchange or arrange or make arrangements with a view to the exchange of (a) virtual assets for
money; (b) money for virtual assets; or (c) one virtual asset for another; and

https://regintel.thomsonreuters.com/#accelus/ri/%7B%22location%22%3A%22%23ri%2Fdocument%2Feudirectives-N91148495BAC711E99416A579A2E1B973%2Fview%22%7D
https://regintel.thomsonreuters.com/#accelus/ri/%7B%22location%22%3A%22%23ri%2Fdocument%2Fterrorismact2000-N1F43C8E0E14111E8946AC6EAE72454B6%2Fview%22%7D
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• the definition of money.

Additionally "virtual asset" and "money" are now also defined terms under the POCA. 

Who are the regulators/ monitoring authorities?

Gibraltar Financial Intelligence Unit (GFIU)

The GFIU was established in January 1996, with its main functions being:

• to gather, store, analyse and disseminate intelligence related to criminal conduct, (including, but is not limited to, money laundering,
the financing of terrorism and the proliferation of weapons of mass destruction), transacted or attempted to be transacted through
relevant financial businesses;

• to act as the recipient for disclosures of suspicious transactions under the relevant applicable legislation;
• to exchange information regarding criminal conduct with Financial Intelligence Units (FIUs) and other similar bodies and law

enforcement agencies within and outside of Gibraltar; and
• to consent or deny consent to suspicious transactions of which it has been notified.

The GFIU functions in accordance with the FATF Recommendations and Standards and is evaluated by the Council of Europe
Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL).

Gibraltar Financial Services Commission (GFSC)

The GFSC regulates the financial services industry in Gibraltar (including auditors, banks, company managers, e-money institutions,
professional trustees, payment services providers, funds and fund service providers, insurance companies, managers and
intermediaries, investment firms and insolvency practitioners). The GFSC plays a key role in Gibraltar's overall approach to combating
money laundering and terrorist financing, with their primary objective being the reduction of financial crime. The GFSC Financial Crime
supervisory team aim to achieve this by:

• enhancing the GFSC's risk based supervisory framework for the ongoing supervisions of money laundering and terrorist financing
risk associated to the financial services industry;

• establishing a risk based supervisory framework for the ongoing supervision of financial crime risks to include bribery, fraud, etc.;
• carrying out initial investigations of potential enforcement cases relating to financial crime, and support enforcement on any cases

that involve financial crime;
• supervising firms and investigating potential breaches with respect to market abuse;
• establishing appropriate procedures for the dissemination of information relating to financial crime risks, market trends, international

standards, expectations, etc.;
• maintaining responsibility for the assessment of suspicious activity reports, raised internally and received form the Gibraltar Financial

Intelligence Unit.

Office of Fair Trading (OFT)

The OFT is appointed as a supervisory body under the POCA. The OFT specifically regulate High Value Good Dealers and Real Estate
Agents and Letting Agents for compliance with anti-money laundering, terrorist financing and proliferating financing legislation through
effective supervision, regulation, and enforcement.

Gambling Division – HM Government of Gibraltar

The relevant authority if the Government of Gibraltar/ Minister for Gaming upon the advice of the Gambling Division.

Legal requirements for KYC

Customer due diligence (CDD) measures include identifying the customer and all beneficial owners, understanding the ownership
and control structure of the customer, understanding and obtaining information on the purpose and intended nature of the business
relationship or occasional transaction and taking a risk-based approach to the verification of the identity of the customer and all
beneficial owners on the basis of documents, data or information obtained from a reliable and independent source.

Through the 5MLDRegs, the application of CDD measures has been extended to include new forms of electronic identification
measures.

Identification of ultimate beneficial owners

Under regulation 6(1) of the Register of Ultimate Beneficial Owners, Nominators and Appointors Regulations 2017 (the UBO Register
Regulations), it is a requirement for all corporate or legal entities incorporated in Gibraltar to obtain and hold adequate, accurate and
current information on the beneficial ownership of that corporate or legal entity, including the details of the beneficial interests held. The
identified beneficial owner must then be registered by submitting its information to the Registrar of Ultimate Beneficial Owners.

The POCA requires a relevant financial business to identify the beneficial owner of a customer and take reasonable measures to verify
that person's identity so that the relevant financial business is satisfied that it knows who the beneficial owner is, including, in the case
of a legal person, trust, company, foundation or similar legal arrangement, take reasonable measures to identity the ownership and
control structure of the customer. Additionally, where the beneficial owner identified is the senior managing official, a relevant financial
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business must take necessary reasonable measures to verify the identity of a natural person who holds the position of senior managing
official and keep records of the actions taken as well as any difficulties encountered during the verification process.

Additionally, a relevant financial business must keep as records, for at least a period of 5 years, a copy of the documents and
information which are necessary, and the evidence of, a customer's identity obtained pursuant to the application of customer due
diligence measures, including, the ongoing monitoring, timing of verification, simplified and enhanced CDD, and the application of CDD
measures for casinos, non face-to-face, correspondence banking and politically exposed persons.

Internal procedures and training

Under the POCA, a relevant financial business must establish and maintain appropriate and risk-sensitive policies, controls and
procedures, proportionate to its nature and size, relating to customer due diligence measures and ongoing monitoring, reporting,
recordkeeping, internal control, risk assessment and management, compliance management, and employee screening.

It is a legal requirement that all employees are made aware of the law relating to money laundering, terrorist financing and proliferation
financing, as well as relevant data protection requirements. Employees must also be given regular training in how to recognise and deal
with transactions and other activities which may be related to money laundering, terrorist financing and proliferation financing.

Reporting requirements/obligations

There is a statutory obligation on a firm to establish internal reporting procedures for the purposes of receiving disclosures about
knowledge or suspicions of money laundering, terrorist financing or proliferation financing that may be taking place regarding activities
related to the firm.

Further, there is a statutory obligation on all employees of a firm to report suspicions of money laundering, terrorist financing or
proliferation financing to an "appropriate person" within the firm, usually referred to as the "money laundering reporting officer" (MLRO)
in accordance with internal procedures. Once employees have reported their suspicions to the MLRO, they fully satisfy their statutory
obligations.

Reports of suspected or known money laundering, terrorist financing or proliferation financing must then be promptly reported to the
GFIU who will receive, analyse and disseminate financial intelligence gathered from suspicious activity reports (SARs).

Individuals working at relevant financial businesses who make disclosures internally, to the relevant supervisory authority or to the
GFIU, are now afforded greater protections through the amendments to the POCA through the 2020 Amendment Regulations. The
POCA now requires that these individuals are allowed to present a complaint in a safe manner, are not exposed to threats, retaliatory or
hostile action by other employees, management or customers and are now also protected from discriminatory employment actions.

Offences

The primary offences under the POCA are:

• Arrangements – a person commits an offence if he enters into or becomes concerned in an arrangement which he knows or suspects
facilitates (by whatever means) the acquisition, retention, use or control of criminal property by or on behalf of another person.

• Acquisition, possession or use of criminal property – a person commits an offence if he acquires criminal property, uses criminal
property and/or has possession of criminal property.

• Concealing, transferring etc. proceeds of criminal conduct – a person commits an offence if he conceals criminal property, disguises
criminal property, converts criminal property, transfers criminal property and/or removes criminal property from Gibraltar.

Other related offences are:

• Tipping-off – a person is guilty of this offence if:
• he discloses that a disclosure has an made to a police office, customs officer, an appropriate person or to the GFIU; or
• he discloses that an investigation into allegations that an offence has been committed is being contemplated or is being carried out;

and
• the information on which the disclosure is based came to him in the course of undertaking a relevant financial business.  

• Failure to disclose – a person is guilty of an offence is:
• that person knows, suspects or has reasonable grounds to suspect that another person is engaged in money laundering, or is

attempting to launder money;
• the information or other matter, on which that knowledge or suspicion is based came to his attention in the course of his trade,

profession, business or employment or during the application of customer due diligence measures; and
• he does not disclose the information or other matter to the GFIU as soon as is reasonably practicable after it comes to his

attention.
• The POCA and the supporting Supervisory Bodies (Powers etc.) Regulations 2017 provide supervisory bodies with powers to

take enforcement action against those who have failed to fulfil their POCA responsibilities or further requirements provided within
supervisory authority guidance notes. These enforcement powers may range from the imposition of financial penalties in certain
circumstances, the imposition of conditions, directions or disciplinary measures including suspensions or revocation of licences, and
temporary bans from managerial positions.

Sanctions
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Sanctions are legal restrictions imposed by the United Nations (UN), EU, UK and/or Gibraltar against states, individuals, entities,
organisations and financial institutions in appropriate cases to achieve specific policy or security objectives.

The UN imposes financial sanctions and requires member states to implement these sanctions through Resolutions passed by the UN
Security Council.

The EU implements all financial sanctions imposed by the UN through EU Regulations which in turn have direct effect in all EU member
states. The EU can also impose its own financial sanctions.

Although Gibraltar is no longer part of the EU, it will continue to implement any international standards in respect of financial sanctions
through the Gibraltar’s Sanctions Act 2019 which provides for the automatic recognition and enforcement of international sanctions
(i.e., UN sanctions, EU sanctions and UK sanctions) in Gibraltar. Gibraltar can also, in some circumstances, impose its own financial
sanctions and restrictions by virtue of the Sanctions Act 2019 and the Terrorist-Asset Freezing Regulations 2011.

Forthcoming issues/ legislation

On July 20, 2021, the European Commission presented the following legislative proposals:

• a Regulation establishing a new EU AML/CFT Authority to fight money laundering;
• a Regulation on AML/CFT, containing directly-applicable rules, including in the areas of CDD and Beneficial Ownership;
• a sixth Directive on AML/CFT, replacing the existing Directive 2015/849/EU containing provisions that will be transposed into national

law, such as rules on national supervisors and FIUs in Member States;
• a revision of the 2015 Regulation on Transfers of Funds to trace transfers of crypto-assets (Regulation 2015/847/EU).

As aforementioned, although Gibraltar is no longer part of the EU and are therefore not obliged to follow any future legislative changes,
Gibraltar may do so in order to achieve equivalent standards. We will be monitoring this space closely.

Yvonne Chu is a partner and Hannah Lopez is a trainee at Hassans

Complaints Procedure

Produced by Thomson Reuters Accelus Regulatory Intelligence 13-Oct-2021

https://www.gibraltarlaw.com/
https://ri-int.thomsonreuters.com/document/v1/file/I238677624d1a48a8a5f1609af34f95eb?asAttachment=true

