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A year ago, the Information Commissioner’s Office (ICO)
published its ad tech update and formally expressed its
data protection concerns about real time bidding (RTB).1
Arguably, the ICO is the best placed regulator in Europe
to address these concerns given that the UK is the
world’s third biggest online advertising market after the
US and China.2 To gather information, the ICO
approached various stakeholders including advertisers,
publishers, media agencies and ad tech vendors. It
criticised the lack of consent, transparency and controls
in the RTB data supply chain.
However, with the industry in crisis due to the

pandemic, the ICO announced in May 2020, that it would
pause its investigation as it did not wish to put undue
pressure on any industry at this time. The work will
resume “when the time is right”.
Nevertheless, the industry’s effort to address these

concerns is on foot. As part of this, in May 2020, the
Data & Marketing Association (DMA) released its
Severn-Step Ad Tech Guide for advertisers.

What is programmatic advertising and
RTB?
Since the first banner display on the internet on 27
October 1994, the online advertising industry has
become increasingly complex. In 1995, DoubleClick, one
of the first ad servers, was founded, followed by the first
ad networks a few years later. In 2003, Google launched
its AdSense display ad network. Programmatic advertising
was born.

Developed by demand-side platform (DSP) and
supply-side platform (SSP) suppliers, Data Management
Platforms (DMP) and other ad tech vendors,
programmatic advertising brings together the buyers and
sellers of digital ad space in an automated process by
matching the advertisers’ campaign requirements with
the attributes of the publisher’s audiences and ad space
inventory.
Since its arrival in 2007 in the US and around 2010 in

Europe, RTB helped make advertising more targeted and
efficient. RTB has introduced an auction pricing
mechanism which allows publishers to sell to the highest
bidder in a matter of milliseconds. With triple digit
increases in ROI, nowadays, almost 90% of programmatic
advertising relies on RTB.

A regulatory view
As a reasonable and pragmatic regulator, the ICO has a
difficult task.
On the one hand, advertisers and publishers typically

act as controllers and are responsible for data protection
compliance under the General Data Protection
Regulation (GDPR)3 and the Privacy in Electronic
Communications Directive (ePrivacy Directive).4 These
are the clients who wish to promote their products and
sell their ad space inventory. On the other hand, ad tech
vendors develop complex technologies to deliver
targeted, measurable and effective campaigns. These
parties often (but not exclusively) act as processors with
limited if any data protection responsibilities.
The change must be led by those responsible for data

protection, i.e. the advertisers and publishers. Yet, there
seems to be a lack of understanding of ad tech and a
reliance on the ad tech vendors’ claims about their GDPR
compliance. Admittedly, ad tech vendors do more to
assist their advertiser clients with privacy challenges than
they used to, but ultimately, voicing concerns too
strongly would go against their own commercial interests.
Despite that, they have launched their own initiatives
which alleviate the ICO’s concerns and complement the
efforts under the Guide.
Against the backdrop of ad tech technology which has

become too complex too quickly, the UK economy’s
dependence on the online advertising sector, crises such
as Brexit and the pandemic, the ICO has chosen the path
of education instead of disruptive enforcement. The
Guide, which was approved by the ICO, is the next best
step to achieve that.

1Update report into adtech and real time bidding, Information Commissioner’s Office, 20 June 2019.
2Advertising Pays 7: UK Advertising’s Digital Revolution report, Advertising Association, 6 June 2019.
3Regulation 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46 [2016] OJ 119/1.
4Directive 2002/58 concerning the processing of personal data and the protection of privacy in the electronic communications sector [2002] OJ L201/37.
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Ad tech industry groups
The DMA’s wide remit as an industry body in the UK is
further reinforced by its co-author of the Guide, the
Incorporated Society of British Advertisers (ISBA), the
trade association for UK’s advertisers.
ISBA and the UK Association of Online Publishers

(AOP) have in May 2020 published a supply chain
transparency study promoted as the first end-to-end
map of the programmatic advertising supply chain.5
The UK’s Institute of Practitioners in Advertising (IPA)

which represents media agencies has recently published
its Real Time Bidding Best Practice Principles6 which was
developed in dialogue with the ICO. The five principles
explain how media agencies will support their advertiser
clients in relation to data protection.
The Advertising Association (AA) represents

advertisers, agencies and brands, and it has been calling
to restore trust in online advertising.7
The Internet Advertising Bureau (IAB) has previously

responded to the ICO’s concerns.8 As a trade body for
digital advertising at the pan-European level, IAB Europe
has pledged various initiatives including the continued
promotion of its Transparency & Consent Framework
(TCF).9 The much improved TCF v2 has provided a
common standard and language to capture and
communicate consumer consent for the online delivery
of advertising.10
In 2016, the self-regulatory body European Advertising

Standards Alliance (EASA) published its recommendations
to approximate industry practice with the GDPR.11
Previously, since about 2012, the European Digital

Advertising Alliance (EDAA) championed its “ad choices”
icon which consumers can interrogate to opt-out. The
opt-out tool was originally created in 2009 by Digital
Advertising Alliance (DAA) in the US to address the
Federal Trade Commission’s investigations into ad tech
participants, such as DoubleClick, trading millions of user
profiles for ad targeting.

The Guide
The Guide pulls together recent and past initiatives,
highlights areas of risk and recommends best practices
in seven steps.

Step 1—Education and understanding
Industry change must be driven by advertisers who are
responsible for data protection compliance. The first
step is ensuring that advertisers understand the ad tech
ecosystem which the Guide explains rather
comprehensively.
Advertisers must ensure their accountability by

implementing organisational and technical measures and
the privacy by design and default framework.
Adherence to certifications and codes of conduct as

well as creating cross-functional data governance groups
is encouraged.
Cookie scans and cookie audits are encouraged to

ensure compliance with consent requirements. The
Guide recommends using solutions of IAB CMP
Compliance Programme verified vendors.
This step is complemented by the IPA’s first best

practice principle under which media agencies will remind
their advertiser clients to take an active role in
compliance and assist with their accountability
obligations.

Step 2—How to use special category data
Programmatic advertising will often process special
categories of personal data (SCPD). Such data can often
be inferred from other information. For example,
depending on available data, it can be inferred that a
female interested in baby products is pregnant. This
information will then enable targeted advertising.
The DMA recognises that some of the data may be

captured unintentionally. However, if the inference is
drawn deliberately with the intention to use it in digital
advertising, it will constitute SCPD12 and it must not be
processed without explicit consent which is required
under the GDPR.
The explicit consent must in accordance with the

ICO’s proposed Direct Marketing Code of Practice cover
all stages of direct marketing, from collection to
profiling,13 and most consumers are unlikely to give it.
The Guide encourages participants to consider if the

processing SCPD is necessary. Where it is necessary, it
will be mandatory to conduct a data protection impact
assessment (DPIA).
This step is complemented by the IPA’s fourth best

practice principle under which media agencies will
discourage the use of SCPD in RTB.

5 Programmatic Supply Chain Transparency Study, AOP & ISBA, 6 May 2020.
6 Real Time Bidding Best Practice Principles, IPA, 8 June 2020.
7Advertising Pays 7: UK Advertising’s Digital Revolution report, 6 June 2019.
8 IAB UK response to the ICO’s “Update report into adtech and real time bidding”; December 2019.
9 IAB’s TCF v1.1 was launched on 25 April 2018.
10 The revised TCF v2.0 was launched on 21 August 2019.
11 EASA Best Practice Recommendation on Online Behavioural Advertising, 2016.
12 ICO’s website guidance “What is Special Categories of Data”, subtitle “What about inferences and educated guesses?”.
13 ICO’s draft Direct Marketing Code of Practice, pp.30, 33.
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Step 3—Understanding the data journey
Keeping a record of processing activities (ROPA) is
mandatory under the GDPR. However, due to the
complexities of the ad tech ecosystem, controllers and
processors will often struggle to sufficiently capture their
data flows.
Step 3 is about developing a ROPA. The guide refers

to the AOP Matrix which is a template ROPA prepared
by AOP.14 When compiling a ROPA, the Guide
recommends including additional information in
accordance with the ICO’s templates.15
Relying on third party data is risky due to potential

doubts about its legitimacy and provenance. The Guide
recommends using of TCF-compliant CMP providers to
provide standardised consent notices with appropriate
transparency about any third parties. The Guide
acknowledges the existence of alternative consent tools,
such as Google Ad Manager used for Google properties
and the EDAA’s “ad choices” which is criticised for low
adoption by consumers.
This step is complemented by the IPA’s first best

practice principle under which media agencies will
provide a mature ROPA which reflects their good
understanding of the programmatic ecosystem.

Step 4—Conduct a DPIA
DPIAs are mandatory under the GDPR in some but not
all cases. The purpose of a DPIA is to identify the impact
of the use of personal data on the individual. The DMA
recommends conducting a DPIA in any situation where
ad tech solutions are deployed and “it is hard to imagine
any marketing activity in the ad-tech space that does not
reach the threshold”.
Change control procedures implemented by

advertisers should include a step for reviewing DPIAs in
case of relevant changes.
This step is complemented by the IPA’s third best

practice principle under which media agencies should
proactively assist advertisers with DPIAs.

Step 5—Audit the supply chain
Under the GDPR it is mandatory to carry out due
diligence in relation to data sharing or engaging
processors. The Guide cautions against relying on
contractual warranties without keeping sight of actual
processing activities.
Advertisers should ensure that each ad tech contract

explains what personal data is used for what purpose;
identifies the status of each party as controller, joint
controller or processor; includes relevant clauses;
imposes an obligation of confidentiality; provides for
record keeping and audits; allocates liability for each
processing activity; governs data sharing and engaging

sub-processors; and manages data upon termination.
Each ad tech vendor should be asked to produce a
ROPA.
Audits should be carried out on a periodic basis

rotating between suppliers based on a risk assessment.
Given the current lack of ad tech-related certifications,

compliance with ISO 27701 for privacy information
management is recommended and recognised as “proxy
for an approved scheme”.
This step is complemented by the IPA’s second-best

practice principle under which media agencies should
conduct robust due diligence on each intermediary and
implement preferred supplier schemes. Contractual
reassurances will not suffice. Agencies should monitor
their vendors, escalate issues to the advertiser and be
ready to substitute undesired vendors.

Step 6—Assess advertising effectiveness
The data minimisation principle under the GDPR requires
controllers not to use excessive personal data.
Step 6 focuses on the fact that the use of personal

data should be proportionate to achieving advertising
goals. If campaigns fail to achieve their goals, that should
reduce the need for extensive data processing. In
addition, the way effectiveness is measured will be
affected when third party cookies are phased out, as
discussed later.
The Guide suggests that one should move away from

tracking-based modelling to other forms of effectiveness
monitoring. A natural contender is market research in
the form of surveys and the Guide refers to the courses
about effective advertising evaluation offered by the
Market Research Society (MRS). Indeed, brand research
and the use of seed audiences can offer less privacy
intrusive ways of achieving effectiveness.
This step is complemented by the IPA’s fourth best

practice principle under which media agencies will
minimise the use of directly identifiable personal data
and ensure that the advertiser does not provide
unnecessary data.

Step 7—Alternatives to behavioural
advertising
The final step talks about the resurgence of contextual
advertising which does not rely on targeting segments
and is considered less intrusive. Many businesses will not
consider it a suitable substitute for RTB but with the
phasing out of third-party cookies and in the absence of
alternatives, contextual advertising is the best available
next choice.
Following the steps taken by Mozilla and Apple to

block third party cookies, Google announced that it will
phase out third party cookies by 2022. Google is

14Association for Online Publishing, AOP Matrix, 28 April 2020.
15 ICO website, Documentation.

A Real-Time Bid to Restore Trust in Online Advertising: DMA’s Seven-Step Ad Tech and Other Industry Initiatives 235

(2020) 31 Ent. L.R., Issue 7 © 2020 Thomson Reuters and Contributors



developing a privacy friendly solution under the Google
Privacy Sandbox. RTB will no doubt continue until the
phase-out or until a suitable alternative is found.
The Guide mentions The World Wide Web

Consortium (W3C) which has set up the ImprovingWeb
Advertising Business Group tasked with figuring out what
comes after the cookie.
The Guide refers to edge computing or federated

learning which may deliver privacy friendly targeting
methods. Instead of feeding data to a central server, the
technique relies on decentralised storage of data on
peoples’ devices where the appropriate targeting
decisions are made.
Reference is made to various initiatives including “the

5th Cookie collaboration” which intends to increase
transparency in RTB and push for
“Pseudonymisation-Enabled Legitimate interest
processing”. Perhaps considering the latest draft of the
ePrivacy Regulation which allows more processing under
this lawful basis,16 this may not be as out of touch as it
sounds.

Conclusion
The Guide provides a comprehensive summary of what
is wrong with RTB while offering useful practical tips for
advertisers on how to meaningfully move forward. The
Guide has been approved by the ICO and it is
complemented by a number of parallel industry initiatives,
including the IPA’s best practice principles for media
agencies.
While the ICO has put its investigation on hold, the

data protection concerns persist. The Guide and the
IPA’s best practice principles but also the ICO’s initial
report into RTB and the draft Direct Marketing code of
conduct, leave little room for excuse not to comply.
This is certainly not a call for advertisers and

publishers to get overly sensitive and start pulling plugs
on campaigns, but a call to get on with the basics and
work even closer with their agencies and ad tech vendors
on compliance matters. Every advertiser should review
their ad tech practices ensuring compliance with the
GDPR and the ePrivacy Directive. Media agencies should
prepare their ROPAs, and ad tech vendor due diligence
and be ready to assist their advertiser clients on demand.

16 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications), 21 February 2020.
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