
© 2020 PRIVACY LAWS & BUSINESS                      PRIVACY LAWS & BUSINESS UNITED KINGDOM REPORT pbmqbj_bo=OMOM NN

ANALYSIS

When Safe Harbor was invali-
dated in 2015 in judgment
C-362/14 (Schrems 1) of the

Court of Justice of the European
Union (CJEU), the cloud industry had
to quickly adopt fallback positions for
data transfers, such as the standard con-
tractual clauses (SCCs) or, those with
more time and money to spend, the
very reliable Binding Corporate Rules
(BCRs) for processors. By the time Safe
Harbor’s successor, the Privacy Shield,
was finally adopted in 2016, the cloud
market had changed. Data centre loca-
tions had stopped being a trade secret
and became a widely advertised com-
petitive advantage, as US cloud
providers started offering EU-based
regional servers. This was partially due
to the emerging competition in Europe. 

Having done the groundwork back
in 2016, any prohibitive effects of the
recent CJEU judgment C-311/18
(Schrems 2), which affirmed the validity
of the SCCs, might appear limited.
However, upon closer analysis of the
judgment one can be forgiven for feel-
ing sceptical about the appropriateness
of the reaction from large US cloud
providers already using SCCs. The

suggestion that by doing nothing US
cloud providers can remain compliant
with the law following Schrems 2 is
questionable at best. 
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The EU-US Privacy Shield (Commis-
sion Decision 2016/1250) was
declared invalid in Schrems 2 on 16
July 2020. The judgment immediately
affected the 5,328 US businesses

which self-certified under the framework
for the compliant transfers of personal
data from the EU to the US, including a
large number of US cloud providers.

Under Article 45 of the General
Data Protection Regulation (GDPR),
“effective and enforceable data subject
rights and effective administrative and
judicial redress” are a prerequisite for
any adequacy decision such as the Pri-
vacy Shield. However, the Judicial
Redress Act which was supposed to
ensure this in the US when it was
passed in 2016 did not withstand the
judicial scrutiny. EU citizens did not
have meaningful recourse against all
surveillance tools available to US
authorities, particularly those under
section 702 of the Foreign Intelligence
Surveillance Act (FISA), Executive
Order 12333 and Presidential Policy
Directive 28. The Privacy Shield did
nothing to circumscribe US surveil-
lance powers to the principle of pro-
portionality and strict necessity which
are essential under EU law. To a limited
extent, this was exacerbated by the US
Clarifying Lawful Overseas Use of
Data Act (CLOUD Act) adopted in
2018 which enables US authorities to

request cloud providers to produce
data stored outside the US. The newly
created role of an ombudsperson did
not have authority to bind the law
enforcement agencies.

On a more positive note, the judg-
ment confirmed that the controller to
processor SCCs (Commission Deci-
sion 2010/87) remain valid, despite
their contractual nature and a lack of a
binding effect on US authorities. This is
because the SCCs establish an effective

mechanism by way of information
obligations for the data exporter and
the recipient to verify the level of pro-
tection in the third country. The recipi-
ent must inform the data exporter of
any inability to comply with the SCCs,
in which case the exporter must sus-
pend or terminate the transfer. Such a
situation may arise if a cloud provider
receives a FISA court order.  

However, the judgment also high-
lights that under Article 46 of the
GDPR data subjects’ rights must not
be undermined when relying on SCCs.
Data protection authorities should
“suspend or prohibit a transfer of
 personal data to a third country where
... in the light of all the circumstances of
that transfer, … the standard data pro-
tection clauses are not or cannot be
complied with … and … the protection
of the data transferred … cannot be
ensured by other means”. 

In practice, this means that simply
signing the SCCs provided by the
cloud provider may not suffice. This is
particularly true of data transfers to
certain third countries where the state
surveillance powers are not subject to
proportionality and do not offer
 meaningful redress, such as the US or
perhaps China. 
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One of the quickest responses came
from the data protection authority in
Berlin which announced1 that transfers
to the US cannot be justified on the
basis of SCCs and all personal data had
to be brought back to safe jurisdictions.
The commissioner hailed the beginning
of an era of Europe’s digital independ-
ence. This, of course, contributed to
scepticism about the Schrems 2 decision
expressed by some US commentators. 

Perhaps more moderately, the Irish
DPC explained that use of the SCCs
for transfer to the US “is now question-
able” and that it will require “further

Cloud v Schrems 2: Keep calm
and carry on may just not cut it
Implementing any “supplementary measures” suggested by the EDPB may be impossible for
organisations that are at the mercy of cloud providers. By Edwin Baker, Alexander Dittel and
Marta Dunphy-Moriel of Kemp Little.

In practice, this means that simply signing 
the SCCs provided by the cloud provider 

may not suffice.
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and careful examination”. Ultimately,
the European Data Protection Board
(EDPB) confirmed that the SCCs are
valid for transfer to the US subject to
a case-by-case risk assessment,
taking into account the circum-
stances of each transfer and any
required supplementary measures.

efpqlov obmb^qba
The predecessor Safe Harbor (Com-
mission Decision 2000/520/EC) deci-
sion was declared invalid in Schrems 1
on 6 October 2015. Like Schrems 2, the
CJEU observed that US authorities
were not bound by the scheme and EU
individuals had no redress. 

It then took almost nine months of
confusion, negotiation, significant leg-
islative efforts in the US and letters of
assurance from US authorities for the
successor Privacy Shield to be finally
adopted on 12 July 2016. Facing criti-
cism from privacy advocates, it was
fragile from the start. The US did not
appoint an ombudsperson until 2019. It
did not take long for the Schrems 2
action to be launched.
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After the fall of Safe Harbor, cloud
providers looked to encryption and
tokenisation to ensure data protection.
Data protection concerns can be
addressed if clear-text data never leaves
the organisation and is protected in-
transit, at-rest and in-use within the
cloud. 

Schrems 1 highlighted concerns
over data residency among customers
many of who could not say where their

data was physically held. The likes of
Google treated their data centre loca-
tions as a trade secret. However, the
decision brought about infrastructure
changes and cloud providers had to
redefine their virtual infrastructure
offering to support multiple cloud
instances that can be deployed in
regional data centres based in the EU.
The emerging local competition made

sure that US cloud providers moved
rather quickly. 

In terms of data transfer mecha-
nisms, the use of SCCs and BCRs was
more burdensome as some data protec-
tion authorities, such as the AEPD in
Spain, required companies to seek prior
authorisation. To this day, Microsoft
prides itself with being the “first cloud
service provider to receive a letter of
endorsement and approval”. The rele-
vance of this statement diminished
under the GDPR which abolished the
authorisation requirement in 2018. 

Following Schrems 2, cloud
providers who did not already rely on
the SCCs have been issuing SCCs to
their customers. However, as far as we
can tell, they offer no risk assessment,
no enhanced data minimisation or digi-
tal filters to prevent certain data from
being exported, no mandatory data res-
idency for high risk data, no targeted
encryption and pseudonymisation, no
policy for law enforcement  requests,
and no supplementary measures and
contractual provisions. In other words,
it almost feels like Schrems 2 never hap-
pened. Arguably, the compliance
burden falls on the customer as a con-
troller but how can a customer achieve
compliance without a willing cloud
provider? And let us remember that
Article 46 of the GDPR will often bind
the customer as well as the cloud
provider.

Large cloud providers such as
Microsoft and Amazon appear to have
done nothing, relying on their existing
SCCs, regional server offerings and
encryption services that give their cus-
tomers a range of options to encrypt

data in-transit and at rest. According to
Microsoft “the SCCs remain valid. Our
customers are already protected under
SCCs”. For the second time the CJEU
is telling us that we got it wrong. How
can the response be doing nothing?
Perhaps more work is underway at
these organisations, but the current
statements do not suggest that. 

Without the dominance of these

large cloud providers, the customer
would never agree to their pro-proces-
sor non-negotiable data processing
terms which often negate the obliga-
tions under Article 28 of GDPR as well
as the SCCs. Some of the issues include:
•    Unless the customer is spending

significant amounts in fees, the
terms are offered on a take it or
leave it basis which makes imple-
menting any “supplementary meas-
ures” suggested by the EDPB
impossible.

•    The terms often restrict the cus-
tomer’s ability to give instructions
to its processor. The customer often
has no right to suspend the data
transfers or service without also
having to pay the ongoing fees. This
renders the right to suspend under
the SCCs meaningless. If anything,
cloud providers should be enhanc-
ing and not limiting the customer’s
rights in order to comply with
Schrems 2. 

•    Under the SCCs the cloud provider
has to inform the customer of its
inability to comply with adverse
changes in legislation. Yet, the data
processing terms often modify the
customer’s right to information and
audits to “take what you are given”,
such as the provider’s own redacted
audit report. Without additional
information and reporting rights,
the customer will struggle to
demonstrate compliance with
Schrems 2 to data protection
authorities.

•    The customer is forced to permit
sub-processors without clarity if
the provider implemented terms
equivalent to the SCCs. Again,
without information and reporting
rights, the customer will not be able
to comply. This is particularly
problematic with cloud providers
who have just switched from the
Privacy Shield and may not have
had the time to implement the
SCCs with their suppliers. 

•    A certificate of deletion of data is
either not mandated or only
 provided on request.

•    Liability is often subject to the
often excessive limitations under
the service agreement. 

•    Even if the customer chooses an
EU-based server, Amazon Web
Services (AWS) can still transfer

How can a customer achieve 
compliance without a willing 

cloud provider?
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data to the US “as necessary to
comply with the law or binding
order of a governmental body”.
This can put the customer in a
rather difficult position. AWS could
instead implement a suitable policy
for information exchange, reporting
and dealing with law enforcement
requests. 

•    Offering a framework where “the
Standard Contractual Clauses (or
obligations the same as those under
the Standard Contractual Clauses)
will not apply if AWS has adopted
Binding Corporate Rules for
Processors or an alternative recog-
nised compliance standard for the
lawful transfer of personal data (as
defined in the GDPR) outside the
EEA” leave the customer guessing
what rights it can fall back on to
ensure compliance. In addition, the
question arises how  AWS is com-
plying with the SCCs if according
to this clause, the SCCs may not
apply since AWS also relies on
BCRs. 

`lk`irpflk
Clearly, there are ways to make the
SCCs work for transfers from the EU
to the US and other jurisdictions
 following Schrems 2. However, partic-
ularly small customers will need more

support from their cloud provider as
they will not have the resources to seek
legal advice to achieve compliance.
Even with legal advice, there is no guar-
antee that the cloud provider will be
willing enough to change its standard
terms and processes. 

Without such support, the cus-
tomer’s task remains impossible. So far,
we have not seen an appropriate
response to the Schrems 2 decision
form large US cloud providers. The
customer will not be assisted with non-
negotiable terms, amendments to the
SCCs, limited or no information and
reporting rights, and no risk
 assessment. 

If a customer is not allowed to
comply with its own local laws, then
the service offered is flawed. Perhaps
the prior consultation with data protec-
tion authority under Article 36 of the
GDPR could prove a useful mechanism
in exploring compliance issues. How-
ever, regulators will often not move at a
commercially acceptable pace, so per-
haps using a local cloud provider may
be the safest choice for many cus-
tomers. On the other hand, this may
come at the price of less competitive
fees. [And let us not forget that the
entire purpose will be defeated if the
local provider relies on the infrastruc-
ture of a US provider which could be

subject to the CLOUD Act.] 
What comes next is in the hands of

the data protection authorities. Indeed,
this is the second time the judiciary tells
us we got it wrong, and something
ought to happen. Commercial pragma-
tism is always welcome but doing
nothing may not appropriately comply
with the very rules that were adopted
to safeguard our human rights. 

Edwin Baker is commercial technology
partner, Alexander Dittel, Commercial
Technology Senior Associate and Marta
Dunphy-Moriel, Commercial Technology
Partner at Kemp Little LLP. 
Emails: Edwin.Baker@kemplittle.com
Alex.Dittel@kemplittle.com
Marta.Dunphy-Moriel@kemplittle.com
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1    Nach “Schrems II”: Europa braucht
digitale Eigenständigkeit, 17 July
2020 www.datenschutz-
berlin.de/fileadmin/user_upload/pdf/p
ressemitteilungen/2020/20200717-
PM-Nach_SchremsII_Digitale
_Eigenstaendigkeit.pdf (in German).
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The ICO has issued a statement on the
Court of Justice of the European
Union decision in the Schrems II case
which deals with transfers of personal
data from the EU to the US. 

The European Data Protection
Board (EDPB) has now issued its
FAQs on the invalidation of the Pri-
vacy Shield and the implications for the
Standard Contractual Clauses (SCCs),
and this guidance still applies to UK
controllers and processors, the ICO
says.

“Further work is underway by the
European Commission and EDPB to
provide more comprehensive guidance
on extra measures you may need to
take. In the meantime, you should take
stock of the international transfers you
make and react promptly as guidance
and advice becomes available.”

“The EDPB has recommended that
you must conduct a risk assessment as
to whether SCCs provide enough pro-
tection within the local legal frame-
work, whether the transfer is to the US

or elsewhere. The receiver of the data
may be able to assist you with this.”

The ICO is assessing what the deci-
sion means in practice. “We will con-
tinue to apply a risk-based and propor-
tionate approach in accordance with
our Regulatory Action Policy,” it says.

“The ICO understands the many
challenges UK businesses are facing at
the present time and we will continue
to provide practical and pragmatic
advice and support.”

ICO makes statement on Schrems II case

The fine of £100,000, issued under the
Privacy and Electronic Communica-
tions Regulations (PECR) on Koypo
Laboratories Limited relates to the
company sending 21,166,574 unso-

licited direct marketing emails. The
emails were sent between 1 March 2017
and 31 March 2018 without the indi-
vidual’s consent, and were therefore in
breach of regulation 22 of PECR.

• The decision of 4 August is at
ico.org.uk/action-weve-taken/enforce-
ment/koypo-laboratories-ltd-en

£100,000 fine for unsolicited marketing emails

https://ico.org.uk/action-weve-taken/enforcement/koypo-laboratories-ltd-en
https://ico.org.uk/action-weve-taken/enforcement/koypo-laboratories-ltd-en
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PM-Nach_SchremsII_Digitale_Eigenstaendigkeit.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PM-Nach_SchremsII_Digitale_Eigenstaendigkeit.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PM-Nach_SchremsII_Digitale_Eigenstaendigkeit.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PM-Nach_SchremsII_Digitale_Eigenstaendigkeit.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PM-Nach_SchremsII_Digitale_Eigenstaendigkeit.pdf
mailto:Marta.Dunphy-Moriel@kemplittle.com
mailto:Alex.Dittel@kemplittle.com
mailto:Edwin.Baker@kemplittle.com


New PL&B resources
• PL&B’s Data Protection Clinic:
Book a 30 minute consultation to
help resolve your Data Protection
issues. The clinic will support you
in identifying your key priorities
and much more. 

www.privacylaws.com/clinic

• PL&B’s Privacy Paths podcasts are
available at
www.privacylaws.com/podcasts
and from podcast directories,
including Apple, Alexa, Spotify,
Sticher and Buzzsprout.
Upcoming topics include the
impact of the EU-US Privacy
Shield’s invalidation in the US
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Gamify it! Making your data
protection training stick
Using games to deliver DP training can be a fun and cost effective
way to get your message through. By Abigail Dubiniecki,
freelance data privacy lawyer and consultant. 

Among the many DPO tasks,
addressing the human factor
is perhaps the most challeng-

ing. Effective training can transform
an organisation’s weakest link into its
greatest asset. Yet compliance train-
ing is often met with eye rolls by

staff, while senior managers see it as a
necessary “one-and-done” evil. The
result: managers chase employees,
employees reluctantly comply, and
DPOs continue to hand-hold or

Binding Corporate Rules and
Brexit – a practical way forward
Sian Rudgard of Hogan Lovells explains what the situation is for
organisations that are considering applying for, or already have
BCRs approved. 

At the end of July, and so
with only five months
remaining until the end of

the transition period, the European
Data Protection Board (EDPB)
issued an information note for
companies that have the ICO as

their lead authority as to the steps
that they need to take in order to
move their Binding Corporate
Rules (BCR) application, or
approved BCR, to an European

Continued on p.3
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Can the UK still get 
EU adequacy?
As the Brexit negotiations are in jeopardy due to the government’s new
Internal Market Bill, progress made on data protection and UK
adequacy may also be hampered. If we end up with a no-deal, Standard
Contractual Clauses (SCCs) will play a more significant role in
international data transfers. But there are now new challenges caused
by the Schrems II decision, also in relation to cloud computing (p.11). 

The European Commission is currently working on a revised set of
SCCs to take the judgment of the Court of Justice of the European
Union into account. The European Commission says that this is a top
priority for the coming months, with a view to finalising the clauses
by the end of this year. Also, discussions have started with the United
States to find a way forward. In the UK, the government’s National
Data Strategy seeks innovative mechanisms for international data
transfers (p.9).

There is more certainty over the role of Binding Corporate Rules and
changes to the ICO’s remit after Brexit. Read our correspondent’s
analysis and practical advice on p.1. 

The Appropriate Design Code is now in effect, and organisations have
until 2 September 2021 to ensure compliance. The Code requires high
privacy settings as a default. The ICO is issuing guidance and will host
webinars on this topic (p.10). It is also keen to have submissions for
its Sandbox programme on projects that deal with children’s data. 

For those who have responsibility for delivering data protection
training, this issue brings a wealth of ideas on how to engage staff
through data protection themed games (p.1). The aim is to make
learning fun and encourage discussion on privacy issues. 

The pandemic has changed the working life for many of us. DPOs are
now often taking video calls and attending or organising online
conferences and meetings. Which data protection rules do we have to
keep in mind in this environment (p.17)? And which details are
actually included in the broadly defined concept of health data (p.14)?
The Information Commissioner responds to MPs’ unease about
privacy and Covid-19 (p.18) whilst seeing a massive impact on
resources due to Covid-related work. 

Last but not least, is cookie audit automation your get out of jail card?
Find out on p.19 how technology can help the busy DPO. 

Laura Linkomies, Editor
PRIvACY LAWS & BUSINESS 
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Contribute to PL&B reports
Do you wish to contribute to PL&B UK Report? Please contact
Laura Linkomies, Editor (tel: +44 (0)20 8868 9200 or 
email: laura.linkomies@privacylaws.com) to discuss your idea, or
offer to be interviewed about your organisation’s data
 protection/Freedom of Information work.
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