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Risk culture measurement and monitoring

Cultivating a risk intelligent culture

Corporate culture is the overall system of values, beliefs and behaviours that 
influence how work gets done in an organisation. A risk intelligent culture is one 
where everyone understands the organisation’s approach to risk management, 
takes personal responsibility to manage risk in everything they do, and encourages 
others to follow their example. 

Increasing regulatory and supervisory interest

As culture is becoming a key focus for several supervisors, there is 
increasing international regulatory pressure for organisations to get their 
risk culture right. Supervisors cannot say to organisations ‘show us your 
culture’, as proving the existence of a robust culture can be difficult. 
However, organisations should expect to be challenged on specific 
drivers which can help determine the organisation-wide culture and risk 
culture. 

‘What gets measured gets done’

The measurement and monitoring of risk culture in a meaningful way is an example 
of this, and an area of increasing regulatory and supervisory interest. While there 
are challenges in measuring risk culture, there are also advantages, as well as an 
acknowledgement that ‘what gets measured gets done’. 

Why risk culture 
measurement is 

important



Time to think about your Risk Culture MI© 2023 Deloitte LLP. All rights reserved. 4

Risk culture measurement and monitoring

Over the last 12 months, we have 
observed increasing regulatory 
pressure on Boards and 
executives to oversee their 
organisation’s culture and risk 
culture. Regulators see healthy 
organisation-wide cultures as 
critical to both customer 
protection and good outcomes, 
and for well-functioning markets. 
Leaders are expected to nurture 
healthy cultures in the 
organisations they lead.

The UK FCA is not prescriptive 
about organisational wide culture 
and risk culture, recognising that 
a culture and risk culture will be 
unique to each organisation and 
sector. However, the FCA is 
strong in its view that culture and 
purpose, particularly in the wake 
of the COVID-19 pandemic, are 
as important as ever. They 
continue to assess culture against 
four drivers: purpose, people, 
leadership and governance. 

We expect regulators to take a 
favourable view toward 
organisations that take a 
proactive approach to overseeing 
their culture and/or risk culture. 
Where MI enables organisations 
to provide regulators with a 
profile of the organisation’s risk 
culture ‘hotspots’ and ‘sweet 
spots’ across its population 
demographics; for example, by 
location, business line and 
function, grade, tenure, and by 
the three lines of defense risk 
governance model. 

What regulators expect of you
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Challenges

It can be difficult, expensive and time consuming to successfully measure an organisation’s 
culture and risk culture if the focus is solely on the underlying behaviours, attitudes and 
mindsets of the organisation’s people. 

During the COVID-19 pandemic, organisations witnessed in ‘real time’ how resilient their 
cultures and risk cultures were under stressed conditions. It also provided an opportunity for 
Management to assess the effectiveness of previously initiated culture levers and influencers 
such as tangible artefacts and initiatives on purpose, core values, learning and development, 
motivation, organisational structure and relationships, and the ways these interact and 
support each other. 

Several leadership teams who were keen to overcome culture measurement challenges, have 
shifted the focus of their culture measurement metrics relating to the effectiveness of the 
levers or influencers used by Management to drive their organisation's culture in a preferred 
direction, including underlying behaviours and attitudes.

Risk culture measurement metrics have enabled some Boards and executive teams to develop 
a sense of control over their organisation’s culture, despite it remaining an intangible 
construct. However, due consideration to a balance between metrics and broader qualitative 
culture considerations from everyday experiences, is required. Focusing on metrics alone can 
channel energy into bettering the metric rather than engaging in a truly systemic and strategic 
intervention. 

How to overcome them

Recognising that culture change is a journey, to be truly beneficial, risk 
culture profiles should provide a clear view of where there are risk culture 
‘hotspots’ of concern that need strengthening, as well as identification of 
‘sweet-spots’ to be leveraged and spread throughout the organisation. 
This approach will help the organisation to accelerate through its desired 
risk culture journey.

Good practice with regard for risk culture MI is to measure and monitor 
risk culture in a way that reflects the current position across the 
organisation’s population demographics with both qualitative and 
quantitative insights whilst providing a comparison to leadership's desired 
or target risk culture vision, as well as against industry and peers’ risk 
cultures. Achieving good practice typically involves several methods of 
risk culture related data capture, such as an assessment, supported by 
validating and enriching activities.

For organisations seeking to develop, refresh or enhance their risk culture 
MI, the good news is that successful risk culture measurement does not 
have to involve an entirely new methodology. It is often possible to 
compile a list of the organisation’s existing data points into a dashboard 
that provides an accurate reflection of how well the organisation is 
performing against its desired risk culture.

Risk culture measurement and monitoring
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Risk culture measurement and monitoring

Selecting the right metrics

When selecting risk culture metrics and the cadence with which they are reported, the feasibility of
measurement must be a key consideration. For example, the resource and bandwidth available to
compile the risk culture MI compared to the commercial benefits from having a risk intelligent culture
and the organisation’s other competing priorities. Many organisations set out to measure their risk
culture at a frequency that is difficult to sustain in the long term; for example, at intervals that are too
short to allow time for true culture change from a recent culture initiative to take effect, or at a
frequency that disrupts other business priorities.

There is value in having metrics that can be easily deployed at different times in the organisation’s
lifecycle; for example, in times of normal operation, stress and/or change. A risk culture pulse survey is a
good example of a data gathering tool that can be easily deployed for gathering risk culture perspectives
across an organisation.

Several organisations have achieved success from measuring and monitoring their risk cultures in the
context of the organisation’s purpose, values, overall strategy and existing governance reporting
structure. Their lessons learned from developing their risk culture measurement and monitoring are:

Start with the metrics aligned to 
the organisation’s desired 
purpose and values before using 
additional metrics to provide 
fuller coverage across present 
or future key risk culture 
influencers and levers.

Next, identify a metrics suite 
that covers key dimensions of 
the organisation’s population 
demographics, and which will 
be able to track trends over 
time. 

Don’t forget to include 
qualitative overlay from heads 
of functions and business lines, 
to enrich and validate the 
metrics with systemic and 
strategic culture insights. 



Time to think about your Risk Culture MI© 2023 Deloitte LLP. All rights reserved. 7

The benefits of qualitative overlay

To help Boards and senior management take targeted actions to drive the risk culture in the desired direction and to
help drive decision-making, the quantitative metrics should be enriched with meaningful qualitative overlay analysis
by heads of functions or culture champions throughout the business, highlighting key messages, trends and
identifying areas of concern. Commentary should include trends to help spot behaviours that are not improving over
time and which could become a more significant culture issue.

To be able to provide meaningful analysis on the data gathered, the team compiling the MI should have access to
the right people and knowledge. Organisations may decide to appoint a specific team, for example the CEO Office or
the Risk team, to join the dots across key functions, and look beneath reported numbers, RAG (red, amber, green)
ratings or benchmarks. Responsibility should be delegated to the heads of functions, who will provide inputs to the
risk culture dashboard for their business area and should own any follow up actions which arise.

Although a common or ‘off the shelf’ set of risk culture metrics and indicators for all companies can help guide initial
thinking in the development and first iteration implementation of an organisation’s risk culture MI, more mature
approaches strive for targeted insights through be-spoking their MI metrics to desired risk culture behaviours in particular
business areas. It is crucial that chosen indicators are meaningful for the context and environment in which the organisation
operates and relevant for the outcomes the organisation wants to achieve.

Quantitative metrics on risk culture alone are usually insufficient to provide directional insights on an organisation’s risk
culture position to the desired or target culture.01

02

03

04
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What good looks like and feels like for risk culture MI monitoring

Insightful commentary

• MI should include insightful analysis, highlighting key messages for 
the reader to consider about the organisation’s risk culture. For 
example, qualitative overlay by heads of functions on ‘root causes’ 
and required actions to bring any metrics outside threshold back 
into desired risk culture levels for those metrics.

• MI should be evidence-based and should include analysis of what 
each indicator means.

Trends

• Leading or predictive indicators of culture, although difficult to 
achieve, are particularly important, as they can help Boards and 
senior management to identify and correct culture risk blow ups 
before they have maximum impact. For example, noticing 
undesirable risk management behaviours that need to be 
investigated further.

Sub-cultures and outliers

• As expressions of risk culture are unlikely to be uniform across a 
large organisation operating across multiple countries and business 
lines, analysis can be focused on identifying and addressing the root 
causes where cultural problems have been identified in specific 
business divisions, regions, or grades/levels, or in a small 
percentage of staff in the organisation.

• Including a ranking/RAG rating per business function or region, for 
example, can help to capture information about sub-cultures and 
identify outliers.

• Highlighting areas demonstrating cultural strengths is also valuable, 
so that they can serve as an example to follow elsewhere in the 
business.

Links to the organisation’s risk culture vision 
statements

• MI should be linked to the organisation’s high-level risk culture (or 
aspirational/target-state risk culture) statements, as well as to its 
desired and undesired everyday behaviours and attitudes, 
throughout the organisation (e.g. at all grades and across all 
business lines and functions).

• Analysis should help identify strengths and weaknesses, as well as a 
forward view on progress towards the organisation’s target risk 
culture. 

• For example, information about the status of any risk culture 
change work underway and any emerging cultural trends would 
provide useful measurement of an organisation’s current-state risk 
culture against its target-state risk culture.

Clear presentation and tailored to the audience

• Clear presentation and appropriate tailoring of information for 
different audiences are key.

• For example, risk culture MI for Board committees should help 
support decisions around strategic priorities.

• Evidence sources and methods used to collect the data should be 
clearly stated, as well as any limitations in their collection and 
analysis.

Recommended actions and peer comparisons

• Analysis should draw out any specific areas of concern and 
recommended actions (initiatives already underway or those 
planned to address the areas of concern). 

• Areas for improvement can be identified, for example, by 
comparing position to peers and/or market-leading organisations in 
other industries.

What good practice looks and feels like: Take a holistic approach to measurement of risk culture, and clearly set out any additional focus areas or hot topics to be amplified as part 

of the data suite. For example, should a conduct risk lens be applied? Is there ample consideration of diversity and inclusion initiatives as part of the measurement? How does the 

data set capture if behaviours are in line with the organisation’s overall purpose and desired risk culture?
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Deloitte has developed a broad approach to help clients assess and measure risk culture based on our Risk Culture 
Framework. The framework consists of sixteen Risk Culture Indicators aligned to four Risk Culture Influencers

Developing risk culture metrics against Deloitte Risk Culture Framework

Deloitte Risk Culture Framework

Risk Competence
The collective risk management 

competence of the organisation

Motivation
The reason why people manage 

risk the way that they do

Relationship
How people in the organisation 

interact with others

Organisation
How the organisational 

environment is structured and 

valued

Risk 
Culture

Strategy, purpose 
and objectives

Values and ethics

Policies, 
processes and 
procedures

Risk governance

Challenge

Management

Leadership

CommunicationAccountability

Risk orientation

Incentives

Performance 
management

Recruitment, 
induction and 

retention

Learning

Skills

Knowledge

You can use Deloitte’s 

framework for risk culture 

as a step-by-step guide or 

source of inspiration for 

particular risk culture 

metrics.

On the next page, we give 

two examples – focusing 

on ‘Learning’ within the 

‘Risk Competence’ 

influencer, and 

‘Accountability’ within the 

‘Motivation’ influencer.
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Examples for the ‘Learning’ indicator

Benefits of qualitative overlay to enrich metrics for risk culture indicators

The metrics for the 

‘Learning’ indicator 

illustrate how well the 

organisation is doing 

against pre-defined 

measures. To provide a 

deeper understanding, 

in terms of ‘root causes’ 

for positive and negative 

outliers for the metrics, 

it is necessary to include 

high-quality and 

meaningful analytical 

commentary alongside 

the metrics. Failure to 

contextualise metrics 

may lead to results 

being misunderstood.

Risk Competence: Learning

Example metrics :
• Risk culture/culture survey results in relation to 

learning and development, skills, knowledge and 
availability of training opportunities

• Balance between mandatory training versus 
professional development training opportunities 

• Number of overdue mandatory risk/compliance 
related training for all staff and for risk and control 
owners 

• Number of staff attending/completing non-mandatory 
risk/compliance related training for all staff and for 
risk and control owners 

• Percentage of mandatory risk/compliance related 
training for all staff and for risk and control owners 
completed on the day of closure

• Number of attempts required on average to pass 
risk/compliance related training assessments

• Average time spent to complete risk/compliance 
related training assessments (to indicate whether 
individuals have clicked through the training 
materials)

• Percentage pass rates of risk/compliance related 
training assessments (on first attempt)

Qualitative overlays for Learning 

• Measuring and assessing employees’ willingness to gain new risk management 
knowledge or skills, and their ability to retain them, is not straight forward. MI 
related to training can help measure these elements, however, without context 
and overlay, it is difficult to determine the exact culture and risk culture 
connotations behind the reported numbers. 

• To enhance interpretation, certain metrics should be analysed alongside others. 
For example, completion rates of mandatory risk/compliance related training 
should be assessed alongside completion rates/attendance of similar non-
mandatory training in order to gauge employee interest and engagement.

• However, training related MI can also help to evidence deeper issues within a 
team that need to be addressed. For example, the Head of Finance receives a 
report from the central team gathering data on culture/risk culture MI showing 
that in the Finance team, the completion percentage of a mandatory training on 
Acceptable Use Policy (AUP) on the day of closure is very high compared to other 
functions. Additionally, there is a very low percentage of team members 
enrolling for non-mandatory professional development courses. This may 
suggest that people in the Finance team are under stress and are struggling to 
find time to complete their training and develop themselves professionally. This 
may also suggest that there is a lack of interest and engagement within the 
team. The Head of Finance should investigate the root cause of this issue and 
seek to provide a view on the likely driving factors. The qualitative overlay 
provided alongside these metrics should provide context and clear actions to 
remediate the issue identified.
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Examples for the ‘Accountability’ indicator

Benefits of qualitative overlay to enrich metrics for risk culture indicators

The metrics for the 

‘Accountability’ indicator 

illustrate how well the 

organisation is doing 

against pre-defined 

measures. To provide a 

deeper understanding, 

in terms of ‘root causes’ 

for positive and negative 

outliers for the metrics, 

it is necessary to include 

high-quality and 

meaningful analytical 

commentary alongside 

the metrics. Failure to 

contextualise metrics 

may lead to results 

being misunderstood.

Motivation: Accountability

Example metrics:
• Risk culture/culture survey results in relation to 

responsibility (and the avoidance of responsibility), 
accountability, lessons learnt and performance 
management (e.g. timeliness of feedback)

• Goals/objectives are regularly set as part of performance 
management cycles (evidenced by regular performance 
management conversations and documented 
goals/objectives)

• Percentage of staff with a prescribed risk management 
related role in their job description with a risk related 
goal/objective set as part of annual performance 
management cycle

• Employee sentiment regarding the extent to which 
feedback is constructive and two-way

• Governance routes and extent to which issues are 
repeatedly escalated through numerous Committees 
(number of agenda items)

• Percentage of functions that complete their RCSAs on time

• Percentage and number of overdue audit issues/actions

• Percentage of risk and control owners with red risk(s), or 
ineffective control(s), who receive a high-performance 
rating, bonus or promotion

• Number of losses reported within X number of days from 
discovery compared to actual losses captured in P&L

Qualitative overlays for Accountability

• A lack of accountability can be costly, but it is inherently hard to measure. Setting 
goals and clear expectations can be a good starting point and is also useful for 
capturing evidence; without knowing what to be accountable for, it is difficult for 
employees to be held accountable. If there is a gap between expectations and 
performance, it will need to be addressed. 

• For example, in a Claims department, when collating risk culture metrics specific 
to accountability, employee sentiment scores may suggest that there is a poor 
perception of the timeliness of feedback provided by immediate line managers. 
This may also be coupled with a declining number of recorded goals as part of 
regular performance management conversations. This is where it is important to 
also monitor the trends which may help determine the source of the issue. Or it 
may be that, while goals are still being recorded and discussed, there is no risk 
management goal as part of the conversation, which is leading to confusion 
about what employees are accountable for. 

• Or, an organisation may find that there is a culture of collaboration (a positive 
risk culture indication), but in some instances collaboration comes at the expense 
of accountability, thereby slowing down decision making and perhaps leading to 
adverse customer outcomes. This could be evidenced by the number of decisions 
that are delegated to Committees for consideration, rather than a decision being 
made by an individual. This may suggest a reticence to make decisions at an 
individual level. In this instance, while a collaborative culture is inherently 
positive, it can also be a signal of indecision. It is for this reason that the inclusion 
of qualitative analysis and contextual overlay alongside the MI, is so important. 
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Conclusion

It is essential that Boards 
and executives start 
acting now to get their 
risk culture MI right. The increasing regulatory and 

supervisory interest to 
measure and monitor risk 
culture in a meaningful way 
makes it unlikely that 
organisations will be able to 
escape scrutiny.

Moreover, building meaningful risk culture MI takes 
time. Although successful risk culture measurement 
does not have to involve an entirely new 
methodology, organisations must consider 
numerous factors when developing their risk 
culture MI in order to gain a favourable view from 
regulators and help Boards and senior management 
to take targeted actions to drive the risk culture in 
the desired direction. 

Risk Culture MI should reflect the organisation’s 
current-state risk culture across its population 
demographics, using quantitative metrics that are 
enriched with insightful qualitative overlay. It 
should also provide a clear view of the 
organisation’s current position to leadership's 
desired or target risk culture vision, as well as to 
peers’ risk cultures and should help identify any risk 
culture ‘hotspots’ and ‘sweet-spots’. Good practice 
typically involves several methods of data capture, 
such as an assessment, supported by data 
enhancing validation exercises - a time consuming 
but achievable and worthwhile task.
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