
 

 

 

 

Reviewing the Surveillance Operating Model 
Continuing challenges with the effectiveness of market abuse surveillance 

functions have led firms to reconsider where the function best fits within the 

three lines of defence, and how it interacts with other supervisory and 

monitoring functions. 
 

The markets surveillance function, tasked with 

monitoring for market abuse, has rapidly 

expanded across most firms over the last five 

years. As yet there is no consensus view about 

whether the function is best located in the 

first or second line of defence, or somewhere 

in between. Currently, the majority of firms 

have placed responsibility for surveillance in 

the second line Compliance function, with 

required independence from the business 

being cited as the primary factor for this 

decision. Recently, however, an increasing 

number of firms are considering, or have 

begun, moving responsibility for surveillance 

into the first line of defence, or a line ‘1.5’. For 

firms considering moving their surveillance 

function, or struggling with it’s effectiveness, 

this article will explore why opinion is shifting, 

the case for (and against) a first line 

surveillance function, what we believe is the 

optimal model and how this may be achieved 

in order to meet regulatory and firm 

monitoring requirements. 

Why Compliance surveillance?  
The surveillance function has never fitted 

naturally into traditional definitions of either 

the first or the second line of defence. The 

first line has primary responsibility for owning 

and managing risks associated with day-to-day 
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operational activities, which would suggest 

market abuse risks should be included in this 

remit. However, compared to market or credit 

risks, for example, a greater potential conflict 

arises when asking the business to manage its 

own conduct risk. This leaves the second line, 

responsible for the identification of emerging 

risks in the business and providing 

compliance and oversight in the form of 

frameworks, policies, tools and techniques to 

support risk management. While, the second 

line does not normally manage risks itself, 

market abuse monitoring can reasonably be 

categorised into the ‘identification of emerging 

risks’ and ‘oversight’ roles, while avoiding the 

perceived conflict of including it with the first 

line. The latter has been the preferred 

philosophy for the majority of firms from G-

SIBs through to smaller investment managers, 

with a few exceptions. 

Why the change in thinking? 
Over the past year, we have seen a significant 

increase in firms exploring the move of 

responsibilities into the first line (or line 1.5), 

and in some cases the process has already 

begun. There are three primary drivers. 

Ineffective second line surveillance 

Many firms feel that the 

second line of defence has 

not been able to effectively 

monitor for market abuse 

or address regulatory 

expectations. 
This is reflected in messaging from the FCA, 

who are still noting concerns around the 

effectiveness of surveillance, particularly for 

non-equity markets and market abuse other 

than insider trading. Four years after the 

implementation of the Market Abuse 

Regulation, many firms still rely on rules-based 

trade monitoring and simple search lexicons 

for communications monitoring, when these 

are widely agreed across the industry to be 

both inefficient and often ineffective. It is often 

suggested to us by firms that the underlying 

cause for this is Compliance not being close 

enough to the business to understand 

strategy, products and processes, and thus 

being unable to develop a monitoring 

program tailored to the risks as they are likely 

to manifest. 

Increased first line focus due to SM&CR 

While the business has always owned its risk, 

the introduction of the Senior Managers & 

Certification Regime (SM&CR) in the UK has 

brought this into greater focus, with clear 

accountability within the business for control 

failures and incidents of market 

abuse/misconduct. There has been a clear 

uptick in risk focus from senior business 

managers, and concurrently less reliance on 

the second line for monitoring of these risks. 

Coupled with the first point, this has led many 

first line functions to consider bringing the 

monitoring of their risks under their control 

and removing the reliance on a second line 

who (rightly or wrongly) they consider not to 

be providing effective monitoring. 

Technology advancements  

Even improving technologies facilitating the 

move to consolidated or ‘holistic’ approaches 

to conduct monitoring have also necessitated 

a reconsideration of the appropriate 

operating model. As previously noted, it is 

broadly accepted that a siloed approach to 

monitoring various risks, such as market 

abuse, unauthorised trading, information 

barrier breaches, best execution, client 

conduct, is both ineffective and inefficient. By 

bringing these data points together, outlier 

analysis, trending and move advanced 

techniques leveraging machine learning can 

be used to better understand salesperson 

and trader behaviour. This will identify 

individuals/areas for investigation beyond 

those that match simple rules-based alerting 

techniques. Of course, in order to do this, 

data, systems and controls must be 

consolidated and enhanced to provide 

meaningful output. Firms are at varying points 

on this journey, but the end point requires a 

centralised team that is responsible for 

monitoring for the spectrum of trading 

misconduct, armed with the suite of metrics 

and data across conduct risks. This is at odds 

with the prevalent structure of second line 

surveillance, which would be one of the key 

inputs into a more holistic monitoring 

program. As such, if a firm has a roadmap to 

move to more consolidated conduct 

monitoring, this perhaps should include a 

merging of first line supervisory and second 

line surveillance functions to some extent. 

The case for the first line 
There are a number of benefits that can 

potentially be realised in bringing market 

abuse surveillance into the first line. 

‘Closeness’ to the business 

As noted, having surveillance personnel sitting 

closer to the business, both in structure and 

physically (which is currently often not the 

case) will allow for better engagement and 

understanding of business activities. 

Consequently surveillance analysts will be 

better positioned to identify behaviour that is 

abnormal or suspicious. Assuming this 

engagement is effective, this will potentially 

also provide an enhanced deterrent effect as 

well, with more visible and frequent 

surveillance being undertaken. Business line 

supervision functions, in comparison, are 

often viewed as benefitting from this closer 

alignment, and are potentially where 

surveillance could be merged into. 

Methods of market abuse are constantly 

evolving along with the markets they occur in, 

taking advantage of gaps in new platforms, 

technologies or processes. As such, 

surveillance risk assessments and monitoring 
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methodologies need to be enhanced in 

parallel to keep pace. A team more closely 

aligned with the business may be better 

positioned to identify these emerging risks or 

trends and proactively adjust surveillance, as 

is expected from regulators, as opposed to 

waiting on instructions as to what it should be 

monitoring for. Going a step further, the 

surveillance function could be actively 

engaged in decision-making on new business 

strategies and products, ensuring there is 

either existing or a plan to provide 

surveillance coverage of the new activities, or 

at the least risks and surveillance limitations 

are understood upfront and accepted by the 

risk owners in the business: this rarely 

occurs currently. 

Clearly this ‘closeness’ to the business is not 

achieved solely by realigning a team to report 

into the business, and would require a 

supporting operating model and proactive risk 

management culture to realise the benefits, 

but realignment appears to be a logical 

first step.  

Talent acquisition and retention 

Talent acquisition and retention also often 

highlighted as a challenge within second line 

Compliance, and the surveillance function 

more specifically. Monitoring of often complex 

patterns of behaviour requires strong 

understanding of trading practices and would 

ideally be developed and carried out by those 

with front office experience, namely ex-

traders, salespeople and quants. While there 

are exceptions, firms have struggled to recruit 

these people into second line surveillance 

functions, possibly due to the perception of 

second line functions in the eyes of first line 

employees, but also due to the salaries most 

Compliance functions are able to pay. Having 

surveillance as a first line function may 

alleviate some of this, either by leveraging 

front office resources or allowing for higher 

salaries to be paid. It is worth noting that, in a 

firm with a fully joined up risk management 

framework and approach, paying higher 

salaries to second line personnel should be 

achievable without moving them into the first 

line, but currently this is not the case at most 

firms and a bigger operating model challenge 

beyond this discussion.  

Retention has also been an issue due to the 

highly manual and repetitive processes 

carried out by surveillance functions. This is 

exacerbated by the fact that, when suspicious 

activity is identified by junior resources, who  

are often nearshore or offshore, the 

investigation is promptly passed over to more 

experienced resources or even to the first line 

to see through to conclusion. Bringing these 

resources into a combined first line team 

looking for market abuse as well as broader 

misconduct and other supervisory tasks 

would provide more variety to the activities 

they undertake and a line of sight into the 

outcomes of the function’s work.  

The obvious additional cost of bringing in 

more experienced personnel and potentially 

bringing more resources into high-cost 

locations should be offset by the 

aforementioned advances in monitoring 

technologies. Improved monitoring solutions 

should reduce false positive alerts while 

providing analysts with richer information to 

investigate and assess whether market abuse 

or misconduct has occurred. Concurrently, 

surveillance operations should move from 

high volume review of alerts, to smaller 

volumes of focused investigations into 

individuals’ behaviours. As such, the typical 

surveillance team is likely to be reshaped into 

a smaller, more experienced 

investigatory unit.  

Improved data sourcing 

Second Line surveillance effectiveness has 

also been significantly hindered by the ability 

to source complete and accurate data, which 

in many cases has rendered surveillance 

programs marginally effective, at best. The two 

most common processes employed during 

model development are Compliance 

Technology requesting data from Business 

Technology, or Compliance Technology 

sourcing second-hand data from non-

authoritative data sources. However, data 

sources and structures continually change 

and consequently data quality issues soon 

impact surveillance effectiveness. Alignment 

of surveillance within the first line would 

eliminate this intermediary step and facilitate 

sourcing of data by Business Technology 

directly from source. 

Dynamic monitoring 

In addition, leveraging business technology 

(and specifically quants) could enable firms to 

take a more iterative and dynamic approach 

to surveillance monitoring tooling. Rather than 

traditional waterfall model development 

cycles taking upwards of six months at a time, 

models could be regularly adjusted in line with 

market conditions and emerging risks, 

through discussions with the business-aligned 

experienced surveillance investigatory team, 

maintaining relevance and efficiency. As noted 

before, this is not achieved by simply moving 

the function, and could be feasible with a 

second line structure, but would again require 

significant restructure and uplift in most 

current Compliance technology operating 

models, rather than leveraging 

existing capabilities. 

These potential benefits gained from a first 

line market abuse surveillance function clearly 

support the underlying driving factors 

providing first line risk owners with greater 

visibility of and ability to enhance surveillance, 

while facilitating a strategy of a more 

consolidated trader and salesperson conduct 

monitoring program in one place. However, 

the counterargument, keeping surveillance in 

the second line, is not without merit. 
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The case for the second line 

The reasons that many 

firms established 

surveillance functions in the 

second line remain relevant 

and should be carefully 

considered before 

embarking on change.  

Independence from the business 

Firstly, movement closer to the business will 

heighten the risk of conflicts of interest and 

could call into question the function’s 

independence. It is easy to envisage a 

scenario where a surveillance analyst who is 

remunerated by and reports into business 

heads could be influenced to overlook 

suspicious activity. However, the same could 

be said for current front office supervisors 

who have similar obligations to report 

suspicions of misconduct, but are consistently 

aligned to the business. These teams are 

already tasked with identifying and reporting 

on misconduct often including rogue trading, 

and so the addition of market abuse 

monitoring would not necessarily increase this 

independence risk. Nonetheless, it is a risk 

that must be carefully managed and the 

emergence of divisional and chief control 

officers provides a relatively independent first 

line reporting line. 

Firms must therefore balance the risk that a 

lack of independence in a first line function 

results in overlooked suspicious activity, 

against the risk that ineffective surveillance in 

the second line results in an inability to 

identify suspicious activity. If indeed the 

second line surveillance function is deemed to 

be less effective that desired (which is not 

necessarily the case for all firms) then the 

second risk appears to be more important to 

mitigate that the first – it does not matter if 

there is a lack of independence if suspicious 

activity cannot be identified in the first place. 

Embedded culture of control 

Compliance functions also have long 

established frameworks and cultures of 

control, which are primed to produce 

auditable outputs and respond appropriately 

to regulatory enquiries. The subjectivity 

around market abuse monitoring, from 

designing suitable models, setting appropriate 

thresholds and assessing what is suspicious 

behaviour compared to the normal course of 

business necessitate documented and 

detailed analysis of these decisions, which can 

then be justified at a later point if required. 

Missing an occurrence of market abuse but 

being able to explain why it was missed and 

why the existing approach was reasonable is a 

less difficult conversation to have with a 

regulator than not being able to explain why 

the activity was missed. 

The dynamic environment of the front office, 

which requires frequent amendments and 

enhancements to processes and models, 

understandably does not have the same focus 

on ‘explainability’ and auditability. An example 

of this is the aforementioned different 

potential development approaches. While an 

iterative or agile model development 

approach will allow for models to constantly 

evolve with the markets they monitor 

potentially leveraging machine learning 

techniques, it becomes harder to control or 

explain outputs as precisely as can be done 

with traditional waterfall development cycles 

with rigorous testing. Therefore, there is a risk 

that moving the surveillance function to the 

first line would result in a loss of some of this 

control. Of course, it can be argued that this 

culture can be instilled (or may already be 

present for some firms), but it must be 

acknowledged that shifting culture is often a 

challenging and long term process.  

The future role of the second line if 

surveillance is moved to the first 

line 
Assuming surveillance is moved into line 1 or 

1.5, where does that leave the role of the 

Compliance function? In fact, the Compliance 

function could be used to mitigate some of 

the noted risks and provide more effective 

oversight and challenge of the monitoring that 

is being undertaken. 

Ownership of monitoring policies 

The SM&CR is clear that the SMF16 

(Compliance Oversight function) is 

responsible for the policies and 

procedures to prevent and detect market 

abuse. The business heads are the risk 

owners, and are responsible for 

undertaking the appropriate supervision of 

their personnel in line with these policies, 

namely implementing the surveillance 

monitoring tools and processes to achieve 
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the policies set. As such Compliance would 

still have a key role in risk assessments and 

understanding of emerging risks and 

incoming regulatory changes, in 

collaboration with the business. 

Independent quality assurance 

Periodic reviews of alert and investigation 

outcomes can be undertaken by the 

second line to assess the quality and 

auditability of the first line’s process, which 

would also somewhat mitigate any 

independence issues should they arise. 

Enhanced model effectiveness testing 

Model effectiveness testing can be 

employed more rigorously by the second 

line. This could cover quality of data being 

ingested into surveillance models, the logic 

employed compared to regulatory 

expectations and leading practices and 

calibration to understand the true 

coverage and effectiveness of the 

automated monitoring being undertaken, 

and could be conducted by experienced 

Compliance surveillance personnel. At the 

moment, this is rarely done with enough 

frequency or detail and, where it is, it is 

often undertaken either by the Compliance 

surveillance function or by an independent 

quality assurance or internal audit 

function. This then presents one of two 

problems. Either the Compliance 

surveillance function marking its own 

homework: reviewing the models it 

designed and run (an independence issue 

itself), or a non-specialist team reviewing 

complex models: it may be able to pick up 

data quality or functional issues, but is less 

likely to identify where logic or calibration is 

not appropriate for how market abuse will 

manifest itself across the firm’s business. 

As such, a right-sized, independent second 

line surveillance testing function may allow 

for more effective review and ultimately 

enhancement of the automated 

surveillance being undertaken. 

It is also worth noting that some aspects of 

surveillance will likely remain within the 

second line, such as information barrier and 

personal account dealing controls, where 

more strict independence is required. As 

such, there is still a significant role for the 

second line should day-to-day market abuse 

monitoring be undertaken by the first line. 

The final decision 
The FCA have been clear that there is no one 

correct location for the surveillance function 

and, as detailed, wherever the function sits 

will create risks and challenges that should be 

considered and addressed. Similarly, a 

number of the potential benefits from moving 

the function to the first line could be realised 

within a second line function should the 

correct engagement exist with the business 

and business technology, and the firm has a 

risk management operating model that 

facilitates the acquisition and retention of 

suitable personnel and provides them with 

the tools required to undertake meaningful 

surveillance. The overriding expectation, 

however, is that the chosen model can be 

justified. Why is the function structured and 

situated where it is? How are risks to 

independence or monitoring quality assessed, 

managed and mitigated? 

Interestingly, the CFTC’s 10th September 2020 

memorandum, ‘Guidance on Evaluating 

Compliance Programs in Connection with 

Enforcement Matters’ sets the bar high in 

terms of what a ‘compliance program’ 

specifically should be doing, and chose not to 

use broader terms such as ‘business 

supervisory framework’. This suggests there 

may be differing views from regional 

regulators as to where surveillance activities 

should sit.      

We have seen a trend of first line monitoring 

functions developing their own market abuse 

surveillance as a supplement to existing 

second line processes. If this is part of an 

agreed strategy to eventually move 

surveillance to the first line, it may be a 

reasonable approach. If not however, it is 

likely to create costly duplication and cause 

confusion as to who is responsible should 

issues arise. To the previous point, it is also 

creating a challenge in justifying why 

surveillance is done in multiple places should 

a regulator enquire. Two overlapping 

functions should not be a long term strategy 

and firms should settle on the single, most 

appropriate location for them. 

Ultimately, the decision on where the 

surveillance function is best located should be 

based on where will provide the optimal 

platform to undertake the most effective 

monitoring. Many firms are in agreement that 

the direction of travel is towards consolidated 

monitoring, leveraging analytics across 

datasets to understand trader behaviour 

across multiple trader conduct risk areas. As 

such, we believe the decision should be where 

in the organisation this consolidated business 

supervision and surveillance should be 

undertaken in the medium- to long-term and, 

thus, where should surveillance be aligned to. 

In addition, the location of the surveillance 

function, and in particular the decision to 

move it, should only be made as part of a 

strategic enhancement program, 

incorporating improvements in tooling and a 

revising of the operating model, as described 

previously. These elements combined will 

engender advancements in monitoring 

capabilities, while a simple realignment of 

resources without the required tooling or 

processes will likely have limited impact.  
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