
 

  |Data Protection Series: Lawful bases for processing personal data within an employment context| 

As mentioned in our previous data protection update, this fourth article in our data protection series, will consider 

the legal bases for processing personal data, including special category data, within an employment context.  

Employers process an array of personal data regarding their staff. This arises in many ways, including recruitment, 

sick leave, performance evaluation, health and safety, salary and benefits and termination of employment. As 

processing is only lawful where it has a legal basis, it is vital that employers identify and record the reason and 

justification for processing the personal data in question. For the processing in question to be GDPR compliant, 

employers must base their processing activities on at least one of the following six lawful bases: 

1. Consent 2. Contract 

3. Legitimate interests 4. Legal obligation 

5. Public Task 6. Vital Interests 

The pitfalls of relying on consent  

Under the GDPR, consent must be freely given, specific, informed, and unambiguous. In particular, Recital 43 GDPR 
states “to ensure that consent is freely given, consent should not provide a valid legal ground for the processing of 
personal data in a specific case where there is a clear imbalance between the data subject and the controller…”   
Given the imbalance of power under the employer-employee relationship, there is a lack of a real choice for the 
employee to provide their consent and as a result, most employees will not be in a position to give free consent. 

Furthermore, consent is not as easy to obtain as it once was pre-GDPR. For example, consent should be made by way 

of a statement of ‘clear affirmative action,’ meaning that employers will need consent for each processing activity 

and the activity should be presented separately from any other terms, so it is as clear as possible.  

Consent must also be easy to withdraw at any time and employees must be informed of this right. It is generally 

advised that if there is an alternative legal basis available for the processing in question, employers should seek to 

rely on same, and identify this in their privacy notice. If there is more than one legal basis that the employer wishes 

to rely on, this should also be identified in the privacy notice and provided to employees. In other words, the employer 

cannot swap from consent to another lawful basis on later discovering that the consent previously obtained was not 

legally valid, as this would be fundamentally unfair to employees and moreover contrary to transparency 

requirements under the GDPR.1 This point was considered by Hellenic Data Protection Authority (HDPA), which 

imposed a fine of €150,000 on the employer for falsely giving the impression that employee data was being processed 

on the basis of ‘consent’ when, in fact, the processing was based on another legal basis.  

This is not to say that consent can never be relied on within an employment context. However, considering the within 

requirements, for consent to be valid it is likely to only be feasible where it can truly be freely given. For example, 

where an employee volunteers for a financial benefit or to take part in a promotional campaign on behalf of the 

employer.   

If employers cannot rely on consent, on what basis can they legally process employee data? 

The most commonly used bases for processing personal data of employee’s are as follows: 

• Performance of a contract: Processing may be lawful where it is necessary for performing or initiating a 

valid contract. For example, an employer will need to process the employee’s personal data to perform their 

obligations under a contract of employment, such as processing the employee’s bank details to pay the 

employee. 

• Legal Obligation: Processing may be lawful where it is necessary for the employer to comply with a legal 

obligation. In line with both the principles of transparency and accountability, employers should ensure that 

they are able to identify the specific law which they believe constitutes the legal obligation for which the 

processing is necessary and keep a record of same. Examples include providing employee data to Revenue 

for compliance with tax requirements or to comply with obligations under the Health, Safety & Welfare at 

Work Act 2005.  

 
1 Article 29 Working Party Guidelines on Consent under Regulation 2016/679, adopted on 28 November 2017, as last revised and adopted on 10 
April 2019 and endorsed by the European Data Protection Board, available here. 

https://thoughtleadership.leman.ie/post/102ginx/data-protection-series-data-subject-access-requests-part-ii-key-considerations
file:///C:/Users/sspokes/Documents/Downloads/20180416_Article29WPGuidelinesonConsent_publishpdf.pdf


• Legitimate Interests: Processing may be lawful where it is necessary for the purposes of the legitimate 

interests pursued by the employer, except where such interests are overridden by the interests or 

fundamental rights and freedoms of the employee. In addition to providing the processing is necessary, this 

involves balancing the employer’s legitimate interests against the interests and fundamental rights of its 

employees. If an employer seeks to rely on this legal basis, it will need to carry out and maintain a written 

assessment demonstrating that it has considered the rights and freedoms of its employees. Employers may 

rely on legitimate interests for processing employee data in a wide range of circumstances. An example can 

be seen in Case Study 10/2016, where the employer held photos and audio of a sleeping employee and relied 

on same as part of disciplinary proceedings. The DPC ruled that the processing was proportionate and that 

the legitimate interests of the data controller outweighed the employee’s right to protection of his personal 

data.  

Processing Special Category Data 

Employers must regularly process special category data about their employees. This includes information relating to 

their racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, sexual 

orientation, and health information. The processing of special category data is generally prohibited unless the 

employer has a legal basis for processing the data as set out within, and the data falls within the exceptions prescribed 

by the GDPR and the Data Protection Act 2018, subject to “suitable and specific measures” being taken. Exceptions 

in the employment context include where the processing is: 

• carried out with the employee’s ‘explicit’ consent. This means that a more detailed rationale and 

acceptance mechanism is required.2 

• necessary for the purposes of exercising or performing any right or obligation imposed by law on the 

employer or the employee in connection with employment or social welfare law.3  

• necessary for the purposes of providing or obtaining legal advice for legal proceedings or is necessary for 

the purposes of establishing, exercising or defending legal rights.4 This may arise within an employment 

context where for example, the employer is defending a discrimination claim from an employee on the basis 

of their religion and as a result, will need to obtain legal advice. 

• necessary and proportionate for insurance and pension purposes.5  

• necessary for health-related purposes, including a specific stipulation for the assessment of the working 

capacity of an employee/fitness to work.6 

As stated, in addition to one of the foregoing exceptions, an employer must also take "suitable and specific measures" 

when processing special category data.7 While this will depend on the data being processed, this may include taking 

technical measures to secure the data (such as data pseudonymisation or encryption), imposing strict time limits for 

the erasure of the data and imposing limitations on access to the data within the workplace. 

Key Takeaways 

To ensure compliance with legal processing requirements under the GDPR, employers should: 

• Avoid relying on consent as the sole basis for processing employee data. Where consent is relied on, this 

should be procured by way of a separate data protection document rather than relying on a data protection 

clause in the employment contract. 

• Carefully consider and document the appropriate legal grounds to process personal data. 

• Ensure that the processing is necessary, proportionate, and carried out in the least intrusive manner possible. 

• Ensure that employees have access to a comprehensive workplace privacy notice, which is updated as 

necessary. 

Our Employment & Corporate Immigration Department regularly advise employers in respect of data protection 

issues within the context of employment disputes. If you or your organisation has any queries regarding the issues 

outlined in this article, please contact Bláthnaid Evans or Sheila Spokes on +353 1 639 3000 or visit www.leman.ie. 

 

 
2 Article 9(2)(a) GDPR 
3 Article 9(2)(b) GDPR and Section 46 of the Data Protection Act 2018  
4 Article 9(2)(f) GDPR and Section 47 of the Data Protection Act 2018 
5 Section 50 of the Data Protection Act 2018 
6 Articles 9(2)(h) and 9(3) GDPR and Section 52 of the Data Protection Act 2018 
7 As set out at Section 36 of the Data Protection Act 2018 

https://www.dataprotection.ie/en/pre-gdpr/case-studies#201610

