
 

GDPR Update: Privacy Shield Permanently Lowered by the European Court of Justice 

Case C-311/18 Data Protection Commissioner v Facebook Ireland and Maximilian Schrems (“Schrems II”)1 

By way of preliminary reference from the High Court to the Court of Justice of the European Union (the “CJEU”), on 

16 July 2020 the CJEU delivered its landmark decision in Schrems II, which deemed: 

(i) Model Clauses or Standard Contractual Clauses (“SCCs”) valid pursuant to Articles 7, 8 and 47 of the 

Charter of Fundamental Human Rights (the “Charter”). Notwithstanding this, the CJEU emphasised that 

a controller or processor may transfer personal data to a third country via SCC’s only if in practice, the 

controller or processor has provided ‘appropriate safeguards’, and on the condition that ‘enforceable 

data subject rights and effective legal remedies for data subjects’ are available; and 

 

(ii) the Privacy Shield invalid pursuant to Article 46 GDPR.  

This decision has been strongly welcomed by the Data Protection Commission (the “DPC”) as containing “important 

statements of position relating to matters of process, to include the allocation of responsibility between data 

controllers and national supervisory authorities when it comes to ensuring that the rights of EU citizens are 

protected in the context of EU/US data transfers”. 

Legal Background – The GDPR 

The GDPR provides that personal data may be transferred outside the EU or to an international organisation where 

there are additional safeguard mechanisms to ensure that the requirements under the GDPR are guaranteed. The 

Privacy Shield (which applies to transfers from the EU to the US) and SCCs (which applies to any transfers from the 

EU to a third country) are two of the mostly commonly used safeguard mechanisms to transfer data outside the EU.  

The Rise of the Privacy Shield 

The Privacy Shield effectively replaced the Safe Harbour regime as a compliance mechanism for personal data 

transfers from the EU to the US following a decision by the CJEU in Maximilian Schrems v Data Protection 

Commissioner ("Schrems I"), which declared Safe Harbour as invalid. 2  In this regard, the CJEU held that Safe Harbour 

enabled interference by US public authorities with the fundamental rights of persons whose data was transferred 

without any limitation and did not provide any possibility for EU citizens to obtain access, rectification or erasure of 

data or judicial redress. Amongst other factors, the Privacy Shield was deemed to have rectified issues relating to 

Safe Harbour, including strengthening data subject’s access rights and recourse mechanisms dealing with complaints 

in accordance with the GDPR. 

Schrems II subsequently arose from concerns regarding Facebook‘s use of SCCs to transfer personal data from 

Facebook Ireland to its parent company Facebook Inc., in the US. Since the invalidation of the Safe Harbour, Facebook 

had been relying on SCCs to transfer data from the EU to the US. However, it was argued that as SCCs did not change 

the underlying problem of US mass surveillance, the DPC was asked to prohibit or suspend the transfer of personal 

data to Facebook Inc. 

By way of preliminary reference, on 4 May 2018, the CJEU examined the validity of SCCs and the Privacy Shield. 

The Present Case – Schrems II 

(i) Validity of SCCs 

The CJEU held that SCCs establish effective mechanisms that make it possible, in practice, to ensure compliance 

with the level of protection required by EU law and that transfers of personal data pursuant to such clauses are 

suspended or prohibited in the event of the breach of such clauses or it being impossible to honour them. In that 

regard, the Court highlighted the obligation on a data exporter and the recipient of the data to verify, prior to any 

transfer, whether that level of protection is respected in the third country concerned. This decision requires the 

recipient to inform the data exporter of any inability to comply with the SCCs, the latter then being, in turn, obliged 

to suspend the transfer of data and/or to terminate the contract with the former.  

                                                           
1 Decision available here 
2 Decision available here 

http://curia.europa.eu/juris/document/document_print.jsf?docid=228677&text=&dir=&doclang=EN&part=1&occ=first&mode=req&pageIndex=0&cid=9791576
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:62014CJ0362&from=EN


(ii) Validity of the Privacy Shield  

The CJEU examined the validity of the Privacy Shield with regard to the Charter, which guarantees respect for private 

and family life, personal data protection and the right to effective judicial protection. The CJEU deemed the Privacy 

Shield invalid for the following reasons: 

(a) The Privacy Shield provided that it should be applied to “the extent necessary to meet national security, 

public interest, or law enforcement requirements.” The CJEU found that this enabled interference with 

personal data based on national security, public interest or on the basis of US legislation, which were not 

equivalent to the limitations allowed under EU law. 

(b) Article 47 of the Charter requires data subjects whose rights and freedoms are guaranteed by EU law to have 

an effective remedy before a tribunal. While acknowledging that surveillance programmes are subject to 

certain restrictions under US law, the US Government had accepted that those requirements did not grant 

data subjects actionable rights before the Courts against the US authorities. As such, the Privacy Shield could 

not ensure a level of protection essentially equivalent to that arising from the Charter. 

(c) The introduction of a Privacy Shield Ombudsperson could not remedy deficiencies regarding effective judicial 

protection since an ombudsperson could not be regarded as a tribunal within the meaning of Article 47 of the 

Charter, such as to ensure both the independence of the Ombudsperson and the existence of rules 

empowering the Ombudsperson to adopt decisions that are binding on the US intelligence services.  

Next Steps 

Organisations will need to review the mechanisms they rely on to transfer data to third countries.  

As the Privacy Shield has been deemed invalid, all data transfers from the EU to the US, which were previously based 

on the Privacy Shield exclusively, are now to be considered illegal. If seeking to rely on SCCs instead, prior to any 

transfer, organisations will need to carefully consider whether they have complied with the obligation to verify the 

level of protection in the third country concerned. Where this is not the case, the transfer must be suspended or 

terminated. 

Leman Solicitors regularly advise organisations on drafting and updating data protection policies and have extensive 

experience advising on a range of data protection related issues/disputes arising in the above context.  

For more contact James Shannon, Sheila Spokes or Morgan Crowe on +353 1 639 3000 or visit www.leman.ie. 


